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INTRODUCTION AND MOTIVATION

Figure 1. Malicious activities during the last 11 years
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* We use Apache Spark to cope with the problem of the large amount of data £ - T T 1Ir
to be analyzed S0l Rl L
 We implement a simple threshold-based detection algorithm in Spark and - L M

test it by using several real traces

ALGORITHM TOOLS

 We consider the ratio between the number of flows Spor{(?

generated and received by the same IP address together

with other important features * A platform for distributed processing of Big Data [2]
* Very fast both in storage and data processing because of in-memory

FlowS 04 BPP FlowS processing

+ — —f > TH MAWI (Measurement and Analysis of the Wide Internet)
FlowD PKTF ) 4 IPC * An archive of traces of real traffic provided by the MAWI Working Group
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* FlowS: number of generated flows; - Traffic captured every day from 14:00 to 14:15 on a transoceanic link

» FlowD: number of received flows; MAWILab

« PKFT: average number of packets per flow; » An approach for the identification of network anomalies in MAWI [3]

» BPP: average number of bytes per packet; » Uses four detectors: Principal Component Analysis (PCA), Gamma

. TH: threshold. distribution, Kullback Leibler (KL) divergence, and Hough transformation
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PRELIMINARY RESULTS

Recall Precision
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Figure 2: maximizing recall and/or precision Figure 3: Last 7 days of SPADA
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