
A Probabilistic Framework for Jammer Identification in
MANETs

Massimiliano Albanesea,∗, Alessandra De Benedictisb, Sushil Jajodiaa,
Don Torrieric

aCenter for Secure Information Systems, George Mason University, Fairfax, VA, USA
bDepartment of Computer Science, University of Naples “Federico II”, Naples, Italy

cUS Army Research Laboratory

Abstract

Cyber Maneuver is envisioned as a way of increasing the robustness of im-
perfect systems by creating and deploying mechanisms that continually change
a system’s attack surface. A particularly useful strategy against jamming at-
tacks in Mobile Ad Hoc Networks (MANETs) entails using cyber-maneuver keys
to supplement higher-level cryptographic keys. Such keys can be periodically
changed either in a proactive fashion - to defeat cryptanalytic efforts by exter-
nal attackers - or in a reactive fashion - to exclude compromised internal nodes.
In order to enable effective reactive rekeying, it is critical to correctly identify
compromised nodes. In this paper, we propose a probabilistic framework for
identifying jammers, based on the location of both jammed and non-jammed
nodes. We are interested in finding the smallest set of nodes that need to be
excluded to stop the attacks in a multi-jammer scenario. We show that this
problem is NP-hard, and propose a polynomial-time heuristic algorithm to find
approximate solutions. Experiments show that our approach works well in prac-
tice, and that the algorithm is efficient and achieves good precision and recall.

Keywords: Jammer localization, MANET, Probabilistic Framework

1. Introduction

Cyber Maneuver is envisioned as a way of increasing the robustness of imper-
fect systems by creating and deploying mechanisms that continually change a
system’s attack surface [1]. Such mechanisms increase the uncertainty, complex-
ity, and costs for attackers, limit the exposure of vulnerabilities, and ultimately
increase overall resiliency. Fig. 1 shows the conceptual diagram of the framework
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presented in [1], which is based on the use of cyber-maneuver keys to supple-
ment higher-level cryptographic keys. Such keys can be periodically changed in
both a proactive fashion – to defeat cryptanalytic efforts by external attackers
– and a reactive fashion – to exclude compromised internal nodes.

The conceptual diagram of Fig. 1 illustrates the process of periodic rekey-
ing, attack detection, identification of compromised nodes, and triggered group
rekeying. This strategy is particularly useful against jamming attacks in Mobile
Ad Hoc Networks (MANETs). Periodic rekeying is used to thwart cryptanalytic
efforts, and it is executed even when no attack occurs. If the maneuver period
– which is the time between changes of the maneuver keys – is smaller than
the time it would take an attacker to infer the key, then the network is secure
against jamming by external attackers. Instead, in order to thwart internal jam-
ming attacks, it is critical – when an attack is detected – to correctly identify
compromised nodes, and isolate them by generating new maneuver keys and
distributing them only to benign nodes

In this paper, we focus on the problem of identifying jammers in MANETs.
Various approaches have been proposed in order to locate jamming devices.
Several centralized algorithms rely on previously collected measurements, such
as node coordinates [2, 3], and perform different kinds of algebraic or geometric
manipulations to identify the likely locations of jammers. Distributed decision-
making with multiple compromised nodes can be addressed by adopting the
concept of mutual suicide [4]. When a node accuses another one, both of them
are revoked temporarily. Later, one is brought back into the network. If attacks
resume, then the node is revoked, and the other one is brought back.

However, several research challenges remain. First, false positives and false
negatives could be an issue when localization errors are large. Second, the
complexity of identifying multiple compromised nodes is likely to increase at a
far higher than linear rate as the number of nodes increases.

In this paper, we propose a probabilistic framework for identifying jammers,
based on the position of jammed and non-jammed nodes. We are interested in
finding the smallest set of nodes that need to be excluded to stop the attacks in
a multi-jammer scenario. We show that this problem is NP-hard, and propose
a polynomial time heuristic algorithm to find approximate solutions. Detailed
experiments using the network simulator NS-2 and a prototype of our framework
show that our approach works well in practice, and the algorithm is efficient and
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Figure 1: Cyber maneuver general framework
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achieves good precision and recall.
The remainder of the paper is organized as follows. Section 2 discusses

related work. Then Section 3 introduces the proposed framework and provides
a formal statement of the problem addressed in our work. A heuristic algorithm
to solve this problem is presented in Section 4, and experimental results are
reported in Section 5. Finally, Section 6 gives some concluding remarks and
indicates future research directions.

2. Related Work

The idea behind cyber maneuver is that of defining Moving Target Defense
(MTD) strategies to thwart attacks. MTD [5] provides a way to make it much
more difficult for an attacker to exploit a vulnerable system by changing aspects
of that system and presenting attackers with a varying attack surface. The
motivation is that, during the time it takes an attacker to learn system properties
and construct an exploit, the system will have changed enough to disrupt the
exploit’s functionality.

Several cyber-maneuver strategies have been proposed: a leading example
of prior research in the area of dynamic defense is the DARPA-funded project
Intrusion Tolerance by Unpredictable Adaptation (ITUA) [6], that uses an a
posteriori mechanism to inject pseudo-randomness in a system’s response to at-
tacks. The project’s aim is that of combining advanced redundancy management
techniques (specifically countering faults resulting from a partially successful at-
tack) with techniques that produce unpredictable (to the attacker) and variable
responses to complicate the ability to preplan a coordinated attack.

A much simpler strategy consists in using a set of maneuver keys [1] for
communication and periodically replacing them according to a cyber-maneuver
strategy. In the case of jamming attacks, such keys could be used in frequency-
hopping and direct-sequence modulation methods as the shared keys that con-
trol the frequency-hopping pattern or the spreading sequence. As previously
said, if the maneuver period is smaller than the time it would take an attacker
to infer the key, then the network is secure against jamming by external at-
tackers. Instead, compromised nodes can actually perform a jamming attack
as they hold communication keys: in this scenario, it is fundamental to local-
ize jamming nodes in order to isolate them by revoking the previous keys and
redistributing new keys to legitimate nodes.

Many existing approaches aimed at locating jammers are based on the knowl-
edge of the set of jammed nodes. In [7], the author proposes locating a compro-
mised node based on its transmission of a spread-spectrum signal with a known
key.

Cheng et al. [2] offer a comprehensive study of the jammer localization prob-
lem, and propose a simple yet effective algorithm called Double Circle Localiza-
tion (DCL). They assume all nodes in the network (i) are deployed randomly;
(ii) are static; (iii) have the same capability (e.g. transmission power, signal
sensitivity); (iv) know their own location; and (v) can recognize whether they
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are jammed. They consider a single-jammer scenario, and apply the free-space
propagation model, according to which jamming signals attenuate with distance,
and reduce to the normal ambient noise level on a circle centered at the jam-
mer. The proposed algorithm calculates the minimum bounding circle and the
maximum inscribed circle of the convex hull of the set of jammed nodes, and
combines their centers to estimate the location of the jammer. They show that
their algorithm outperforms three existing geometry-based algorithms, namely,
Centroid Localization (CL), Weighted Centroid Localization (WCL), Virtual
Force Iterative Localization (VFIL) [8]. CL estimates the position of the jam-
mer by simply averaging the coordinates of all jammed nodes. WCL [9] weights
the contribution of each jammed node when computing the centroid. One way
of assigning weights is based on the distance between the jammer and the af-
fected node, which can be estimated by measuring the strength of the incoming
radio signal. VFIL [3] tries to improve CL by adjusting its estimation based on
the distribution of jammed nodes.

In [10], the authors focus on the spatial effects of the jammer, observing that
nodes that are farther from the adversary experience higher Packet Delivery
Ratios (PDRs) compared with nodes that reside closer to the jamming device.
Hence, they use a gradient-based scheme, operating on the discrete plane of
the network topology, to locate the jamming device; every node makes the
locally optimal choice with regard to the direction towards the jammer. In
[11], the authors observe that the hearing range – i.e., the area from which a
node can successfully receive packets – is altered by the jammer’s location and
transmission power. They show that the affected range can be estimated by
purely examining network topology changes caused by jamming attacks. As
such, they solve the jammer-location estimation by constructing a least-squares
problem, which exploits the changes of the hearing ranges.

3. Localization Framework

In this section, we present our probabilistic framework for jammer localiza-
tion. We first provide some technical preliminaries (Section 3.1), and a formal
statement of the problem addressed in this paper (Section 3.2). We then present
the details of the framework in Section 3.3.

3.1. Technical Preliminaries

We assume a discrete notion of space, as formalized by Definition 3.1, and
assume that, at any time, both legitimate and malicious nodes are at one of a
finite number of discrete locations.

Definition 3.1 (Space). Given two integers M,N ∈ N, a space S = {1, . . . ,M}×
{1, . . . , N} is a finite subset of points of N2.

For ease of modeling, the above definition assumes that a space is a rect-
angular region within N2. Fig. 2 shows a discrete space with M = 8 and
N = 6. Network nodes are located at points p1 = (2, 2), p2 = (2, 5), p3 = (3, 4),
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Figure 2: Example of a network N over a space S

p4 = (4, 3), p5 = (4, 4), p6 = (5, 3), p7 = (6, 5), and p8 = (7, 4), with the node
at (4, 4) being a compromised node.

For the purpose of our analysis, a node of the wireless network can be rep-
resented as a point p in S. A wireless network N can then be represented as a
subset of S including all the points where a network node is deployed. We as-
sume that nodes can recognize whether they are jammed. We use N J to denote
the set of nodes that are jammed, and NNJ to denote the set of nodes that are
not jammed. Clearly, N J ∩NNJ = ∅ and N J ∪NNJ = N . Additionally, we use
J to denote the set of jammers in N . In the example of Fig. 2, N J = {p3, p4},
NNJ = {p1, p2, p5, p6, p7, p8}, and J = {p5}.

We use the binary predicate jams : N × N J → {true, false} to specify if
a node j ∈ N (the jammer) is responsible for jamming a node v ∈ N J (the
victim). Although more than one jammer may be responsible for a node being
jammed, one of the jammers may be deemed as primarily responsible. We make
the simplifying assumption that a single jammer is responsible for jamming a
node.

3.2. Problem Statement

Our primary goal is to identify malicious nodes (jammers) so that new ma-
neuver keys can be generated and distributed to all legitimate nodes securely
and reliably. Securely means that the compromised nodes should not receive the
new key, and reliably means that legitimate nodes should receive the new keys.
With the new maneuver keys, legitimate nodes can once again communicate.

In order to enable this capability, we need to identify the set of nodes that are
responsible for jamming the nodes in N J ⊆ N . This problem can be formalized
as follows.

Problem 1 (Jammer Identification). Given a space S, a wireless network
N deployed on S, a set N J ⊆ N of nodes that are reported as jammed, and
a probability threshold τ ∈ [0, 1], find the smallest subset of N such that the
probability that nodes in this set are responsible for jamming nodes in N J is
higher than the threshold τ .
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minimizeD∈N |D|
subject to

(∀v ∈ N J)
∑
j∈D Pr(jams(j, v)) ≥ τ

(1)

3.3. Probabilistic Framework

The transmission range of a jammer is defined as the distance beyond which
the jamming power is insufficient to cause a node to be jammed. If no additional
information is available, we assume that the transmission range r ∈ R is fixed
and equal for all nodes in in network. It is assumed that if a node v is reported as
jammed, the report is correct. The compromised node responsible for jamming
v must be within distance r from v. This notion is captured by the following
definition.

Definition 3.2 (Jammer’s Probability Distribution). Let v ∈ N J be a
jammed node. The jammer’s probability distribution for v, denoted θv, is a
probability distribution over N defined as follows:

(∀p ∈ N ) θv(p) = Pr(jam(p, v)) (2)

s.t.

(∀p ∈ N ) θv(p)

{
≥ 0, if dist(p, v) ≤ r
= 0, if dist(p, v) > r

(3)

∑
p∈N

θv(p) = 1 (4)

where dist : S × S → R is the distance associated with the space S.

Note that Equation 4 simply requires that the attacker who jammed v be in
N , as we are focusing on insider attacks. Intuitively, if a wireless node has been
jammed, this node must be within a jammer’s transmission range r. Given a
node p ∈ N , we use Sp to denote the set of nodes Sp = {q ∈ N | dist(p, q) ≤
r ∧ q 6= p}, that is, the set of nodes in a circular region of radius r centered at
the location of node p. Therefore, Equation 4 can be rewritten as follows.∑

p∈Sv

θv(p) = 1 (5)

In other words, the attacker who jammed v must be one of the nodes in Sv.

Example 3.1. Consider the network scenario depicted in Fig. 3(a). Node p2
is jammed, and Sp2 = {p1, px} is the set of nodes that could be responsible for
jamming p2. Similarly, node p3 is jammed, and Sp3 = {px, p4, p5, p6, p7} is the
set of nodes that could be responsible for jamming p3.
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Figure 3: Examples of network scenarios and computation of Pr(jammer(p))

In our framework, we do not assume a specific distribution θv(p). An arbi-
trary distribution can be used, as long as the properties established by Defini-
tion 3.2 are satisfied. The choice of a specific distribution depends on a number
of factors, including the radio propagation model and the type and amount of
information available to jammed nodes, such as the Received Signal Strength
(RSS) of the jamming traffic. In the simplest case, when only information about
each node’s location is available, we assume that, given a jammed node v, the
jammer’s probability is uniformly distributed over all the nodes in Sv; that is,
all the nodes in a circular region of radius r centered at the location of v.

Example 3.2. Consider again the scenario depicted in Fig. 3(a). Assuming the
jammer’s probability for a jammed node v to be uniformly distributed over Sv,
we obtain θp2(p1) = θp2(px) = 0.5. In other words, jammed node p2 can blame
either p1 or px, with none of them being more likely than the other. Similarly,
we obtain θp3(px) = θp2(p4) = θp2(p5) = θp2(p6) = θp2(p7) = 0.2.

When more information is available, we can add constraints to restrict the
search space. For instance, when signals propagate according to a known model
and receivers can measure the received signal strength, the jammer’s probability
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can be assumed to be uniformly distributed over all the nodes in an annulus
of radius d ± ε, where d is the estimated distance between the victim and the
attacker, and ε is a tolerance parameter accounting for measurement errors.

For terrestrial wireless communications, measurements averaged over many
different positions of a transmitter and a receiver confirm that the average re-
ceived power – measured in decibels and called the area-mean power – tends to
vary linearly with the logarithm of the transmitter-receiver distance d [12]. If
the receiver lies in the far field of the transmitted signal, then the area-mean
power, when expressed in decimal units, is approximately given by

pa(d) = p0

(
d

δ

)−β
, d ≥ δ (6)

where p0 is the average received power when the distance is d = δ, β is the
attenuation power law, and δ is a reference distance that exceeds the minimum
distance at which the receiver lies in the far field. The parameters p0 and β are
functions of the carrier frequency, antenna heights, and various characteristics
of the propagation medium. To facilitate the analysis and establish the basic
method of jammer identification, we neglect the effects of shadowing and fading
[11]. We use the area-mean power to model the power received at each node [1].

We now introduce the notion of τ -explanation as a set of potential jammers.

Definition 3.3 (τ-explanation). Let S be a space, and let N J be the set of
jammed nodes in a network N deployed over S. Given a probability threshold τ ∈
[0, 1], a τ -explanation E for N J is a subset of N s.t. (∀v ∈ N J)

∑
p∈E Pr(jams(p, v)) ≥

τ . We use Eτ to denote the set of all possible τ -explanations. An explanation
is said to be minimum iff @E′ ∈ Eτ s.t. |E′| < |E|. An explanation is said to be
minimal iff @E′ ∈ Eτ s.t. E′ ⊂ E.

Intuitively, a τ -explanation is a set of nodes such that assuming these nodes
are the jammers would sufficiently explain why all the nodes in N J are jammed.
Given this definition, Problem 1 corresponds to finding a minimum τ -explanation
E for N J .

In Definition 3.2, we introduced the probability θv(p) that a node p is re-
sponsible for jamming v. Given the set N J of all jammed nodes, we are now
interested in finding the probability that any given node p ∈ N is a jammer.
We use the unary predicate jammer : N → {true, false} to specify if a node
p ∈ N is a jammer. Clearly, the following property holds.

(∀p ∈ N ) Pr(jammer(p)) = 1− Pr
(
jammer(p)

)
(7)

Then, Pr
(
jammer(p)

)
can be rewritten as follows.

(∀p ∈ N ) Pr
(
jammer(p)

)
= Pr

( ∧
v∈NJ

jams(p, v)

)
(8)

We assume that, for any given node p ∈ N and for any two jammed
nodes vi, vj ∈ N J , the probabilities θvi(p) = Pr(jams(p, vi)) and θvj (p) =
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Pr(jams(p, vj)) are independent on each other, as shown in Example 3.2. This
assumption is reasonably accurate provided that vi and vj are not too close. We
can then assume that any two ground predicates jams(p, vi) and jams(p, vj)
are independent – that is, the probability of one of them cannot help predict
the probability of the other. Combing this observation with Equations 7 and 8,
we can rewrite Pr(jammer(p)) as follows.

(∀p ∈ N ) Pr(jammer(p)) = 1−
∏
v∈NJ

(1− θv(p)) (9)

The following example is helpful in better understanding why, given the
way we compute θv(p), it is reasonable to make the independence assumption
discussed above.

Example 3.3. Consider again the scenario depicted in Fig. 3(a). As seen in
Example 3.2, θp2(px) = 0.5; that is, there is a relatively high probability that
px could be responsible for jamming p2. However, this does not imply that the
probability of px jamming p3 is expected to be relatively high. In fact, θp3(px) =
0.2, so it is very low, despite the fact that both p2 and p3 are approximately
within the same distance from px. The explanation is that jammed node p3
has more nodes in its neighborhood than p2, and all of them, without additional
information, are equally likely to be responsible for jamming p3. Similarly, in
the scenario depicted in Fig. 3(b), where px is actually a jammer, the fact that
θp1(px) = 1 does not imply that θp3(px) should be high as well. In fact, θp3(px) =
0.33.

Definition 3.4 (Expected Number of Jammers). Given a subset D of N ,
the number of jammers in D is a random variable ND

j which can assume value
|E ∩D| for any E ∈ Eτ . The expected number of jammers in D is

Ex
[
ND
j

]
=
∑
E∈Eτ

Pr(E) · |E ∩D| (10)

where Pr(E) is the probability of explanation E.

Intuitively, the expected number of jammers is the weighted average, over all
possible explanations, of the number of jammers in an explanation, where the
weight of an explanation is its probability. The expected numbers of attackers
in the whole space S is simply Ex

[
NSj
]

=
∑
E∈Eτ Pr(E) · |E|.

Example 3.4. Consider the scenario of Fig. 3(c), and assume that the jam-
mer transmission range is r = 1.3 and θv is uniformly distributed over Sv =
{p ∈ N | dist(p, v) ≤ r}. By computing Pr(jammer(p)) according to Equa-
tion 9, we obtain the values shown in the figure. Thus, jammers must be found
among p1, p3, p5, and p6. The independence assumption used in the computa-
tion of Pr(jammer(p)) implies that 0-explanations1 can be simply constructed

10-explanations are τ -explanations with τ = 0. The generalization to the case of an
arbitrary value of τ is straightforward.
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Algorithm 1 MIN-K(N ,N J , τ)

Input: network N , set of jammed nodes NJ , and threshold τ
Output: optimal τ -explanation E ⊆ N
1: E ← ∅
2: N ∗ ← ∅ // Set of explained jammed nodes
3: for all p ∈ N do

4: π(p) =
(
1−

∏
v∈NJ (1− θv(p))

)
·
(∏

q∈Sp∩NNJ
dist(p,q)

r

)
5: end for
6: while N ∗ 6= NJ do

7: N ′ ← {p ∈ N \ E | |N ∗p \ N ∗| is maximum} // N ∗p : set of jammed nodes explained
by p

8: N ′′ ← {q ∈ N ′ | π(q) is maximum}
9: p← randomly selected point from N ′′

10: E ← E ∪ {p}
11: N ∗ ← N ∗ ∪ {v ∈ NJ |

∑
q∈E Pr(jams(q, v)) ≥ τ}

12: end while
13: return E

by choosing one node from each Sv, that is, Sp2 and Sp4 in this case. Therefore,
E0 = {{p1, p3}, {p1, p5}, {p1, p6}, {p3}, {p3, p5}, {p3, p6}}. Note that not all
explanations are minimal (e.g., {p1, p3}), whereas some of them are minimal but
not minimum (e.g., {p1, p6}). The only minimum explanation is {p3}. If all
explanations have the same probability, then Ex

[
NSj
]

= 1
7 ·
∑
E∈E0 |E| = 1.83.

This means that, although most explanations include two jammers, there are
also single-jammer ones, namely {p3}.

The following result can be proved.

Proposition 1. Let D ⊆ N be a subnetwork of N and let ND
j denote the

number of jammers in D. The following equality holds.

Ex
[
ND
j

]
=
∑
E∈E0

Pr(E) · |E ∩D|=
∑
p∈D

Pr(jammer(p))

Proof. The probability that a node p is a jammer can be thought of as the
sum, over all explanations E containing p, of the probability of E.∑

p∈D
Pr(jammer(p)) =

∑
p∈D

∑
E∈E0|p∈E

Pr(E) (11)

By using simple algebraic manipulations of the two nested summations, we
obtain the following results.

∑
p∈D

∑
E∈E0|p∈E

Pr(E) =
∑

(p,E)∈D×E0|p∈E

Pr(E) =
∑
E∈E0

∑
p∈E∩D

Pr(E) (12)

∑
E∈E0

∑
p∈E∩D

Pr(E) =
∑
E∈E0

Pr(E) ·
∑

p∈E∩D
1 =

∑
E∈E0

Pr(E) · |E ∩D| (13)
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Finally, we recognize that the right-hand side of Equation 13 is, by definition,
the expected value of ND

j . �
Under the independence assumption introduced earlier, the expected number

of jammers in any portion of the network can be computed in polynomial time.
In the example of Fig. 3(c),

∑
p∈S Pr(jammer(p)) = 1.83, which is equal to

the value of Ex
[
NSj
]

computed in Example 3.4 according to Definition 3.4, thus
confirming the result in Proposition 1.

So far, in the computation of Pr(jammer(p)), we have only considered posi-
tive evidence consisting of the presence of jammed nodes within distance r from
p. To improve our ability to discriminate between compromised and legitimate
nodes, we are now going to consider negative evidence consisting in the pres-
ence of non-jammed nodes within distance r from p. To this aim, we define an
adjusted probability π(p) as follows.

π(p) = Pr(jammer(p)) ·
∏

q∈Sp∩NNJ

dist(p, q)

r
(14)

Intuitively, if a non-jammed node q is very close to p, then the adjusted
probability that p is a jammer becomes very small. In the scenario of Fig. 3(c),
using Equation 14, the probability of p3 and p5 would become π(p3) = 0.67 · 1

1.3 ·
1
1.3 = 0.40 and π(p5) = 0.33 · 1

1.3 = 0.25 respectively, whereas the probability
of p1 and p2 would not change. As this scenario was actually generated using
p1 and p6 as jammers, the adjusted probabilities are clearly more accurate than
the original ones.

4. Localization Algorithm

In this section, we first show that the problem defined in Section 3.2 is NP-
Hard, and then present a polynomial heuristic algorithm to find approximate
solutions.

Theorem 1. Problems 1 is NP-Hard.

Proof. Problem 1 can be shown to be NP-Hard by reduction from the set
cover problem, which is known to be NP-Hard. Specifically, the universe in
the set cover problem can be treated as the set of jammed nodes N J to be
covered (explained) and the several subsets of the universe can be treated as the
candidate jamming nodes, each of them covering (explaining) a subset of N J .

Algorithm MIN-K (Algorithm 1) approximates Problem 1, and it is inspired
by the heuristic algorithm for solving the set cover problem [13]. Given a set of
elements, called the universe, and n sets whose union comprises the universe,
the set cover problem is to identify the smallest number of sets whose union
still contains all elements in the universe. In our case, given a set N J ⊆ N of
jammed nodes, we are interested in identifying the smallest number of potential
jamming nodes that can explain the fact that nodes in N J are jammed, where
each node explains one or more jammed nodes.
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The algorithm takes as input a network N , a set of jammed nodes N J ⊆ N ,
and a threshold τ , and returns a τ -explanation E ⊆ N . Lines 3-5 compute
the adjusted probability π(p) that p is a jammer, for all nodes in N . If we
want to consider positive evidence only, then Line 4 can be changed to π(p) =(
1−

∏
v∈NJ (1− θv(p))

)
. In Section 5 we will describe experiments conducted

using both adjusted and non adjusted probabilities.
Lines 6-12 are iterated until all the jammed nodes are covered (N ∗ = N J).

The algorithm first considers the set N ′ ⊆ N such that the number of additional
jammed nodes covered by each node p ∈ N ′

– w.r.t. the setN ∗ of jammed nodes
already covered – is maximum (Line 8). Then, a node p is randomly selected
from the set N ′′

of points q in N ′
having maximum value of π(p) (Lines 8-9).

Finally, p is added to the solution E. All jammed nodes v that are sufficiently
explained by the current solution E are considered covered (Line 11).

Proposition 2. MIN-K runs in O(r2 · |N |2) time.

Proof. The loop at Lines 3-5 is executed |N | times, and the computation on
Line 4 takes time proportional to |N |. The loop at Lines 6-12 takes no more
than |N | steps. The complexity of Lines 7-11 is bound by the complexity of
Line 7, which requires O(r2 · |N |) iterations, as the number of nodes to consider
for each p ∈ N is proportional to a node’s transmission area, that is π · r2. In
conclusion, time complexity is O(|N |2 + r2 · |N |2) = O(r2 · |N |2)

5. Experiments

In this section we discuss the experiments we conducted to validate our
framework. We used NS-2 to simulate different network scenarios and imple-
mented a prototype of the proposed framework as a Java application, which
takes as input a log file from NS-2 containing information about the position of
jammed and non-jammed nodes.

We implemented the MIN-K algorithm presented in Section 4 and studied its
performance on a multi-jammer scenario with respect to (i) recall and precision,
and (ii) processing time as the number of nodes increases. We also considered a
single-jammer scenario and compared MIN-K with the Double Circle Localiza-
tion (DCL) algorithm proposed in [2]. We show that our algorithm outperforms
DCL and has lower sensitivity to network density.

5.1. Experimental Setup

In our experiments, we considered a 1km × 1km grid, with a resolution
of 10 meters, and deployed 8 jammers and an increasing number of uniformly
distributed network nodes. Specifically, we deployed 80, 160 and 320 nodes
respectively, in order to achieve different levels of network density. We randomly
generated 10 different scenarios for each level of network density, assuming that
nodes have a transmission range r of 100 meters.
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As discussed earlier, an arbitrary distribution can be used to represent the
jammer’s probability distribution, as long as the properties established by Def-
inition 3.2 are satisfied. In our experiments, we assumed that: given a jammed
node v, the jammer’s probability distribution θv is uniform over Sv, that is, the
circle centered at v and having radius equal to the transmission range r.

5.2. Experimental Results
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Figure 4: Recall and precision using adjusted probabilities
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Figure 5: Recall for adjusted and non-adjusted probabilities

In order to validate the proposed approach, we evaluated MIN-K with re-
spect to recall and precision, two widely adopted measures in the information
retrieval and pattern recognition fields, respectively indicating the fraction of
relevant instances that are retrieved by an algorithm, and the fraction of re-
trieved instances that are relevant. In our case, recall is given by the fraction
of jammers correctly identified by the algorithm, while precision is given by the
fraction of nodes in the explanation that are actually jammers.

In order to compute probabilities, the proposed algorithm relies upon the
knowledge of the locations of both jammed and non-jammed nodes, and as-
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Figure 6: Precision for adjusted and non-adjusted probabilities

sumes that there is a mechanism to recognize whether a node is jammed2.
Non-jammed nodes can be used in the probability adjustment phase to help
decide about other nodes. However, problems arise when the information about
the status of jammer nodes is not reliable3. Depending on the scenario, this
could lead to localization failures. For the purpose of our analysis, we assume
that, even if a jammer is in the transmission range of another jammer, it is
not jammed, as it is interested in disrupting communication among legitimate
nodes, not in participating in it. If an actual jammer is considered non-jammed,
it can be successfully used to decrease the probability of nodes within its hear-
ing range, thus potentially increasing the probability of including the jammer
in the solution. On the contrary, if a malicious node claims to be jammed,
this will increase probability of nodes in its range, thus potentially decreasing
the probability of being included in the solution. The following scenarios are
possible.

• Information about jammers’ status is reliable. Jammer nodes al-
ways belong to NNJ . In this case, we can execute a partial search by
looking for jammers only among nodes in NNJ .

• Information about jammers’ status is not reliable. In this case,
each jammer could independently claim to be jammed or non-jammed;
therefore the search must involve all network nodes (full search). It is
possible to identify two extreme situations: in the best case all the jam-
mers report themselves as non-jammed, whereas in the worst case, all the
jammers claim to be jammed.

We evaluated the performance of our framework under all the scenarios

2Several options are possible. For instance, the node itself could recognize it is jammed
and report its status through an out-of-band channel, or we could infer that a node is jammed
if it is not responding.

3Either the jammer lies about the node’s status or attempts to confuse a detection mech-
anism.
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described above, namely partial search, best-case full search, and worst-case
full search. We also considered the case when no probability adjustment is
performed, to show how this mechanism can improve localization accuracy.
Fig. 4(a) and Fig. 4(b) respectively show how recall and precision vary as the
number of nodes increases, for both partial and full search, when performing
probability adjustment. As expected, when malicious nodes report themselves
as non-jammed, we can achieve better accuracy, as in most cases the probabil-
ity of a legitimate node being a jammer will be penalized (adjusted), while the
probability of actual jammers will not, as they do not have non-jammed nodes
in their ranges. Accuracy of partial search is slightly better than best-case full
search and significantly better than worst-case full search, as reliable informa-
tion about jammers status makes the algorithm less prone to errors. In all the
scenarios we considered, recall values are always greater than 75%, even in the
worst case and with a low network density. As for precision, its value is quite
low in the worst case, since by treating malicious nodes as jammed nodes we
have more jammed nodes to explain, and more nodes need to be included in the
solution in order to cover all of them. Thus, in the worst case, the algorithm
will generate several false positives, corresponding to legitimate nodes that will
be sacrificed and excluded from the network. However, it is more prudent to
sacrifice a benign node and re-integrate it later, than keep a malicious node in
the network.

Fig. 5(a) and Fig. 5(b) show how recall varies with the number of nodes in the
best and worst case respectively, both with and without probability adjustment.
Similarly, Fig. 6(a) and Fig. 6(b) show how precision varies with the number of
nodes in the best and worst case respectively, both with and without probability
adjustment. From these charts it is evident that, by adjusting the probabilities,
it is possible to increase both recall and precision.

When increasing network density, the number of both jammed and non-
jammed nodes increases. Assuming that jammed areas do not cover most of
the field4 and jammers are uniformly distributed, when the number of nodes
increases, recall and precision will generally increase in the best case scenario.
In fact, based on the previous assumption, there will be more non-jammed nodes
than jammed nodes, and all of them will have many non-jammed nodes within
their hearing ranges, which helps decrease their probability to be jammers.
Clearly, this is not true for jammers, as they are surrounded by jammed nodes
only. Consequently, malicious nodes will have a higher probability of being
included in the explanation returned by the algorithm.

Fig. 7 compares processing time for partial and full search, with full search
executed both with and without probability adjustment: as expected, partial
search is faster than full search with adjustment, but it is comparable with full
search without adjustment. Note that partial search does use probability ad-
justment. Clearly, adjusting probabilities involves scanning all candidate points
and verifying if any non-jammed nodes are in their vicinity: complexity of this

4In our setting, jammers can jam at most 25% of the field.
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operation is quadratic in the number of nodes.
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Figure 7: Processing time

Finally, Fig. 8 shows how processing time increases when the number of
nodes increases. This chart shows that our algorithm runs in time quadratic in
the number of nodes, thus confirming the theoretical result of Proposition 2.
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Figure 8: Impact of node number on the execution time

5.3. Comparison with the DCL Algorithm

In this section we compare the MIN-K algorithm with the Double Circle Lo-
calization (DCL) algorithm proposed in [2]. We implemented DCL in order to
be able to compare the results of the different approaches on the same simulated
scenarios. The first thing to notice is that, in order to compute the Minimum
Bounding Circle (MBC) and the Maximum Inscribed Circle (MIC), the sce-
nario must include at least 3 jammed nodes and 3 boundary nodes, while our
framework does not have similar limitations.

In our experiments, we considered a scenario consisting of a 50m × 50m
grid, with the jammer placed at the center of the field, and deployed networks
having different densities; in particular, we deployed 10, 20 and 30 nodes respec-
tively, with a 12.5 meter transmission range. For each level of network density,
we generated 10 different scenarios, having approximately the same number of
jammed and boundary nodes, in order to try not to influence the results of DCL
algorithm. We first analyzed localization error, that is: the minimum distance
between the actual jammer and the estimated location of the jammer (for DCL)
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or between the jammer and any node in the explanation (for MIN-K). The cu-
mulative distribution function of the error for the DCL algorithm is shown in
Fig. 9: for N = 10, the average localization error is about 6 meters (half of the
transmission range), and it decreases as the number of nodes increases, to reach
about 2 meters when N = 30. We ran our algorithm on the same scenarios,
and we found that it is always able to correctly localize the jammer in both the
best and the worst case, except for a few worst case scenarios with N = 10, as
the jammer’s probability happens to be equal to the probability of some other
node, and the framework chooses randomly.
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5.4. Improving DCL algorithm

The DCL algorithm simply picks a point p in the space, obtained by combin-
ing MIC and MBC centers of the convex hulls of both the jammed and boundary
nodes. It does not consider the actual nodes of the network. We propose a slight
modification of DCL, consisting in returning the closest network node to point
p. We analyzed this algorithm on the same scenarios previously discussed for
the original DCL algorithm and found that the localization error is lower than
in the basic version. Results are shown in Fig. 10.
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6. Conclusions

In this paper, we presented a probabilistic framework for the identification
of jammers in Mobile Ad Hoc Networks (MANETs). Jammer identification is
an important step in the context of a cyber-maneuver approach to network de-
fense. Cyber maneuver is centered around the idea of creating mechanisms that
continually change a system’s attack surface, in order to make it less predictable
to attackers and defeat reconnaissance efforts. Elements of the attack surface,
such as maneuver keys, can be changed in a reactive fashion in order to respond
to detected threats. Therefore, in MANETs, it is extremely critical to precisely
identify compromised internal nodes launching jamming attacks.

In order to address this problem, we proposed a probabilistic framework
for identifying jammers, based on the location of jammed and non-jammed
nodes. We showed that the localization problem in a multi-jammer scenario is
NP-hard, and proposed a polynomial heuristic algorithm to find approximate
solutions. Experiments using the network simulator NS-2 and a prototype of the
proposed framework showed that our approach works well in practice, and that
the algorithm is efficient and achieves good precision and recall. Additionally, we
showed that, on single-jammer scenarios, our algorithm outperforms a recently
proposed localization algorithm, the Double Circle Localization algorithm [2],
which was already shown to outperform existing algorithms.
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