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Abstract—Wireless sensor networks are widely used
in several application domains thanks to their data
acquisition and processing capabilities and their de-
centralized and self-organizing nature. A widely dis-
tributed monitoring system is typically characterized
by the need to integrate a large amount of data;
if considering complex critical environments such as
hospitals, these data often have different security re-
quirements, to be addressed by means of specific secu-
rity protocols and architectures. In such a distributed
system, security must be addressed at different levels,
namely the physical node level, the inter-node commu-
nication level, and the application level. In this paper,
we focus our attention on security problems related to
the data exchange between sensor nodes and propose an
hybrid cryptosystem based on Elliptic Curves, aimed
to ensure confidentiality, integrity ad authentication
requirements to the inter-nodes communication. The
integration issue has been addressed by proposing an
extension of the SeNsIM integration platform, in order
to enable the management of heterogeneous networks
having different security requirements. At this aim,
we have developed a flexible wrapper to connect the
whole system to the secured network, and carried out
a performance analysis of the overhead introduced by
security mechanisms, showing the feasibility of the
proposed cryptosystem and the platform scalability
and extensibility features.

I. INTRODUCTION

Wireless Sensor Networks (WSNs) are widely used in
several application domains as environmental monitoring
[13], detection and classification of objects in military and
civil settings [6], agriculture procedures [2], automotive
[14] and health monitoring [12]. Their decentralized and
self-organizing nature makes the deployment very easy
and this facilitates their adoption in any context without
requiring the existence of any supporting infrastructure.

Furthermore, they are widely employed in critical sce-
narios and security issues are becoming a fundamental
concern to be addressed by means of proper security
policies and mechanisms. WSNs can be considered as
belonging to wireless ad hoc networks, but they present a
lot of distinctive features making the well-known security
solutions not directly applicable. Unlike ad-hoc networks
nodes, WSN nodes are typically provided with constrained

processing and storage capabilities and limited energy re-
sources; they are prone to failures due to harsh deployment
environments and are easy to be compromised due to
typically unattended operations. Finally, a WSN is often
characterized by a dynamic topology due to node joining,
mobility or failure, thus introducing further security and
reliability issues.

The main problems that we want to face in this paper
are primary related to two different aspects: (i) interoper-
ability of different sensor networks (in terms of technolo-
gies and security mechanisms), (ii) security mechanisms
that can be enforced within a sensor network to ensure
confidentiality, authentication and integrity of exchanged
messages.

The problem of sensor networks integration and inter-
operability has been extensively discussed in literature; we
handled it with an integration platform named SeNsIM
[3], a scalable software architecture which enables the de-
velopment of applications based on multiple heterogeneous
sensor systems providing a standard way to manage, query,
and interact with them. By extending the SeNsIM archi-
tecture, we can build different applications to manage data
with different security requirements, too. Security must be
addressed at different architecture layers, namely at the
physical node level, at the inter-node communication level,
and at the application level. In this paper, we will focus
our attention on security problems related to the data
exchange between sensor nodes; we want to satisfy confi-
dentiality, integrity and authentication requirements, but
traditional network security protocols cannot be applied
because of the limited resources and capabilities available
on the sensor nodes.

At this aim, we will present an hybrid cryptosystem
based on Elliptic Curves and we illustrate the implementa-
tion of key management and message signature protocols
and their integration within the SeNsIM framework. Such
cryptosystem has been implemented on top of the well
known TinyOS sensor middleware by exploiting the WM-
ECC library, a suite developed for wireless sensor motes
turning out to be the most efficient publicly available ECC
implementation. In order to integrate our secured network
into SeNsIM we have developed an extensible wrapper,



able to interface with any TinyOS-based network via the
UART interface.

The introduction of security requirements opens new
possible scenarios of adoption of sensor networks but can
introduce a huge overhead to the whole architecture; at
this aim, in the last part of the paper, we will present
a performance analysis on the overhead introduced by
security mechanisms and we discuss about the feasibility
and scalability of the proposed extensions.

The reminder of the paper is structured as follows: in
Section 2 a brief overview of the context and motivation
behind our research activity is drawn, and in Section 3
a reference architecture that includes both the hetero-
geneous network integration aspects and the proposed
security system is presented. In Section 4 we will illustrate
significant details on the implementation of our proposal
and evaluation results will be presented and discussed.
Finally in Section 5 some conclusions and future works
will be drawn.

II. SECURITY IN WIRELESS SENSOR NETWORKS

As illustrated in Figure 1, a typical monitoring system
is made of different sensor networks that can be hetero-
geneous in the technology aspects, in the data formats,
in synchronization and localization standards and so on.
They can be connected in different ways and their data
should be elaborated by the same application to enrich
the knowledge of observed complex phenomena. Providing
security services in wireless sensor networks is a technical
challenge, due to hostile deployment environments and

resource limitations.
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Fig. 1. A typical monitoring system

As illustrated in Figure 2, the monitoring infrastructure
can be considered as structured into two main layers,
namely the sensor network layer and the distributed ap-
plication layer.

The sensor network layer can be further divided into
two levels:

o Physical level: is responsible of the processing of the

locally generated data at the node level.

o Transport level: controls the communication between
the nodes of the network.

The application layer deals with the fusion and high
level management of the data sensed by different hetero-
geneous networks; it can be considered as structured into
two levels:

o Integration level: is responsible of the integration of
data belonging to different sensor networks; it typi-
cally enforces a translation in a common data model
[1].

o User level: executes the user distributed applications,
which typically query the underlying networks and
sensor features and manipulate the retrieved results
for aggregation and decision purposes.
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Fig. 2.

A monitoring system layered view

In such scenario, security issues arise at different levels:
at the application layer, data retrieved from the different
networks are typically processed in a distributed manner,
thus raising well-known issues dealing with secure network
communication and access control; as this kind of process-
ing is usually done by PC-class devices, the application
layer does not suffer of the problems related to the limited
resources of sensor nodes, and the well-known security
protocols can be directly applied.

As for the sensor network layer: at the transport level it
is necessary to secure data exchanged between nodes, and
this can be achieved with the adoption of proper security
protocols and mechanisms that take in consideration the
limited resources; at the physical level, it is necessary to
provide mechanisms for protecting nodes against physical
tampering and DOS and jamming attacks.

The specific features of the sensor nodes make difficult
the direct application of the existing security approaches
to the area of wireless sensor networks: most security
protocols are based on cryptographic operations, which
massively involve the adoption of keys and complex math-
ematical functions that require dedicated computational
resources and turn out to be critical from a performance
and power consumption point of view.



The main problem to face with when setting up a secure
communication between nodes is the way cryptographic
keys are established at each node. There are two main well-
known mechanisms to handle this problem: in Symmetric
Key Cryptography (SKC) a unique secret shared key is
used for both encrypting and decrypting messages, while
in Public Key Cryptography (PKC) each node manages a
couple of keys.

Several implementations of Symmetric Key Cryptog-
raphy (SKC) algorithms in WSN have been proposed
in literature (TinySec [7], MiniSec [8], ZigBee [19] and
SNEP [10]), thanks to their low computational costs that
make them well suited for realization on sensor devices.
Even if symmetric schemes are very attractive for their
energy and memory efficiency, they require complex and
resource expensive key distribution and management pro-
tocols, resulting in a heavy traffic in the network and in
complex and not scalable architectures. Moreover, sym-
metric cryptography only fulfills confidentiality require-
ments, while not considering other security issues such
as authentication and integrity. As a matter of fact, an
important security requirement which arises within the
sensor network domain is the broadcast authentication,
that is the capacity of a sender to broadcast messages
to multiple nodes in an authenticated way, which can be
achieved only via asymmetric schemes.

The use of asymmetric schemes in sensor networks has
been usually considered as "nearly impossible' because
they are power consuming and require a large amount
of computational and storage resources. However, such
schemes are very attractive, because they can ensure a
higher degree of security while guaranteeing a greater
flexibility and manageability than symmetric ones: thanks
to them, any two sensors can establish a secure channel
between themselves; moreover, as nodes do not share the
same common key for encrypting/decrypting messages,
the "capture" of some sensor devices will not affect the
security of others. Rivest-Shamir-Adelman (RSA) algo-
rithm [11] and Elliptic Curve Cryptography (ECC) [4]
are among the most well known public key algorithms
used in security systems, the latter being an approach to
public-key cryptography based on the algebraic structure
of elliptic curves over finite fields.

Many protocols have been developed based on the ECC
operations, as the Elliptic Curve Diffie-Hellman (ECDH)
key agreement technique [4], which provides two commu-
nicating nodes with the possibility of achieving the same
secret key without physically exchanging it across the net-
work, and the Elliptic Curve Digital Signature Algorithm
(ECDSA) [4] a variant of the Digital Signature Algorithm
(DSA) that operates on elliptic curve groups, which can
be used for signature generation and verification.

In order to overcome the drawbacks of both PKC and
SKC schemes, a hybrid approach could be adopted; In
[5] a hybrid security system is presented, relying upon
a symmetric key function to encrypt the communication

channel between each couple of nodes, and a public key
function to ensure authentication of the base station and
to establish the symmetric keys between the base station
and each of the motes: this way, a higher level of security
can be achieved, while limiting as much as possible the
cryptographic computational load.

II1I. SENSIM-SEC ARCHITECTURE

As previously said, in many cases a monitoring infras-
tructure should provide the integration of critical data
with other types of information retrieved by the surround-
ing environment, with different security requirements, too.

The architecture we propose in this paper is built upon
SeNsIM (Sensor Networks Integration and Management)
[3], a framework that was designed for integration of
heterogeneous sensor networks based on the wrapper-
mediator paradigm [18]. It provides a unified interface by
which users can easily execute queries on the system to
retrieve network information and elaborate sensor data. In
SeNsIM each different network of the system is managed
by a dedicated wrapper that is able to communicate with
the specific underlying technology and acts as a connector
for the mediator component; the mediator is responsible
to properly format user requests and forward them to the
different wrappers, this translates the incoming queries
and injects them into the underlying networks, retrieves
the results and passes them back to the mediator. The
communication between the mediator and the wrappers
is carried out by means of XML files, written according
to a standard format and containing information about
the structure of the underlying networks, the user-defined
query parameters and the retrieved results. The retrieved
results are then formatted according to new emerging
standards on Sensors and related Observations [9].

In order to make the integration effective, each wrapper
explores and monitors the local sensor networks (discovery
phase) and sends to the mediator an appropriate descrip-
tion of the related information according to a common
data model, in a struct.xml file. The mediator organizes
such information and keeps a unique view of all systems
in order to satisfy user or application queries.

By means of the mediator GUI, a user can specify a
query by indicating the desired values and other relevant
parameters such as sample period and query duration;
the mediator translates user requests and builds a query,
sending it to the wrappers responsible of the target net-
work/s. The retrieved results are collected and written
in a result.xml file by each involved wrapper, and sent
back to the mediator, which encodes and stores sensed
data into its database in order to make them available
for elaboration or data fusion. In order to reduce the
TCP communication overhead, a retrieval interval can be
specified by the end user, identifying the time interval by
which the wrappers may collect query results and send
them back to the mediator (in a single result.xml file),
thus not having to wait until the query duration elapses.
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Fig. 3. The extended SeNsIM-SEC architecture

The retrieval interval can be tuned in order to control

the trade off between system performances and the accept-
able delay in obtaining the results from wrappers.
As illustrated, the SeNsIM architecture is able to de-couple
different networks and manage them in the same way:
this enables us to adopt it to design an heterogeneous
sensor network infrastructure where the heterogeneity is
not only in the technology aspects but also in the different
security requirements. At this aim we are working on
the extension of SeNsIM to cope with this new security
features (SeNsIM-SEC) and developed ad-hoc wrappers
matching the underlying security mechanisms and proto-
cols, too. In Figure 3 the SeNsIM-SEC architectural model
is represented, showing several types of sensor networks
to be integrated, with their different features in terms
of hardware platform, operating system, middleware and
security requirements.

In the reminder of this paper, we will consider the
scenario on the right of Figure 3 (denoted as wrapper5)
where there is not an intermediate middleware that man-
ages the sensor network, and security mechanisms can
be directly enforced on the top of the sensor operating
system by implementing proper security components to
meet confidentiality, integrity and authentication require-
ments. At this aim, a specific wrapper was designed to
communicate with sensor nodes via low level interfaces
exploiting operating system primitives.

We have considered one of the most adopted OS for
sensors, TinyOS [15], installed on each simple motes (sen-
sor nodes) of the network and on the sync node (master
node) that acts as a connector towards the application
level, forwarding the incoming queries to the motes and
returning results back to the querying wrapper.

In order to provide the integration in SeNsIM-SEC, we
have implemented a flexible wrapper able to interface with
any TinyOS-based network. The security requirements of
the sensor network have been achieved by implementing
a hybrid cryptosystem based on the ECC primitives for
key agreement operations and digital signature generation
and verification. In order to realize such operations we

have implemented two different applications to be run
respectively on the master and the motes nodes, based on
the operating system components and on the WM-ECC
library primitives. Further details on the cryptosystem and
the flexible wrapper component are given in the following
section.

IV. THE SYSTEM IMPLEMENTATION

In this section we will give some implementation details
about the cryptosystem adopted to secure our reference
sensor network and the wrapper developed in order to
integrate such network into the SeNsIM framework.

A. The WM-ECC library and the developed cryptosystem

Our cryptosystem is based on the WM-ECC library
[16], a publicly available open source implementation of
a 160-bit ECC cryptosystem targeted to MICAz, TelosB
and Tmote Sky platforms, based on recommended 160-bit
SECG elliptic curve parameters [secpl60r]. Fundamental
ECC operations are based on large integer arithmetic
operations over finite fields as multiplication, division and
modular reduction; in order to improve the performances
of encrypting/decrypting operations, authors of WM-ECC
library have exploited several optimizations and imple-
mented parts of such operations directly in assembly lan-
guage, in order to have a complete control of the register
utilization.

WM-ECC provides support for all the ECC operations
and gives an optimized implementation of the ECDSA pro-
tocol for digital signature generation and verification, re-
lying upon techniques such as sliding-window and Shamir
trick; it does not provide an implementation of the ECDH
protocol, which we have supplied by exploiting the basic
ECC primitives and the main TinyOS components.
WM-ECC has been proved to be more computationally
efficient than its major counterparts like TinyECC and
EccM2.0: for example, on MICAz platform, TinyECC
is 42% slower in signature generation, and on TelosB
platform, the performance gap increases to 180%.



From an implementation point of view, WM-ECC is
composed of 3 modules:

« Bint - provides optimized subroutine for large integer
operations;

o ECC - based on the Bint module, implements all ECC
operations;

o ECDSA - provides digital signature generation and
verification primitives.

The WM-ECC library has been exploited in order to:

o implement the ECDH protocol for achieving a com-
mon secret key to be used for establishing a secure
communication channel between the master and each
of the motes;

« provide digital signature generation at the master side
and verification at the mote side, by using the ECDSA
primitives;

The secret shared key achieved via the ECDH protocol is
used as a symmetric key for encrypting and decrypting the
messages exchanged between the master and the motes, by
exploiting the Skipjack cypher, with 80 bit keys and 64 bit
blocks. The cypher has been used in such a way that the
motes encrypt the result messages’ payload after verifying
the signature sent by the master, and the master decrypts
such messages in order to get the results and forward them
via the UART interface to the overlying application.

Let’s first consider the implementation of the key agree-
ment protocol. In order to implement the ECDH protocol
the EcdhC component has been added to the WM-ECC
library: this component uses the key__agree function imple-
mented in the EcdhM module and accessible via the Ecdh
interface; it is connected to the EccC component, pro-
viding all the ECC operations, and to the SHAIM_ ncsu
module, which provides the implementation of SHA-1 used
by the Key derivation function (KDC).

The main steps performed by the protocol are the follow-
ing:

1) after an initialization phase, the master generates a
random key KM in the [1,n-1] interval, and performs
a scalar product to calculate its own public point
Q1=KM*P, where P is the base point on the curve.

2) at the same time the mote, after an initialization
phase, generates a random key Km in the [1,n-1] in-
terval, and calculate its own public point Q2=Km*P.

3) the master inserts Q1 into a message and sends such
message to the mote.

4) the mote receives the message from the master,
extracts Q1 and performs a scalar product in order
to obtain the secret S=km*Q1; then it sends its
public point to the master in a message.

5) the master receives the message from the mote,
extracts Q2 and calculates the shared secret
S=KM*Q2.

As for digital signature operations, we have used the
ECDSA primitives in order that:

1) the master node, at the arrival of a query from
the UART interface, constructs a query packet with
the received parameters, digitally signs it and then
broadcasts it to the motes via the radio channel;

2) when receiving a query packet, a mote first verifies
the digital signature and, if it turns to be success-
ful, starts to sample the required physical values
according to the query parameters; the retrieved
results are collected and inserted into the payload of
the response packet, which is previously encrypted
before being sent back to the master with the secret
key obtained after the ECDH protocol.

3) the master receives the response packet, extract its
payload and decrypts it by using the shared secret
obtained after the ECDH protocol. Then, the master
returns the result values to the querying wrapper
through the UART interface.

The encryption/decryption operations are carried out
by means of the Skipjack cypher, realized by a cus-
tom TinyOS component implementing the BlockCypher
TinyOS interface; such cypher uses the key derived by the
ECDH protocol as the cryptographic key for encrypting
the communication channel between the master and the
motes. In order to reduce the overhead resulting by the
cryptographic operations, we have chosen to encrypt only
response packets sent by the motes to the master, and
let only the master do decrypting operations to get the
requested data.

Finally, we developed two different applications, respec-
tively for the master and the mote side. The master
application has been implemented so that it starts the
ECDH protocol (step 1) when a timer expires: at the
system setup a timer starts to run, and after 5 seconds
an event is generated, handled by the master application
which will calculate the master’s public point and send it
to the motes. The master application has been configured
in order to digitally sign outgoing query packets addressed
to the motes and decrypt the incoming response packets
before sending the results to the wrapper. The mote
application in turn, has been configured in order to be able
to perform the ECDH protocol initiated by the master,
verify the digital signature of the incoming query packets,
and encrypt all outgoing response packets.

B. A flexible wrapper for secure networks

In order to introduce security management in the SeN-
sIM architecture we have developed a flexible wrapper able
to connect a secured network to the whole system. Each
wrapper is able to discover the network topology through
some information retrieved about its nodes and, above all,
it is able to access sensor data by querying single sensors,
groups of nodes or the entire network. In particular, it can
perform the following tasks:

o classification - discovery, extraction and management
of information about sensors and local network;



e query processing - management of the mediator
queries sent to the local network;

e communication - management of the communication
process with the mediator;

As we have shown in the previous section, our secured
network runs TinyOS opportunely modified by the in-
troduction of security primitives based on the WM-ECC
library. In order to connect the SeNsIM system with such
network, we have developed a wrapper component inter-
facing with the master node by means of a C application
which communicates with the sensor nodes by exploiting
the serial forwarder tool; thanks to its generality, our wrap-
per can be adapted to any network which is not equipped
by a middleware layer providing a high level programming
abstraction, by just customizing the modules which realize
functions depending on the specific network interfaces.

MEDIATOR INTERFACE

COMMUNICATION
CONFIGURATION
Communication
QUERY PROCESSING parameters
Querying Result Network parameters
Task
NETWORK
TelosNetwork conf.properties

| TELOS |
| NETWORK INTERFACE |

Fig. 4. The wrapper architecture

Figure 4 shows the architecture of our wrapper, made of
several components between the mediator and the network
interfaces.

e communication component: is responsible of man-
aging wrapper-mediator communication, carried out
through socket interfaces.

e query processing component: is responsible of per-
forming query execution and result retrieval; this
component can be configured by properly specializing
the wrapper Query interface; the querying function
is implemented by the inject method, which sends a
query to the network, prepares a query packet and
sends it to the master node via UART; it also collects
results formatting them according to the structure
expected by the overlying components.

o network component: this component can be config-
ured by properly specializing the Network interface,
which describes some network parameters and imple-
ments the discovery function, necessary to define the
topology on the basis of information as node IDs,
parent IDs and node depth in the routing tree.

o configuration component: is responsible of retrieving
some communication and network parameters from
a configuration file; it allows for a flexible reconfigu-
ration of the wrapper component when it has to be
adapted to different networks.

o platform component: specifies the values which can
be retrieved by the employed sensor platforms.

The introduction of security requirements in SeNsIM
is quite easy, once the protocols have been designed;
nevertheless it opens new possible scenarios of adoption
of sensor networks that can introduce a huge overhead
in terms of performance and sensor life (read battery
consumption) into the whole architecture. In next section
we will discuss about the feasibility and overhead of our
solution.

V. SECURITY AND PERFORMANCE ANALYSIS

The introduction of security mechanisms within the
sensor networks is a desirable feature but it may introduce
a very heavy overhead that must be addressed by any
sensor networks developer and deployer. The analysis we
conducted in this section aims at analyzing the security
level introduced in the system, the latency introduced
in the whole monitoring architecture, the overhead intro-
duced by the protocol and, finally, the resource occupation
to elaborate cryptographic functions on single nodes. This
information, in fact, should be taken into account by any
designer to meet his security and performance require-
ments.

Our testbed is shown in Figure 5: it is made of two
sensor networks, both composed of Telosb motes, based on
a 4.15 MHz MSP430 microcontroller and a CC2420 radio
chip and having a 10 kBytes internal RAM and a 48 kBytes
program Flash memory. The two sensor networks have
different security requirements: the former is configured
to work with the proposed secure protocols while the
latter can work with the same applications deprived of
any security mechanisms. Each sensor network relies upon
a master node which is directly connected to a PC device
running the wrapper software; each wrapper is connected
to the mediator component via a TCP/IP network.

To analyze the performance, we have carried out several
experiments by sending different queries to the underly-
ing networks through the mediator interface. In order to
estimate the overhead on the average response time of
SeNsIM-SEC, we considered the sum of different delays
(as shown in Figure 6) :

e T1: the mediator creates the query.xml file and for-
wards it to the wrappers through the TCP/IP net-
work;

o T2, T3: the wrapper receives the query.xml file and
creates the query packet to be forwarded to the
master of the underlying network through the UART
interface;

o T4: the sensor network manages the received query
and returns results to the querying application;
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o T5: the wrapper collects results belonging to the first
retrieval interval and writes them in a result file;
then it forwards such file to the mediator through the
socket interface;

e T6: the mediator receives the first result.xml file,
retrieves the contained values and stores them into
its database;
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Fig. 6. The measured delays

In this analysis, we did not consider the delays related
to wrapper-mediator communications over the TCP/IP
network (as they depend on how the application is dis-
tributed to monitor a particular environment) and we just
considered a one level deep tree sensor network topology;
indeed, these choices may heavily affect the total response
time but, in this experiments, we just want to measure the
overhead introduced bu the security protocols and not the
total response time.

The proposed cryptosystem introduces an almost con-
stant delay of about 4 seconds respect to the network with-
out security. So, the cryptographic operations performed
at the master and mote sides for encrypting/decrypting
packets produce a fixed latency in returning the first
results to the wrapper for each executed query and this
can certainly be acceptable in all monitoring applications
where real-time is not a mandatory requirement. With
ECC, in fact, we are able to guarantee the same security
level provided with RSA protocols (in [4] it is stated that
to provide equivalent security to 1024-bit RSA, an ECC
scheme only needs 160-bit key size) but with less latency.

As for the packet overhead, in order to make the security

application possible, we had to increase the payload length
from the default 29 bytes size to 80 bytes, in order to
allow the transmission of the public points and digital
signatures. Such an overhead is very crucial as this also
has a bad impact on battery consumption that is very high
during the transmission phase; for this reason, it has been
reduced by performing a little variation in the protocol and
considering two different TinyOS packets, one for carrying
cryptographic information, and the other for the normal
communication.

Finally, as for resource allocation, we expected that
encryption and authentication operations performed by
our cryptosystem came at an additional cost in terms of
memory and CPU. In fact, the secure query application
implies a higher RAM usage both on master (+ 81%) and
mote side (+ 62%), compared to that of the simple query
application without security; similarly, ROM usage turns
out to be 54% and 44% higher then the not secured case.
The total amount of program space and primary memory
consumed by the query application (26KB on master side
and 31KB on mote side of ROM, 2KB of RAM usage) is
very low respect of the adoption of RSA-based protocols
and, furthermore, it can be considered acceptable if we
assume to deploy sensor nodes that just run a monitoring
application at a time.

Up today, we did not considered the power consump-
tion and sensor battery life associated with our proposal,
yet. Nevertheless, we think that these results are very
promising especially if compared with the adoption of
RSA-based protocols that require longer keys and longer
elaboration processing times as reported in [17]; as a
direct consequence of measured parameters, we also expect
positive results in power consumption.

VI. CONCLUSION AND FUTURE WORKS

In this paper we addressed the security issues arising in a
complex distributed monitoring infrastructure, focusing in
particular on the transport level, responsible of the node-
to-node communication in a sensor network. We proposed
an hybrid cryptosystem relying upon the WM-ECC library
in order to ensure confidentiality, integrity and authenti-
cation requirements: such cryptosystem implements key
exchange mechanisms (through the implementation of the
ECDH protocol), end-to-end encryption and broadcast
authentication of query messages sent from the master
to motes. We also proposed an extension of the SeNsIM
integration platform, namely SeNsIM-SEC, in order to
make it capable to manage networks with different security
requirements by means of the development of a flexible
wrapper component. We integrated our secured network
into SeNsIM-SEC and carried out an evaluation of the
overall system performances, in terms of resulting average
response time, memory usage and packet length. Such
evaluation showed the platform scalability and extensibil-
ity features, and highlighted the unavoidable introduction
of an overhead due to cryptographic operations, which



resulted quite acceptable in the context of the overall
system. As a future development, we plan to extend our
cryptosystem implementation to other sensor platforms,
such as Tmote Sky, as well as to exploit different block
cyphers with longer keys for the communication channel
encryption , in order to achieve a higher degree of security.
Moreover, we plan to make a comparison of the proposed
cryptosystem with other major solutions, such as TinySec,
Minisec etc, by exploiting the SeNsIM-SEC framework,
through their integration in the whole architecture in order
to derive design criteria on the basis of the performance
and security trade-off.
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