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Abstract. Scientists have been long investigating procedumesiels and tools
for the risk analysis in several domains, from ecoits to computer networks.
This paper presents a quantitative method and h ftwothe security risk

assessment and management specifically tailorethaéocontext of railway

transportation systems, which are exposed to thraaging from vandalism to
terrorism. The method is based on a reference mmafeal model and it is

supported by a specifically developed tool. The tdlows for the management
of data, including attributes of attack scenarind affectiveness of protection
mechanisms, and the computation of results, inodisk and cost/benefit
indices. The main focus is on the design of phygioatection systems, but the
analysis can be extended to logical threats as. Wak cost/benefit analysis
allows for the evaluation of the return on investmevhich is a nowadays
important issue to be addressed by risk analysts.

Keywords: Security, Quantitative Approaches, Risk Analysis, tBenefit
Evaluation, Critical Infrastructure Protection, Railys.

1. Introduction

Risk analysis is a central activity in the securdgsurance of critical railway
transportation infrastructures and mass transitesys. In fact, the results of risk
analysis are needed to guide the design of suawmed and protection systems [11].

Risk analysis is commonly performed using qualatiapproaches, based on
expert judgment and limited ranges for risk attiésu(e.g. low, average, high) [10].
However, model-based quantitative approaches are eftective in determining the
risk indices by taking into account the frequendyoacurrence of threats (e.g.
considering historical data) and analytically detiming the consequences (damage of
assets, service interruption, people injured, €lth)s allows for a fine tuning of the
security system in order to optimize the overalkistment.
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Usually, analysts refer to Risk Assessment as ttozess of measuring the
expected risk as a combination of threat occurrgmobability, system vulnerability
and expected damage. Risk Management (or mitigaisanstead used to indicate the
process of choosing the countermeasures and pregitheir impact on risk
reduction. The overall process (which can be itegatis often referred to as risk
analysis. While it does not seem to exist a gelyeealcepted taxonomy, this is the
meaning we will give to such terms in this paper.

This paper concentrates on quantitative risk amalppproaches. There exist
several issues related to the choice of implemgmjirantitative, analytical or model-
based approaches: one is the availability of sodate; another is the methodology to
be used for the analysis, which is not straightfordy

Several approaches to the risk analysis of critifaastructures are available in the
literature (see e.g. references [1]-[6]), but n@ @@ems to precisely fit the specific
application, since they are either qualitative, taach general (hence abstract) or
tailored to different applications. In this papee wresent the core of a quantitative
framework based on a reference mathematical mopiitly derived from [8])
supported by a specifically designed software ttolparticular, we have extended
the classical risk equation in order to preciselglgate the impact on risk indices of
parameters related to protection mechanisms. Thisva to achieve a balance
between the investment on security technologiestamdchieved risk mitigation. The
method has been developed and experimented coingjderrailway transportation
domain, but it is general enough to be adoptedttier analysis of other types of
critical infrastructures. At the moment, we have@liemented a full working prototype
of the tool to be adopted for risk evaluation andstpport the design of security
systems.

The rest of this paper is organized as followstiSe@ presents the method used
for the analysis. Section 3 describes the aim haddatures of the software tool we
have developed. Section 4 provides an example Ggtighh of quantitative risk
analysis using the tool. Finally, Section 5 drawadusions and provides some hints
about future developments.

2. The method

With reference to a specific threat, the quantiatisk R can be formally defined as
follows:

R=PIVID. (@D}
Where:

* P is the frequency of occurrence of the threat, Wwiéan be measured in
[events / year];
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e Vs the vulnerability of the system with respecthe threat, that is to say
the probability that the threat will cause the etpd consequences
(damage);

e« D is an estimate of the measure of the expected glamacurring after a
successful attack, which can be expressed in ¢€fos

The vulnerability V is an adimensional parameteince it represents the
conditional probability:

P(success |threat) . 2

Therefore, a quantitative way to express the risdoaiated to a specific threat is to
measure it in lost euros per year: [€ / year]. ©kerall risk can be obtained as the
sum of the risks associated to all threats.

Despite of the simplicity of (1), the involved pareters are not easy to obtain. The
analysis involves both procedural and modeling etspé’rocedural aspects include
brainstorming sessions, site surveys, design reviutistic data analysis, expert
judgment, etc. Formal modeling languages whichlmnsed to analytically compute
P, V and D include Attack Trees, Bayesian Netwoi®gchastic Petri Nets and
possibly other formalisms which are able to takéo iccount the uncertainty
inherently associated to the risk as well as thesibdity of strategic attacks [7]. In
fact, the three parameters feature an inter-depeedehich should be modeled, too.

Protection mechanisms are able to reduce the yislabing three main effects:
* Protective, aimed at the reduction\of
» Deterrent, aimed at the reductionPof
» Rationalizing, aimed at the reductionf

Therefore, by quantifying the listed effects it psssible to estimate the risk
mitigation, considering any combination of threatsl protection mechanisms.

A possible way to compute risk mitigation is to adate threats and protection
mechanisms by means of threat categories and gdugah references, namely sites.
A site can be considered as a particular kind ticat asset (actually, an aggregate
asset), sometimes defined as “risk entity”. Eachahhappens in at least one site and,
homogonously, each protection mechanism protectsast one site. For a railway
infrastructure, a site can be an office, a bridg&ynnel, a parking area, a platform, a
control room, etc.

In the assumption that:
e ThreatT belongs to categor@;
e ThreatT happens in (or passes through) Sjte
* ProtectionM is installed in site,

» ProtectionM is effective on threat categoy
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then it can be affirmed thM protects against.

Basing on the above definitions, it is possiblexpress the overall risk to which
the system is exposed as follows:

R =2 R ] @-Ey [COV,) L~ Ey [COV)) - Ey [COV) . 3

Where:
« R is the total mitigated risk;

« R istheinitial risk associated to thrégtomputed according to (1));
. EPji is an estimate of the protective effect of mecsmajion threat;
. EDji is an estimate of the deterrent effect of mechmafisn threai;
. Eﬂ-i is an estimate of the rationalizing effect of memikmj on threat;

. COVJ-i is a measure of the coverage of mechanigeng. percentage of the
physical area or perimeter of the site).

The values of parameters expressing coverage dectieéness are in the range
[0..1]. The formula can be validated by attemptegissample data and boundary
analysis: for instance, when both the coverageomedof the effectiveness parameters
are set to 1, the risk is mitigated to 0, as exgkcbn the opposite, if either the
coverage or all the effectiveness parameters ate 8e the risk is not mitigated at all.
Fig. 1. reports an example risk evaluation based3)rusing sample data. In such
evaluation it is assumed that a single protecti@chmnism is used and all the other
data is kept constant.

R Risk vs Protective Effectiveness & Coverage
[k€/ year]
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Fig. 1. Risk evaluation using sample data.

The cost/benefit index can be defined simply as Hatance between the
investment on security mechanisms and the achigskednitigation:
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EB = risk reduction- totalinvestmentn security=(R; = R)->.C, - (4
i j

Where:
« EBis the Expected Benefit, which can be positiveegative;

. Cj is the cost of the protection mechanigmobtained considering all the
significant costs (acquisition, installation, maeagnt, maintenance, etc.).

Therefore, the return on investment can be obtaireed the expected benefit EB
considering the cost of the invested capital (whdepends on the rate of interest, the
years to pay-off, possible external funding, etc.).

Expressions (3) and (4) need to be computed ggaftom a database of attack
scenarios, sites, protection mechanisms and relatgdificant attributes. The
management of such data and the computation ofitsesve performed by an
automatic tool which will be described in detailnext section.

3. The tool

A tool has been developed which automatically masatsk data and evaluates
risk and benefit indices starting from input dafae tool has been named simply Q-
RA (Quantitative Risk Analysis), to be pronouncedlaira] (sounding like the Italian
for “cure”).

In particular, the inputs of the tool are:

« Alist of threats, characterized by:

Threat identifier;

Short description of the attack scenario (includthg adversary category,
required tools, etc.);

Threat category (e.g. vandalism, theft, sabotageprism, flooding, etc.);

Initial estimatedP, V andD;

Site (geographical reference).

« Alist of protection mechanisms, characterized by:
- Protection mechanism identifier;
— Short description of the mechanism;

— List of threat categories on which the mechaniseffisctive;
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Expected protective [ ), deterrent Ep;) and rationalizing Eg;)
effectiveness;

Estimated coverage€QV);

Site (geographical reference);

Annual cost (acquisition, management, maintenagoe).

A database is used in order to store and corréheténput data. Data referring to
economic aspects is also managed (hnumber of yeatismiss, rate of interest, etc.).
The tool provides features allowing the user faeiing the inputs, updating them to
modify some parameters (i.e. frequency of threatsl) finally removing them.

Parameters can be chosen using average or wosstcoasiderations. Sensitivity
analysis can be performed acting on input datagsigorder to evaluate the effect of
uncertainty intervals upon the computed resultsossibly defining lower and upper
bounds.

The tool elaborates data according to the relatigpssdefined in the database (in
particular, using the common attributes of site ahdeat category) and the
mathematical models of (3) and (4), providing:

« The risk associated to each threB Y and the overall riskiR; );

* The total risk reduction considering all the thseat

e Annual cost of the single protection mechanism afidthe whole security
system;

< Annual cost/benefit balanc&R).

The points listed above are part of the informahctional requirements
specification. Application specific requirementsvbaalso been added, like the
possibility of specifying a day/night attribute footh threats (some scenarios can not
happen when the service is interrupted, e.g. a aylstation is closed to the public)
and protection mechanisms (some mechanisms, e.giormadetection, can be
activated only when the service is interrupted)nNonctional requirements of the
tool include user friendliness, data import / exdacilities using standard formats
(e.g. CSV, Comma Separated Values), platform indeégece and use of freeware
software (possibly), user identification and righteanagement (still to be
implemented).

Some implementation details are reported in thiofiohg. The software design
has been performed using an object-oriented approased on the Unified Modeling
Language (UML) and the Java programming languageortier to guarantee the
persistence of objects (threats, protection meshamiand sites), a relational database
(based on MySQL) has been designed starting frortityERelationship (E-R)
diagrams. The GUI (Graphical User Interface) of thel is web-based, exploiting
JSP (Java Server Page) and Apache Tomcat techaslogi
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As an example, the conceptual class diagram relatetthe specific domain is
reported in Fig. 2, where the attributes and iefationships of the entities described
in the previous section are graphically shown.

Threat Protection Mechanism

-ID * * -ID
-Descriptior -Description
-Eretquency i -Acquisition cost
-(-ategory -Protects against | -Is counteracted by ..
- |
Effectiveness Coverage
-Protective -Fractior * -Is protected by
* -Deterrent -Day/Night [-——-—--7-1
-Can host Rationalizing N y/Nig * -Is installec/effective or
) Site
-Can happen ir D
-Descriptior

* -..

Fig. 2. Conceptual class diagram.

4. Example application

Let us consider a case-study of a railway or substagion. The following threats
against the infrastructure should be considered:

« Damage to property and graffitism (vandalism);

« Theft and aggressions to personnel and passeng&re{criminality)
« Manumission and forced service interruption (sap®fa

< Bombing or spread of NBCRontaminators (terrorism)

Let us consider the example scenarios reportedableT1l and the protection
mechanisms listed in Table 2, both referring tgectic station. It is assumed that
the values are obtained by analyzing historicah d#t successful and unsuccessful
attacks before and after adopting specific courdasures (such data is usually
available for comparable installations). The expdctlamage relates to the single
attack and it is computed by predicting the experesded to restore the assets and
the possible consequences of service interruptiom fuman injury or loss is
considered). The estimated annual cost of the gtiote mechanisms also accounts
for maintenance and supervision, while acquisitiand installation costs are
accounted separately. Please note that the effgobtection mechanisms may vary
according to threat category. Furthermore, all $pecified values should not be

1 Nuclear Bacteriologic Chemical Radiologic.
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considered as real. The choice of real values wmddire an extensive justification,

possibly via a model-based analysis, which is nahé scope of this paper.

Fig. 3 reports a screenshot of the GUI representiagnput mask for the attributes
of protection mechanisms, while Fig. 4 reportsrémults of the example application
computed by the tool. In the assumptions of thengpta, the positive expected
benefit resulting from the adoption of the protestmechanisms clearly justifies the
investment, the total benefit being 36722 €/year.

Table 1. Attack scenarios considered in the example apica

THREAT THREAT THREAT ore EsT.P | EsT. Aié'; SEI?\(/T(.:E
ID DESCRIPTION CATEGORY [#/YEAR] | Vinr D [k€] D [k€]
1 GRAFFITISM VANDALISM STATION EXT. 60 0.9 0.5 0
2 THEFT OFPCs THEFT TECH. RooMm 4 0.8 8 6
3 GLASS BREAK | VANDALISM STATION EXT. 12 1 0.5 0
4 BOMBING TERRORISM | by srroRM 0.01 1 600 300
EXPL.
5 HACKING SABOTAGE TLC SERVER 2 0.8 0 10
6 GasATTACK | TERRORISM | o \rrorm 0.01 1 10 150
CHEM.
7 FURNITURE VANDALISM RALL 70 ! 01 0
DAMAGE PLATFORM 50 1 0.1 0
INFRASTRUCT. PHYSICAL
8 DAMAGE SABOTAGE PLATFORM 4 0.9 5 0
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Table 2. Protection mechanisms considered in the examkcagion.

PROT. | COUNTERMEASURE | AcCQ. MANAG. SITE cov THREAT Ep | Epb | Er
ID DESCRIPTION CosTt CosTt CATEGORIES
[K€] | [KE/YEAR]
1 ALARMED FENCE 10 1 SATION 0.9 VANDALISM 0903 0.2
EXxT.
THEFT 0903 0.2
STATION
INT. P.SABOTAGE | 0.9 | 0.3 | 0.2
(NIGHT)
2 VOLUMETRIC 5 1 TECH. 1 THEFT 08| 0.6| 0.2
DETECTOR ROOM
3 VIDEO- 150 20 HALL, 0.95 VANDALISM 04| 06|03
SURVEILLANCE PLATFORM
(INTERNAL) THEFT 06| 06| 0.3
SABOTAGE 06| 06| 0.8
TERRORISM | 0.4 | 0.3 | 0.6
EXPL.
TERRORISM
CHEM. 04| 03] 06
4 CHEM. DETECTOR 50 2 RATFORM 0.9 TERRORISM | 0.6 | 0.2| 0.4
CHEM.
5 INTRUSION 1 0.5 Tc 1 L.SABOTAGE | 09| O 0
DETECTIONSYSTEM SERVER
6 EXPLOSIVE 50 2 SATION 1 SABOTAGE 08|04 0.1
DETECTOR INT. (¥)
TERRORISM | 0.8 | 0.1 | 0.1
EXPL.
(*): detectors are physically installed near tuitast but the protection is effective on the whstation
internal.
;av @ 7‘1\@7 = 7‘ pisp [2[®)] [Cr[so0e

e\
"7 AnsaldoSTS

Protection Mechanism Insertion Form
protection me chanism

Description  [Alamedfence @gﬁqtu‘(?;‘m [
© pay

© Night

® Day/Night

Management g |Effectiveness
cost (€/year) (Day/Night)

Years to i
dismiss
Type of
counteracted
threat

Other

Protected site |T:
Platform E
Telecommunication server ¥

Coverage ps |Coverage
[0..1] notes

Completato

Fig. 3. The Q-RA input data mask for protection mechanisms.
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R\
) AnsaldoSTS

IHREATS SITES PROTECTION MECHANISMS ~RISK INDICES DATA MANAGEMENT

Risk Indices: Results Page

= 1Ie]::'.lr7|?t.[iuu Rk (V=1 oo} |fe?;'|‘i:a:|on |||l:c;’|';:ﬁsi‘nu;<s} Baniyakad ink Ehoean) |
Gas attack 1600.00 Gas attack videosurveillance (Intemal) —Chemical detectar — 7in2 |
Furniture damage 5000,00 Furniture damage Videosurveillance (Internal) —-&larmed fence — 108.39 |
Glass break 6000.00 Furniture damage Videosurveillance (Internal) --#larmed fence — 151.75
Furniture damage F000.00 Bombing Videosurveillance (Internal) --Explosive detectar - 277.92
Bambing 900000 Theft of PCs | Volumetric detector —Alarmed fence — 326.00
Hacking 20000.00 Glass break Aarmed fence - 682.40
Infrastructure damage 20000.00 Hacking Irtrusion Detection System -- 1600.00
Graffitism 30000.00 Infrastructure damage Alarmed fence - 2047.21
Theft of PCs S6000.00 Graffitism Harmed fence — 3070.61
Total risk (nitial vulmer ability) [€year] 134400.00 Total mitigated risk [£year] | 8338.24
Securily system cost [€year] 89340.00
ko niam@un Risk reduction [Eyear] | Cost[€year] Benefits [€year]
mechanism | Total benefits [€year] 3672173
Alarmed fence 2924677 | 2400.00 2684677

Fig. 4. Q-RA output data presentation for the example appén.

5. Conclusions

In this paper, a method and a support tool forgtin@ntitative security risk analysis of
critical infrastructures have been described. Thethod has been developed to
address the risk management of railway infrastrestumainly considering physical
threats. However, we believe that the considerat@nthe base of the method do not
limit its application to a specific infrastructuneither prevent the analysis of logical
security. For instance, a site can be thought od &smical point in which a hacker
attack can be performed by exploiting one or m@es.

For attacks involving persons (injury or kill), aiantification of consequences,
though possible, is not generally accepted. Thezefgualitative approaches can be
applied separately to such classes of threats.QFRA tool is also intended for the
integration of qualitative analysis by means obastive tables [10].

The automation provided by the tool also eases ahalysis of parametric
sensitivity in order to assess how error distritmgi in the input values affect the
overall results.

Finally, it is possible to extend the tool with @fionalities of cost/benefit
optimization (e.g. by genetic algorithms), considgrlimited budget constraints. In
such a way, the optimal set of protection mechanismimizing the risk can be
automatically determined.



Quantitative Security Risk Assessment and ManagefoeRailway Transportation Infrastructures 11

References

1. Asis International:  General  Security Risk  AssessmenGuideline
http://www.asisonline.org/quidelines/quidelinesgsdf (2008)

2. Broder, J.F.: Risk Analysis and the Security Sur@itterworth-Heinemann (2006)

3. Garcia, M.L.: Vulnerability Assessment of PhysiPabtection Systems. Butterworth-
Heinemann (2005)

4. Lewis, T.G.: Critical Infrastructure Protection inoieland Security: Defending a
Networked Nation. John Wiley (2006)

5. Meritt, J. W.: A Method for Quantitative Risk Analgs
http://csrc.nist.gov/nissc/1999/proceeding/pap@&ipdf(2008)

6. Moteff, J.: Risk Management and Critical InfrastruetuProtection: Assessing,
Integrating, and Managing Threats, Vulnerabilittesl Consequences. CRS Report
for Congress, The Library of Congress (2004)

7. Nicol, D.M., Sanders, W.H., Trivedi, K.S.: Modeldm evaluation: from
dependability to security. In Dependable and Se@omputing, IEEE Transactions
on, Vol.1, Iss.1, pp. 48-65 (2004)

8. SANDIA National Laboratories: A Risk Assessment Metblogy for Physical
Security. White Paper http://www.sandia.gov/ram/RAM%20White%20Paper.pdf
(2008)

9. Srinivasan, K. Transportation Network Vulnerabiliyssessment: A Quantative
Framework. Southeastern Transportation Center -e$sBu Transportation Security
(2008)

10. U.S. Department of Transportation: The Public Tpamtation Security & Emergency
Preparedness Planning Guide. Federal Transit Adtraion, Final Report (2003)

11. U.S. Department of Transportation: Transit Secubigsign Considerations. Federal
Transit Administration, Final Report (2004)

12. Wilson, J. M., Jackson, B.A., Eisman, M., SteinbeRy, Riley, K.J.: Securing

America's Passenger-Rail Systems. Rand Corporatfifiv}2



