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where data exchanged between sensor nodes isalkc(iig.
health or military applications), and providing sgty

services for such applications is a technical englé, due to
hostile deployment environments and resource ltmoita.

The openness of wireless channels lets anyone Ibeab
sniff or participate in communications, underminintegrity
and confidentiality requirements of the system; eooer,
unattended physical access to the network infresire may

Abstract: Sensor Networks are considered a high-innovation
potential branch in the field of network computing and are
widely used in several application domains thanks to their cost
effectiveness, flexibility and ease of deployment. They are well
suited to a multitude of monitoring and surveillance applications
and are often involved in mission-critical tasks, thus making
security a primary concern. Many architectures and protocols
have been proposed to address this issue, mainly based on
cryptographic operations, but it still representsan open research
area: in fact, in order to be effective, such techniques often
require complex computations and a large amount of dedicated
resour ces, which are not available on sensor platforms according
to the existing technology. Nevertheless, if considering tiered
sensor networks, where tiny motes coexist with more power ful

placement of malicious nodes into the network causin
unattended behavior (i.e. redirecting or interngpti
communication and service).

These specific challenges, together with the lichite

encourage node capture and redeployment or even the

nodes, it is possible to perform some complex and efficient
security schemes by exploiting the different capabilities of nodes.
In thispaper we present a secure ar chitectural proposal based on
the Tenet system, a tiered retaskable sensor network
architecture. Specifically, we have integrated security features
into the Tenet architecture in order to implement a hybrid
cryptosystem. Such a cryptosystem combines symmetric and
asymmetric cryptographic schemes to benefit of the security
provided by asymmetric protocols and the better performance of

energy, computation, and communication capabiliteds
sensor devices, make it difficult to directly emptbe existing
security approaches to the area of wireless semtaiorks.

Most security protocols are based on cryptographic

operations as encryption and authentication; thagsmely
involve the adoption of keys and complex matherahtic
functions that require dedicated computational weses.
Indeed, the adoption of such security mechanisnmsosmall

Ssymmetric ones.

devices can be critical from a performance and powe
consumption point of view. At this aim, in this @ap we

discuss the design and implementation of a hybrid
Keywords: Sensor network security, Secure communicatiogryptosystem that combines symmetric and asymmetric

architecture, Tiered sensor networks. cryptographic schemesn order to benefit from both the
higher level of security provided by asymmetrictpomls and
the better performance of symmetric ones.

. Such a cryptosystem can be more effectively impleede
| Introduction in a tiered system like Tenet, where the advantdgbaving

The increasing spread of sensor networks has letheo different computational and energy constraints ketwthe
diffusion of middleware platforms as well as sensetwork Motes and the base station can be exploited. Aateemnof

programming systems, aiming to bridge the gap bertwe faCt, tiers are not only a fundamental condition strale

applications and the underlying hardware platforifisese
systems provide high level programming abstractiand
implement services such as routing,
dissemination and execution and time synchroninatibus
simplifying application development. Tenet [1], [ an
example of such systems and the validity of ithiéecture has
been demonstrated in several application domaihs[4B
The Tenet architecture has been conceived fordtiisemsor
networks consisting of two classes of devices: mate in the
lower tier, which enables flexible deployment ofnde
instrumentation, while less constrained 32-bit rodeamed
masters) are in the upper tier and implement nmaitie data
fusion and application logic.

transport, ta

network size and spatial extent, as the highel lsvdes have
greater network capacity and larger spatial reaeln @ flat
etwork, but they also allow a computational loatition
tween nodes in such a way that “master” nodepesorm
more complex cryptographic operations without dfferthe
performance of the overall system.

The reminder of the paper is structured as folloins:
Section 2 a description of security issues in senstworks is
provided, along with the discussion of the mainusohs
known in literature. In Section 3 we will give adfroverview
of the Tenet architecture, while in Section 4 w# iustrate
our proposal as well as our aims. In Section 5 Wlelescribe
our security enhanced Tenet architecture and al@spme
implementation details; finally, in Section 7 soocmnclusions

One of the main open issues in such kind of systemsand future work will be drawn.
related to the development of general purpose &gcur

protocols. There is a large number of applicatioensrios
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II. Security issuesin Sensor Networks and state
of theart
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schemes [11]-[14], and two main solutions have been

investigated: key pre-distribution, which involvassigning
keys to a set of nodes before deployment according

Recently there has been an intense research aineddéterministic or stochastic algorithms, and hidvaal

developing security schemes for sensor networkiegdfiins,
as they are well suited to a multitude of monitgriand
surveillance applications and are often involved
mission-critical tasks, thus making security a @tiynconcern.
In this section, we will discuss about the mainusigg issues
in WSNs, presenting an overview of the state efdrt and
focusing on the aspects that motivated our proposal

In [5] the authors identify and summarize the nthneats
to Wireless Sensor Networks (WSN) and their vulbiitees,
and give a brief summary of security issues ancerosf
suggestions from the point of view of the OSI model

On the basis of the Dolev-Yao threat model [6]atiacker
can spoof, intercept, alter and inject any messxgbanged
between sensor nodes. According to that, main reopgnts
of secure sensor network architectures authentication,

schemes, relying upon a trusted controller for &sgignment

~and exchange between nodes.
N A further weakness of symmetric cryptography cdasis

that it only fulfills confidentiality requirementsyhile not
considering other security issues such as autlaiotic and
integrity.

An important security requirement which ariggthin the
sensor network domain is theoadcast authentication, that is
the capacity of a sender to broadcast messagesiltplm
nodes in an authenticated way. In the two-party
communication case, data authentication can beewethi
through a purely symmetric mechanism making usea of
Message Authentication Code (MAC), computed by the
sender over the payload and appended to the messageh
a way that the packet is considered valid uponptime if the

confidentiality, integrity, andfreshness, meant as the property MAC recomputed by the receiver matches with theire

of exchanged data to be recent, that is not repldyean
adversary from an old message.
Security architectures for WSNs rely upon cryptpgsa

one. This kind of solution is insecure in broadcast
communication scenarios. In fact, anyone of theeivers

knows the MAC key and could impersonate the sender.

operations as the basic method to achieve preyioushstead, asymmetric schemes are the natural waydeiding
mentioned security requirements. Cryptographic &% proadcast authentication.

involve the adoption of one or more keys, usechtrygpt and
decrypt exchanged data; the main problem to fatie wen

Despite that, Perrig et al. [10] propose a -&egin
distribution system for theiryTESLA secure broadcast

setting up a secure communication between nodéeyis protocol, part of the SPINS system. The basic ithe

agreement, that is the way such keys are established at eaglp

node. There are two main well-known mechanismsatudie
the problem of key agreement: Symmetric Key Crypgy

ESLA system is that it constructs authenticateshticast
messages from symmetric primitives, but introduces
asymmetry with delayed key disclosure and one-wagtfon

(SKC) and Public Key Cryptography (PKC), the formekey chains. One of the limitations pTESLA is that some

adopting a unique secret shared key for both etiogyand
decrypting messages, and the latter employing pleai keys
for each node, one public and the other privagyltiag in an
improvement of the security level of the system.

initial information must be unicasted to each sensode
before authentication of broadcast messages cain.bEg
face with these constraints enhancements topffESLA
system have been proposed [15], [16]. However falhese

Several implementations of Symmetric Key Crypto@sap schemes use symmetric key techniques with an elsbor

algorithms have been proposed in literature (ildpj&ck,

design to add asymmetric properties to them andiretpose

DES, 3DES, AES, RCS5, RC6), as they require in gdr@r time synchronization between nodes.

reduced amount of computational resources andttinsout
to be well suited for realization on sensor devidéswadays
some implementations of complete secure protocded on
symmetric schemes are available, as TinySec [Hi3éic [8],
ZigBee [9] and SNEP [10]; TinySec, a popular sedimk

layer protocol, achieves low energy consumptionmaedory
usage, but it also sacrifices the level of securibt providing
protection against replay attacks and employingirgles
network-wide key, such that every malicious nodethin

network can masquerade as any other node. Zigksédps a
higher level of security than TinySec since itds$ restricted to
a network-wide key and it protects against repttgchs, but it
is an expensive protocol due to high communicaticerhead,

In summary, it can be stated that, like othein security
requirements, broadcast authentication can be albtur
achieved through asymmetric schemes. Such schemestd
need time synchronization and allow the introducbbdigital
signatures, by means of which a message can be epsily
associated with an entity, thus enabling authetitica
features.

The use of asymmetric schemes in sensor networkddan
usually considered as “nearly impossible” becalsy @are
power consuming and require a large amount of coatipnal
and storage resources. However, as previously saich
schemes are very attractive, because they canesashigher
degree of security while guaranteeing a greateitiiliy and

high energy consumption by the radio and large my.momanageability than symmetric ones: thanks to theamg,two

utilization. MiniSec provides lower energy consuiptthan
TinySec, and a high level of security like ZigBeehile

sensors can establish a secure channel betweerdlvesto
distribute keys; moreover, as nodes do not shareséime

requiring less packet overhead, and has been showed cOmmon key for encrypting/decrypting messages, the

outperform other comparable systems under mostwedd

scenarios[8].

Even if symmetric schemes are very attractivetieirtenergy
and memory efficiency, they present a major drakbkey
distribution and management are a fundamental conees
they produce a heavy traffic in the network aneftequire
complex and not scalable architectures. Actuahgre has
been a substantial amount of research on key llisivn

“capture” of some sensor devices will not afféet security of
others.

Rivest-Shamir-Adelman (RSA) algorithm [17] and fiic
Curve Cryptography (ECC) [18] are amongst the et
known public key algorithms used in security sysethe
latter being an approach to public-key cryptograbaged on
the algebraic structure of elliptic curves overiténfields.
Many papers and articles discussed the efficiefiaoh of
these protocols, and showed that ECC is more efffidhan
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RSA in terms of memory requirements because itiregu and complex application logic, often provided with
much lower key size than RSA to achieve the samariég consistent source of energy.
level: it has been proved that ECC with 160-bitkpyovides

the currently accepted security level, and is egjeivt in m

strength to RSA with 1024-bit keys (RSA-1024) [19]. A U ﬁ—-* )
At present some studies have demonstrated that with W\ / N, —d

careful design, the Elliptic Curve Diffie-HellmaBCDH) key @-.. ,ﬂ

agreement technique [18], based on Elliptic Curve - / “=B \\

Cryptography, can be deployed on even the mosteonsd s = / \ S

of the current sensor network devices [20]-[23].orkbver, C #le ¥ X T

Elliptic Curve Digital Signature Algorithm (ECDSALS8], a Pl P 3 Be PO P

variant of the Digital Signature Algorithm (DSA)hoperates I T Lot R o r'

on elliptic curve groups, can be used for sighag@eeration ’ 4

and verification.

In order to overcome the drawbacks of both PKC 8K€

schemes, a hybrid approach could be adopted, bpioarg Figure 1. The Tenet architecture

the higher security level accomplished by the finsés with

the efficiency of the latter ones in terms of reqdiresources. ~ The Tenet project's guiding architectural principéserts

AL-Rousan et al. in [24] proposed a security systelying that multi-node data fusion functionality and coenpl
upon a symmetric key function for ensuring secur@pplication logic should be implemented only on resters,
communication between in-network nodes, and a ptgy Wwhile allowing motes to process locally-generaieussr data.
function for providing a secure data delivery batweource All communication to the mote tier consiststasks, and all
nodes and the sink; the proposed scheme suits tavell COmmunication from the mote tier consists of teeskponses
data-centric networks, in which only a subset @f fields in ~ (such as sensor data) destined for a master aivetidel to the
the exchanged packets is needed for aggregation a@plication program (Figure 2). The master nodetcan fuse
intermediate nodes, while the whole packet hagteden only the results, re-task motes or trigger other sensing
by the sink and the source. It suggests that a syriotkey ~functionalities.

algorithm should be used by the intermediate notes

encrypt/decrypt the aggregation data portion (armomsecret

key shared by all nodes is used for this purposhjle the

required data portion is encrypted/decrypted usingublic ) task .

key algorithm. Tﬂfé,p;m; M) | ot Tasking Moy
A hybrid approach, being slightly differentthis one, can

be considered for a tiered network composed of raster v . Taskiets

and many motes, each communicating only with thetenaa Tasking library response v

public key function could be used to ensure autbatibn of — Sensing / actuation

the master and also to establish secret symmetyi lietween tenetAPI ey

the master and each of the motes, in order to erstigher MOTE

level of security, while limiting as much as possilihe MASTER

cryptographic computational load. Figure 2. The Tenet programming model

In Tenet, one or more applications run concurrentiyhe
I11. Tenet Overview less constrained master tier, where programmers usan
. . ] familiar programming interfaces (compiled, inteteig visual
The Tenet system [25] is an architecture for tiesedsor ones) and different programming paradigms (funetion
networks ~which provides a high-level programmingjeciarative, procedural ones), simplifying appliat
abstraction and allows applications to dynamicédigk and gevelopment. At the same time, the mote tier nekimgr
re-task the sensor network. The Tenet architecisre fynctionality is generic, since Tenet's networksupsystem
motivated by the observation that future large&sc®nsor merely needs to robustly disseminate task desoriptio the
network deployments will be tiered [25], [26]: int&éred motes and reliably return results to masters: #nables
architecture, nodes form a hierarchy in which eatthem sjgnificant code reuse across applications andygrefficient
performs a specific set of tasks at a given levebehalf of a gperations.
functional decomposition which can reflect physiwalogical  consisting of a sequence otasklet implementing
differences among nodes [27]. Tiered architectumes fynctionalities as timers, sampling, data compressi
scalable and cost-effective, as they allocate reesuwhere thresholding, statistical operations, and othemgoof simple
they can be most efficiently utilized; moreovergamizing a  sjgnal processing. For example, to construct a thsk
network in tiers can increase network lifetime partitioning  samples the temperature sensor every minute arts $ba
different functions among specifically designed dveare samples to its master, an application should cocstihe
platforms. . _ following task:
The Tenet system splits a sensor network into fexs t
(Figure 1) :in the lower tier we can find simplnsor nodes, peri odic(1 min) -> sanpl e( TEMPERATURE)
called “motes”, which merely perform local procession -> Send()
sensed data, while in the upper tier we find thastars”,
rather unconstrained nodes performing multi-noda tigion
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Tenet is equipped with a networking sub-system khic

provides task dissemination, routing from moteth®master
and end-to-end reliable transport. Any mote mustibe to
return a response to the tasking master: Tenet aiges/el

De Benedictis, Gaglione and Mazzocca

The key exchanging protocol is naturally achievea v
Tenet tasking system itself, while as for broadcast
authentication the only constraint is that eachent@ts to be
preloaded with the public key of the base statibhis is

tiered routing mechanism, where a mote's response is firstightly acceptable since a Public Key Infrastroetior sensor

routed to its nearest master, and is then routeth@master
tier using an IP overlay. The routing system alsabdes
point-to-point routing between masters and motesessary
for example if a master has to adaptively re-taskdividual

mote or if a master has to directly send the tasicdption to a
specific mote instead of using Tenet task dissetioina
mechanism for efficiency purposes.

Tenet supports three types of delivery mechanisrmigh
applications can select by using the correspontiisglet in
their task description: a best effort transportefulks for
loss-tolerant periodic low rate applications, angactional
reliable transport for events, and a stream tramsfor
high-data rate applications, all of which using imited
number of hop-by-hop retransmissions to counter Higg
wireless packet loss rates encountered in practice.

V. Proposal

As previously seen, security issues are a centratern
for sensor networks, as they are often adoptedritical
applications despite having many characteristicd thake
them very vulnerable to malicious attacks. Becanfstheir
resource constraints, it is very difficult to implent strong
security algorithms on sensor platforms and thestiflsmuch
work to do to address this matter. However, if wasider a
tiered system such as Tenet, whose master laya¥snaik
supposed to have relatively more plentiful rescsirege can

networks still does not exist at the moment.

Current implementation of the cryptosystem has been

realized by taking into account a single master e€fen
architecture: we made no assumptions on mastemgiem
communication, but we have kept this point as ar&utvork.
In the following sections, we firstly give a brieferview of
the adopted software packages (MiniSec and TinyE&d)
then illustrate the design principles of our segusccheme.
We have implemented and tested the proposed astthiéeon
TelosB motes and PC-class devices with Tenet-tingnon
top of TinyOS 1.x [28]. However a more completeleation
of security features of our cryptosystem will belsbsed in
future works as well the porting of our code to &et?
running on top of TinyOS 2.x.

V. Security Enhanced Tenet Architecture

The design of the cryptosystem for the Tenet agchire
focuses on exploiting low level security primitivpsovided
by publicly available software packages. In thistiem, we
first give an overview of the adopted tools, andally
illustrate the design as well as some implemematitails of
our cryptosystem and its integration with the Tenet
architecture.

A. Adopted Technologies

assume that the most complex and power consumiMjiniSecis a secure network layer that provides a highrsigyc

operations are placed on such nodes: this waypib$sible for
example to perform some complex cryptographic algms
exploiting the different capabilities of networkrnsponents.

level in terms of data confidentiality, integritpdafreshness,
while keeping low energy consumption. Minisec’sre@.code
is publicly available for Telos motes, but can bsily ported

Hence, our proposal is the enhancement of the Tengtother platforms. It has two operating modes, taitered for

architecture by means of the introduction of a togpgstem, in
order to achieve some security requirements inegedi

network. As for now we will not cover aspects sashdata gty schemes employ OCB or Offset CodeBlock [30]
tim

fusion security, secure localization, secure
synchronization, secure routing and transport il keep
such points as future works. Instead, our propagak at
ensuring the following security properties:

» achieve end-to-end encryption, integrity and fresisn
of response packets sent by motes to the master;

« implement a mechanism for key exchanging (anbeceived one. Also, MiniSec provides a mechanism

single-source communication (unicast communicati@md
another tailored for multi-source broadcast comiatin.
as
%ncryption mode, which is especially well-suited fihe
stringent energy constraints of sensor nodes arablis to
provide secrecy and authenticity in one pass ofkloek
cipher. Data authentication is achieved by thedeerby
computing a Message Authentication Code (MAC) aber
payload and appending that to the message, withettever
having to recompute it and verify the matching witie
to

storing) between the master and motes in such a wayarantee a “weak” level of freshness, based omskeof a

that different pairs of keys are kept between eacte
and the master;

counter as a nonce, by which a receiver can daterenpartial
ordering over received messages without a locareete
time point.

« achieve broadcast authentication of messages gentAyithors rewrote part of the TinyOS network stagiedfically

a master to the motes;

As for the first point, we have adopted a symmesdticeme
in order to efficiently ensure confidentiality, égrity and
freshness of response packets sent by motes todkter: at
this aim we have integrated the MiniSec architec{8t with
the Tenet system. As for the key exchanging anddwast
authentication protocols, they have been implentberiig
exploiting the TinyECC library [29], a publicly aNable

the Active Message layer, responsible for managimg
communication over the radio channel, in such a aty
outgoing messages are encrypted, while all recepaadkets
are decrypted: this is done by appropriately maaifythe
GenericComm and AMStandard TinyOS core modules.

MiniSec uses 80-bit symmetric keys, consideredetsédcure
until 2012. When 80-bit keys become insecure, it be

possible to use 128-bit AES keys [31], secure Hierriext 20
years. Minisec’s packet format is based on theetiffFinyOS

software package for ECC operations including somacket header for Telos mote’s CC2420 radio, with t
optimization features which can be enabled/disatiledugh addition of a source address and a counter fiedsilting in
opportune software switches. an overall 3-byte overhead. In this way, MiniSebiages the
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lowest communication overhead among its major crpairts
(i.e. TinySec), with respect to a standard TinyGSwork
stack.

TinyECC is a configurable library for ECC operations in

wireless sensor networks. Its primary objectiviprovide a
ready-to-use, publicly available software packager f
ECC-based PKC operations that can be flexibly guméd
and integrated into sensor network applicationsiyECC
includes all the well-known ECC schemes, such aSiE&ey
agreement scheme and ECDSA digital signature schiéme
also includes a public key encryption scheme (ECI&®i
some optimization features for ECC operations, tvitian be
enabled/disabled by developers by means of apmisiteare
switches. TinyECC has been tested on MICAz, TeldsBote
Sky, and Imote2 platforms running TinyOS. By defaul
TinyECC includes all 128-bit, 160-bit and 192-biCE
parameters recommended by SECG (Standards foridsitfic
Cryptography Group) [18].

B. Design Overview

Figure 3 shows the security enhanced Tenet arthitsc
having been realized from the current Tenet prg@tyRed
dashed lines indicate new modules added to therayass well
as extensions of existing ones with new components.

Application layer

OS layer

QS |ayer
- ———) y

Figure 3. Modified Tenet stack on (a) master side and (b)
mote side

The Tenet system can be considered as composednafr?
software layers: aapplication layer and aOSlayer, the latter
being implemented by TinyOS [28], the most commardgd
free and open source Operating System for wiredessor
networks; in order to enhance Tenet with secudpabilities,
we have integrated into this structure the libsudescribed
above.

Let us first consider the master side (Figure 3adjere we
have modified its application layer structure byaducing an

ECC Library based on the TinyECC distribution, and by

adding thepubKeyExchange element to theTasking Library,
in order to let the Tenet system correctly interpaetask
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Motes OS layer has also been modified in ordepfmaunely
integrate the Minisec system.

C. Implementation details

Let us now describe more in detail the implemeatatf
key agreement, broadcast authentication and eeddo-
encryption operations in our system.

As previously said, as fokey establishment we have
implemented the ECDH key agreement protocol byaatipy
the Tenet tasking system and TinyECC primitivesalkey
establishment scenario the master sends to each thet
following task:

pubKeyExchange( PPx, PPy) -> Send()

where pubKeyExchange is a new tasklet added to the Mote
Tasking Library, that aims to perform ECC secunipgrations
according to the ECDH key agreement technique Pahdand
PPy are the coordinates of master’'s Public Point.

As applications running on the master are writterthe C
language, we ported TinyECC code from nesC to @s th
constructing th&CC Library exploited by the master in order
to perform ECC security operations. Also, we addiee
pubKeyExchange element to the Tasking Library on master
side, in order to let the Tenet system correctigripret a task
containing the pubKeyExchange tasklet.

The ECDH protocol has been implemented accordinigpdo
following steps, illustrated in Figure 4:

.the master runs the ECDH application and initiaize
the Elliptic Curve;

.the master calculates its Public Point on thate&and

. sends the previously mentioned task to the mote wit
the two coordinates (PPx, PPy) of its Public Point;

. the mote initializes the Elliptic Curve and
. calculates its public point on that curve;

.the mote calculates the shared secret, that @wits
private key shared with the master, and storesthe
MiniSeckeyfile;

.the mote sends the task response with the two
coordinates of its Public Point

8. finally, the master calculates the shared secrdt an
stores it in the MiniSekeyfile. The master keeps a list
of as many keyfiles as the number of motes.

containing the pubKeyExchange tasklet. We have also

modified the TenetAPI in order to implement the digital
signature of task messages sent by master to motes.

The OS layer has been modified by integrating Tiay@th
Minisec, responsible for cryptographic operationad a
management of the shared keys between the masterazh
of the motes.

On the mote side (Figure 3.b) the we have imprakeiote
Tasking Library by defining and implementing the
pubKeyExchange tasklet, aimed to carry out security
operations according to the ECDH key agreemennigak.

The procedure is iterated for all motes, in suelag that each
of them shares a different private key with the teras

The calculated shared secret is a 160-bit key, iemenly the
first 80 bits will be stored in the keyfiles, conging the
cryptographic symmetric key employed by the Skikjeipher
within MiniSec.
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Masterside Moteside

ECDH Application

1. Elliptic Curveinitialization

D | 2. Master PublicPoint
y

calculation
ECC Library

pubKeyExchange tasklet

— 4 4. EllipticCurveinitialization

5. Mote PublicPoint
calculation

TinyeCC
Library

3. Send task with the Master
PublicPoint coordinates
(PPx, PPy)

8. Shared secret calculation
and storage

6. Shared secret calculation
and storage

7. Sendtask response with
the Mote Public Point
coordinates

Figure4. ECDH key agreement protocol using the Tenet
tasking system

De Benedictis, Gaglione and Mazzocca

motes. These goals have been reached by opportunely
integrating the TinyEcc library and the Minisec gty layer
with the Tenet architecture.

We have implemented and tested our schemes foisTelo
motes running Tenet-t1 on top of TinyOS 1.1.x. Feitworks
will be devoted to port our code to TinyOS 2.x nder to be
compliant with Tenet-t2 release as well as to jo other
sensor platforms.

Actually, the development of a cryptosystem basethe
Tenet architecture is not an end in itself: ourmgal is to set
up different security protocols and architecturesda on
well-known or novel solutions, in order to develgeneral
design methodology for wireless sensor networksngestrict
security requirements. At this aim, we plan toduy different
security schemes on more complete testbeds in tordberable
to evaluate such solutions in terms of the tradeefiveen the
achieved security level and the resulting perforcean

As for broadcast authentication, we assumed that Acknowledgments

broadcast tasking messages from master to motes baus

authenticated in such a way each mote can vergfydantity
of the master node. Hence, we have implementeBE@i2SA
scheme by using again the primitives provided byECC.
The only constraint is that during the initializatiphase of the
system the master should generate a key pair (prikey —
public key) and store its private key in the ECGrhary.

On the other side, each mote should be preloadtd thé
public key of the master, opportunely stored in TheyECC
Library. That assumption can be accepted since ikerot yet
a Public Key Infrastructure for public key distrifmn in
sensor networks. On master side, tasking messageasgaed
with the master private key in the TenetAPI moduid sent to
motes together with the signature. On mote sidesigneature

is verified in theTaskinstaller component with the master [2]

public key. The high modularity of the Tenet systalifowed
us to easily add security operations into the abogationed
opportune elements.

Finally, as forconfidentiality, integrity andfreshness of
task response messages from motes to the mastdrawvee
opportunely integrated the MiniSec security layetoithe
Tenet system. As previously mentioned, MiniSec’thars

simply rewrote the ActiveMessage layer of the Ti&yO

network stack for encrypting all outgoing messagesl
decrypting all received ones. Since we are jugrasted in
securing task response messages, on mote siddegeaited

the MiniSecAMSandard module and modified it in such a
way it only does encryption of outgoing task resmon

messages which are identified with a spedtig; on master

side we added MiniSec decrypting operation into the
AMFiltered component running on the base station in order
that it just decrypts incoming task response messa

identified with the above mentioned specific tadgpviously,
those operations are performed by using previookanged
private keys between the master and each mote..

V1. Conclusion and Future Works

In this paper, we have proposed the design of aidyb

cryptosystem aimed to secure the Tenet architecfiechave
combined symmetric and asymmetric cryptographieses
in order to achieve key exchange mechanisms (thraig
definition of a specific tasklet added to the Temesking
Library), end-to-end encryption, integrity and fiesss of
response packets sent from motes to the mastehrandcast
authentication of tasking messages coming frormthster to
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