Tecniche di Specifica e di Verifica

Automata-based
LTL Model-Checking



Finite state automata

A finite state automaton isatuple A = (S,55,,R,F)

o S: set of input symbols

» S set of states-- S, : set of initial states (S,1 S)

e R:S” S® 25:thetrandgtion relation.

 F: set of accepting states(F1 S)

* Arunronw=ay,...,a, ISasequences,...,s, such that
s Syand sl R(s,a) for OEI£n.

A run r is accepting if s,| F, while a word w is
accepted by A if thereisan accepting run of A on w.

The language £L(A) accepted by A isthe set of finite
wor ds accepted by A.



Finite state automata: union

Given automata A; and A,, there is an automaton A
accepting L(A) = L(A,) E L(A))

A = (S,55,,R,F) Is an automaton which just runs non-
deter ministically either A, or A, on the input word.

SZSll‘ES2
F:FlE F,
S0:801[5502

R/(sa)ifsl S,
R(s,a) = A
Ry(sa) if sl S,



Finite state automata: union

AZ
5 a
O | a0
L(A))=b"(ab)’a L(A,)=a(a*ba)’
5 a
SOMNERO |
A E A, l a L(A)=L(A) E L(A,)
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Finite state automata: intersection

Given automata A, and A,, there is an automaton A
accepting L(A) = L(A;) C L(A))

A = (S,55,,R,F) runs simultaneously both automata A ;
and A, on the input word.

S=S,° S,
F=F, F,

So=S0 S

R((sh).a) = Ry(sa) " Ry(t,a)



Finite state automata: intersection




Finite state automata: complementation

If the automaton iIs deterministic, then it just
sufficesto set F¢= S—F.

This doesn’t work, though, for non-deterministic
automata.

Solution:
1. Determinizethe automaton using the subset construction.
2. Complement theresulting deter ministic automaton

The complexity of this processis exponential in the
size of the original automaton.

The number of states of the final automaton is 2/9,
In the worst case.



Finite state automata: complementation

OO0

/ L(A")=(a'b)'a




Bluchi automata (BA)

A Buchi automaton isatuple A = (S,5,5,,R,F)

o S: set of input symbols

» S set of states-- S, : set of initial states (S,1 S)
e R:S”S® 25:thetransition relation.

 F: set of accepting states(F1 S)

e Arunr on w=a;a,,... ISan infinite sequence s,,S,,...
such that 5,1 S,and s,,1 R(s,a) for i30.

A runrisaccepting If some accepting state in F occurs
In r infinitely often.

A word w isaccepted by A If thereisan accepting run
of A on w, and the language £, (A) accepted by A Is

the set of (infinite) w-words accepted by A.
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Bluchi automata (BA)

A Buchi automaton isatuple A = (S,5,5,,R,F)

« Arunr on w=a;a,,... IS an infinite sequence s,,s;,...
such that s,1 S,and s,,1 R(s,a) for i30.

e LetLim(r) ={s|s=s for infinitely many i }
 Arunr isaccepting if

Lim(r) C F1 A&

« A word w is accepted by A If there is an accepting
run of A on w.

 The language £, (A) accepted by A is the set of
(infinite) w-wor ds accepted by A.
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Buchi automata: union

Given Blchi automata A; and A,, there is an Buchi
automaton A accepting £,,(A) = L, (A) E L, (A,).

The construction isthe same as for ordinary automata.

A = (S,55,,R,F) Is an automaton which just runs non-
deterministically either A, or A, on the input word.

S=S,ES,
F=F,EF,
So=Su E Sw

R.(sa)ifsl S,
R(s,a) = -
Ry(sa) If sl S,




BUchi automata: intersection

e Theintersection construction for automata does not work
for Bluchi automata.

e |nstead, the Intersection for Buchi automata can be
defined as follows:

A=(555,RF) Intuitively runs smultaneousy both
automata A,=(S,S,5,,,R;,F,) and A=(S,S,,S.,.R,,F,) on

the input word. S
S=S° S {12
F=F" S {1
=S S {1}
(s.t',2) ifsT Ry(sa),t'l R(t,a),sl F,andi=1
R((st,i),a) =¢ (s,t',1) ifsT R(sa),t'l R(sa),t] F,andi=2
(s,t,i) ifsl Ry(sa), 'l Ry(t,a) 2



BUchi automata: intersection

A = (559,R,F) runs smultaneously both automata A, and
A, on theinput word.

S=8° S {12
F=F, S, {1)
=S S {1}

[ (s.,1,2) if ST Ry(sa),t'l R(t,a),s F,andi=1
R((st,i),a) A (s.t'.1) ifST R(sa), t'l Ry(t,a),tl F,andi=2
L (s.,t',i) ifST R(sa), t'l Ryt,a)

The automaton remember@jonefor each automaton,
and points to one of the tracks.|As soon as It goes through
" an accepting state on the current track, it changestrack.

The accepting condition and the transition relation ensure
that thischange of track must happensinfinitely often. =



Blchil automata: intersection

A = (559,R,F) runs smultaneously both automata A, and
A, on the input word.

S=5° S {13
F=F"S {1
SH=S S {1
[ (s.,1,2) if ST Ry(sa),t'l R(t,a),s F,andi=1
R((st,i),a) A (s.t'.1) ifST R(sa), t'l Ry(t,a),tl F,andi=2
| (S.t,1) 1fs] Ry(sa), t'l Ryt,a)
As soon as it visits an accepting state in track 1, it switchesto

track 2 and then to track 1 again but only after visiting an
accepting statein the track 2.

Therefore, to vigt infinitely often a state in F (F,), the
automaton must also visit infinitely often some state of F.1




BlUchi automata: complementation

It’s a complicated construction -- the standard subset
construction for determinizing automata doesn’t work
as non-deterministic automata are more powerful than

deterministic ones (e.g. £,,=(0+1)"1%) L )t
1

Solution (resortsto another kind of automaton):

e Transform the (non-deterministic) Bachi automaton into a
(non-deterministic) Rabin automaton (a more general kind
of w-automaton).

* Determinize and then complement the Rabin automaton.
e Transform the Rabin automaton into a Buchi automaton.

e Therefore, also Buchi automata are closed under
complementation.
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Rabin automata

e A Rabin automaton iIs like a Bulchi automaton,

except that the accepting condition is defined
differently.

« A=(S,SS,RF), where F=((G,,B,),....(G.,B,.)).

« and the acceptance condition for arunr = g,,s,... IS
asfollows: for someii

e Lim(r) C G;* Aand

e Lim(r)C B, = A
In other words, thereis a pair (G;,B;) such that the
“good” set (G)) Is vigited infinitely often, while the
“bad”’ set (B)) Isvisited only finitely often.

16



Rabin versus Bluchl automata

1,0 The Blchi automaton
G@/ ’Q 1 fot L, =(0+1)1"
1

. / 1 The Rabin automaton
- > ! fot £, = (0+1) 1V
0

The Rabin automaton has F=(({t} {s}))
Note that the Rabin automaton 1s deterministic.
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Language emptiness for Buchi automata

The emptiness problem for Blchi automata is the problem
of deciding whether the language accepted by a Buchi
automaton A isempty, i.e. if L(A) = /&

Theorem: The emptiness problem for Blchi automata is
decidablein linear time, 1.e. intime O(|A]).

Fact: £(A) = A iff in the Blchi automaton there is no
reachable cycle A containing a statein F.
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Language emptiness for Buchi automata

In other words, L(A) * A iff thereisa cycle containing

an accepting state, which is also reachable from some
Initial state of the automaton.

We need to find whether there is such areachable cycle

We could simply compute the SCCs of A using the
standard DFS algorithm, and check if there exists a
reachable (nontrivial) SCC containing a state in F.

But this Is usually too inefficient in practice. We will
therefore use a more efficient nested DFS (more
efficient in the average-case).
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Efficient language emptiness for BA

Input: A
Initialize: Stack,:=/& Stack,:= /&
Table;:= /A, Table,:= A
Algorithm Main()
foreach sl Init
if sI Table, then
DFS1(s);
output(“ empty”);
return;

Algorithm DFS1(s)
push(s,Stack,);
hasn(s, Table);
foreach t1 Succ(s)

if t| Table, then
DFSL(t);
if sI F then
DFS2(s);
pop(Stack,);

Algorithm DFS2(s)
push(s,Stack.,);
hash(sTable) ;
foreacht1 Succ(s)do

ift| Table, then
DFS2(t)
else if tison Stack,
output(“not empty”);
output(Stack,,Stack.,t);
return;
pop(Stack,);

Note: upon finding a bad cycle,
Stack,+Stack,+t, determines

a counterexample: a bad cycle

reached from an init state.
20



Generalized Blchi automata (GBA)

Generalized Biichi automaton: A = (S,5,S,,R,(F4,...F.,,))

e A run r on w=a;a,,... IS an infinite sequence s,,s,,...
such that 5,1 S,and s,,| R(s,a) for i30.

e LetLim(r) ={s|s=s for infinitely many i }
e Arunrisacceptingifforeachl£1£m
Lim(r) C F.1 A

Any Generalized Buchi automaton can be easly
transformed into a Buchi automaton as follows:

LS SSHRF1.Fn) = C £(S,55RF)

Thistransformation is not very efficient, though.
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From GBA to BA efficiently
Generalized Buchi automaton: A = (S ,55,,R,(F4,....F,))

A Generalized Buchi automaton can be efficiently
transformed into a Buchi automaton as follows:

S=S"{1,...m
F'=F {i} forsomel£i£m
So=S {i}forsomel£i£m

(s, (imod m)+1) if ST R(s,@) andd F,

R((s1).8) :{ (s i) if ST R(sa)and sl F,

Notice that the transformation above expands the
automaton size by a factor of m (compare with Buchi
| ntersection).
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LTL-semantics and Buchl automata

« Wecan interpret aformulay asexpressing a property
of w-words,i.e,an w-language L(y)| S,p"

» For w-word s =s;,5;,5,,....1 Spp", lets' =s;,5,,,
Si, be the suffix of s startlng at position i. We
defmedthe“saﬂsﬂeé relation, k , inductively:

* SED, Iff pl s, (for anypjl P).

e SEQy Iff notsEky.
e« sky,Uy, iff sey,orsky.,.
e s EXY iff sley.
« sky, Uy, iff $i3 Osuchthats'ky,,
and" j,0E j<i,slEYy,.
« Wecan then definethelanguage L(y)={s | sEy }.
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Relation with Kripke structures

We extend our definition of “satisfies’ to transition
systems, or Kripke structures, asfollows:

« K,p EY Iff for all computations (runs) p of K ,p,
L(p)Ey ,or inother words, iff

L(Kap) i L(y).
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Relation with Kripke structures

We could transform any Kripke structure into a
Blichi automaton as follows:

K ap

where every state Is accepting!



LTL Model Checking

System M odd

LTL
property

y

\\
-
\\
-

M odel Checker

Check that K E Y
by checking that
L(K)CL(Ag, ) = A

T

Yesl
——————p
——————p

No! +

““counterexample”

—>

Convert @y toa
Blchi automaton
Agy . so that

L(Dy)=L(Ag)
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LTL Model Checking: explanation

MEyY

U

0 LKae) G S\ LK) =/

> O (C

L(Kpe) I LY)

LK) G LOY) = A
L(Kpp) C L(Ag) =A
L(KpC A@y) = A
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The algorithmic tasks to perform

We havereduced L TL model checking to two tasks:

1 Convert an LTL formula | (i.e. @y) into a Buchi
automaton A, , such that £(] )= L(A,).

« Canwedothisingeneral?.... Yes!!!......

2 Check whether K, E vy, by checking whether the
inter section of languages £(K »p) C L(Ag, ) Isempty.
* |t is actually unwise to first construct all of K ,,, because

K »p Can befar too big (state explosion).

e Instead, it Is possible perform the check by constructing
states of K ,, only as needed.

28



LTL to BA translation

e Hrst, let’sput LTL formulas| innormal form where:
* I *'shavebeen“pushed in”, applying only to propositions.
« the only propositional operators are @, U,U.
* theonly temporal operators are X, U and its dual R.

* |n order to do that we use the following rules:
* pP®q° @pUg; p« q° (@pUgUE@qUp)
* G(pUQ° dpUdq;9(pUQg° dpUdq ; 9Dp°p
* BpUQ°@pRBg ;G(PR°(@p)U (@D
e FP°TUpPp  ;GP°*"Rp;@Xp° XAp

29



LTL to BA translation

e Hrst, let’'sput LTL formulas] innormal form
@ ‘shavebeen “pushed in”, applying only to propositions.
 We use the following rules:
* pP®q° dpUqg ;p« q° (@pUgU@qUp)
* O(pUQ)° BpUBq;9(pUQ°DpUIq ; 9Dp°p
*« O(pUQ)° (@Gp)R(Dq) ;9(pPRa)° (Dp)U(Dq)
e FP°TUpP  ;GP°*"Rp;@8Xp° XAp
Examples:

(PUQ® Fn° dpUgUFr°e @(puag)U(TUr)®°

C(@PPRDYU(TUT)

GFp® FrPe (" R(Fp)® (TUp° * R(TUp))®, (TUn®°

"GP R(TUP)U(TUNC (TUB(TUpP)U(TUTr)®
TV R@P)U(TU "




LTL to BA translation

States of A; will be sets of subformullas of | , thusif we
have| = p,Udp,, astateisgiven by Gl {p,,9p,,p,Up,}.
Consider awords =s,,S,S,,...I| Syp”suchthats k|,
where, eg.,|] =Yy, Uy,.

Mark each position I with the set of subformulas G of |
that hold true there:

Sp S1So wererineenns
Clearly,j | G,. Butthen, by consistency, either:
e vy, Gandj I G,or
* Vol &.

The consistency rules dictate our states and transitions.




LTL to BA translation

Let sub(] ) denote the set of subformulas of | .
WedefineAj =(Q,S,R, L, Init, F) asfollows.
Firdt, the set of states of Aj IS defined as follows:

Q {GI sub(j) |st. Gislocally consistent }.
~or Gto be locally consistent we should, e.g., have:

e N G
e ify Ugl Gtheny 1 Gor gi G
e ify Ugl Gtheny T Gandgl G

e ify Ugl G then(y T Gor gl G.
e ify Rgl G, thengl G

e ifp.1 Gthen@pl Gandif@p, 1 Gthenpl G
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LTL to BA translation

Now, labeling of the states of A; Is defined as:
e ThelabelingL:Q—SisL(Q={I|IT GC S}.

o

e Wewant aword s = s,S;... | (Spp)" to bein
L(A,) iff thereisarunp=G® G® G® ... of
A st." il N, wehavethat s;“satisfies” L(G), i.e,
S; Isa“satisfying assgnment” for L (G) .

e This congtitutes a dight redefinition of Buchi

automata, where labeling is on the states instead
of on the edges. This facilitates a much more

compact A, .
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LTL to BA translation

Then the transition relation of Aj .
It is based on the following LTL rules:
* (yUQ°gU(yUX(y Ug)
* (y R9°gU(y UX(y Rg)° (gUy)U(@QUX(y RQ)
and on the semantics of the operator X.
e Rl Q° Q,where(GG)I Riff:
e if(y Ug 1 Gthengl Gor(yl Gand(y Ug 1 G).
e if(y Rg 1 Gthen gl Gand(y | Gor(y Rg 1 G).
e if Xyl Gtheny I G.




LTL to BA translation

» Theinitial states of A; arelnit={Gl Q|j | G.
e The accepting states of Aj are defined as follows:
for each (y Ug) | sub(j ), thereisaset F| F, such that:

- F,={Gl Q|(yUgT Gorgl G}
or equivalently F,={GT QJif(y UgT G thengl G}

* Notice that If there is no (y U g | sub(j ), then the
acceptance condition is the trivial acceptance condition: i.e.,

all states are accepting

Lemma £(] )= L(A) .

But Aj 1S now ageneralized Buchi automaton ...

35



LTL to BA translation: example

ol

Consider thefollowing formula: Fp° TUDp
sub(TUp)={T Up,p}
Init={Gl sub(TUp)|TUpI G
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LTL to BA translation: example

Consider thefollowing formula: T U p
(TUP° pUX(TUp)
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LTL to BA translation: example

Consider thefollowing formula: T U p
(TUP° pUX(TUp)
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LTL to BA translation: example

Consider thefollowing formula: T U p
(TUP° pUX(TUp)
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LTL to BA translation: example

\
It

SO et

Consider thefollowing formula: T U p
(TUP° pUX(TUp)
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LTL to BA translation: example

Consider thefollowing formula: TU p

sub(T U p)={TUp, p}
F={Fryp}={Gl sub(TUp)|(TUP)I Gorpl G .

X T



LTL to BA translation: example

®C

Consider thefollowing formula: Gp° » Rp

sub(* Rp)={" Rp, p}
Init={Gl sub(®* Rp)|* Rpl G
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LTL to BA translation: example

) (5

Consider thefollowingformula: Gp° » Rp

sub(* Rp)={" Rp, p}
" Rp)° pUX(* Rp)



LTL to BA translation: example

Thetrivial
acceptance condition

Consider thefollowingformula: Gp° » Rp

sub(* Rp)={* Rp, p}
Thereareno eventualities, henceF ={ Q }



LTL to BA translation: example

SISIGIC
ojelolo

Consider thefollowing formula: pU g

sub(pU ) ={pUq,p,ad
Init={G| sub(pUp)|pUqgl G
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LTL to BA translation: example

ofelole

Consider thefollowing formula: pU g

sub(pU ) ={pUq,p,ad
Init={G| sub(pUp)|pUqgl G
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LTL to BA translation: example

Consider thefollowing formula: pU g

sub(pU g)={pUq,p,q
(PUQ° qU(PUX (pU Q)

a7



LTL to BA translation: example

Consider thefollowing formula: pU g

sub(pU d)={pUaq.p,q )
F={F uq}={Gl sub(pUqg)|(pUQ)I Gorql G .



