Tecniche di Specificaed
Verifica

Linear Time Temporal Logic |



Temporal Logics. The context

» Kripke Structures model systems.

e Temporal logics model dynamic behavioral
properties of systems.
— Linear Time
— Branching Time

* Model checking can be used to determine if
a system has the desired behavioral

property.



Linear time temporal logics.

 LTL (Linear Time Temporal Logic)
— Syntax
— Semantics
— The Modd Checking Problem.
— Its solution.



The Application

 Model asystem to be verified as a Kripke
structure;
— Trangtionsystem TS= (S, S,, R)
— AP = A finite set of atomic propositions.

» Basic assertions about the system
—L:S® 2AP = Theset of subsetsof AP.

—pl L(s) - pistrueats.
—pl L(s)----pisnottrueats.
« K=(S S, R, AP, L) ---- Kripke structure




The Application

The computations of the Kripke structure K
will be the modelsfor L TL formulas.

The property to be verified is captured as an
LTL formulaj .

The modeled system K has the property |
Iff every computation of K isamodel of | .

We need to verify (model check) whether:
—K = ]
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A set of Atomic Propositions

Reg-1
PR1 < > < >
Grt-1 ,
Arbiter .
_ esource
PR T
Grt-2

R1—-Processlisidle
W1- Process 1 iswaiting

P1 — Process 1 is using the resource.
AP={ R1, W1, P1, R2, W2, P2}




The context

 Model asystem to be verified as a Kripke
structure:
— Transtion system TS = (S, S,, R)
— AP = A finite set of atomic propositions.
» Basic assertions about the system
—L:S —» 2AP = Theset of subsetsof AP.
—pl L(S) - pistrueats
—pl L(5)--—--pisnottrueats.
e K=(S S, R, AP, L) ---- Kripke structure
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L(so) ={r1, r2}
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L (s5) = 7 L(2) ={r1, p2}
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L(so) ={rl,r2}

Ret2

eq2
of e,
AW Reql Gri2

w /e N e
2
Reg2 Gl Aql
‘ ‘ L(s2) =(r1, p2)
L (s5) = {wl,w2}
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Reql @-

Ret1 @
fy Grt2

0 s3 A 0 sl S2 S0 s3 ...
{r1,r2} {wl, r2} {ulr2} {rd,r2} {riw2} {rl,p2} {rir2}{wlr2}...

eq2
Ret2
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Assertions about a computation

sO S3 A O sl S2 sO S3...

rl, r2} {wl, r2} {plr2} {rl,r2} {riw2} {rlp2} {rir2} {wlr2}..

 |f a some stage Process 1 iswaiting then at some |ater
stage it is printing (i.e. using the resource).

e At no stage are both processes using the resource.

o |f aprocessiswaiting then it does so until it startsto
use the resource.

 Thereisastage at which both processes are waiting.
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The Application

- K=(S, S, R, AP, L)

e Every computation (sequence of states) can
be viewed as a sequence of subsets of AP.

* $5 S - L(S) L(S) L(S) ...

e These AP-computations will be the models
for theformulasof LTL.

o Verification:
— Every AP-computation of K isamodel of |
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Linear Time Temporal Logic

(LTL)

e Syntax :

— AP ={py, Py, ---P,}, afinite set of atomic propositions.
e Formulas:

— Every p, InAPIsalLTL formula.

—1f | 1saformulathen @] isalLTL formula.

—Ifj ;andj , areformulasthen (j ,Uj ,) isaLTL
formula.

—1If ] Isaformulathen X| isaLTL formula (Next).

—If] ;and| , areformulasthen(j ;U] ,)isalLTL
formula (Until).
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Formulas

e LTL :=p¥@j Y%j ,Uj,¥Xj %j ,Uj,

*p ; pUg ; (BpUg)UB(ruaq)
« Xqg ; X(pUQg) ; X((BpUqg) UXS(r Ug))
* (PUQ)U(XrU(@qU (XDp)))
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(p U
pUQg) U (XqU(rUdp))
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Semantics

AP = A finite set of atomic propositions.
S=24" =Theset of subsets of AP

AP={p,q,r}
S={f,{p}.{a},{r}. {p.a}. {p.r}. {p.,r}, {p.a,r}}

S" = The set of infinite sequences over S.
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Semantics

* AP={p,q,r} S=2%7

« S={t,{pt{al ...{p.qr}}

S {pl,r}{(?}/lE{p,ClI,r}{lr}---
path. O0——1—2—>3——4 ...

 AtstageOof s, pandr aretrue but not Q;
al stage 2 of s no member of AP istrue....
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Semantics

S" = The set of infinite sequences over S.
sl SW -—- A modd

s(I) ----i-th position of s
{|‘3} {q‘,r}/‘E{r]q} {p,c‘1|, o
0 1 2 3 4

5(0)=1p} s(9 =/ s(3)=7
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Semantics

AP S=2AF

SW' =The set of infinite sequences over S.
sl SW --—- A modéd

S(1) ---- I-th position of s

] ,aformula

s(1) =)
— S(I) satisfies]
— ] Istrueinthei-th position of s
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Semantics

LTL ::=pYDj Y%j Uj,¥X| % ,Uj,

s=GGG6....G6 Giyyeevennnnnn
Each G IS asubset of AP.

s(i)=p iff pl G
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Semantics

LTL ::=pYDj Y%j Uj,¥X| % ,Uj,
AP={p,q,r}

s ={p.a}y {r} A{aq,r} {p,q,r}.....
0 1 2 3 4

s(0) satisfiesqg
S(1) satisfiesr
S(2) does not satisfy g !
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Semantics

LTL ::=pYDj Y%j ,Uj,¥X| % ,Uj,

s= GGG ....G Gypoevvennnnn
Each G IS asubset of AP.

s()=@j iff s(i)F4]
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Semantics

LTL ::=pYdj Y%j ,Uj,¥X| % ,Uj,

s= GGG ....G Gypoevvennnnn
Each G IS asubset of AP.

s(i) E=j,Uj, iff s(i)k=j,OR
s()FJ 2
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Semantics

LTL ::=pYdj Y%j Uj,¥X| % ,Uj,
AP={p,q,r}

s ={p,q} {r} A{q,r} {p.q,r}....
0 1 2 3 4

s(0) satisfies@r ; s(0) does not satisfy r
s(1) satisfiesp U r ; s(1) satisfiesr
s(2) satisfies@(p U r) ?



Semantics

LTL ::=pYdj Y%j Uj,¥X| % ,Uj,
AP={p,q,r}

s ={p,q} {r} A{q,r} {p,q,r} .....
0 1 2 3 4

s(2) satisfies@(p U r ) ? Yes!
s(2) does not satisfy p U r
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Semantics

¢ LTL ==p¥@j % ,Uj ,¥X] %j, U],
es=G G G.. q CTET

e s(VE=Xj  iff  s(i+l) i




Semantics

LTL :=p¥Dj Yj ,Uj,¥Xj Y%j,Uj,
AP={p,q,r}

s ={p,a} {r} A {aqr} {p.ar}....
0 1 2 3 4

S(2) satisfiesX r ; s(3) satisfiesr

s(0) satisfiesX(p U r) ; s(1) satisfiesr
s(1) does not satisfy X(p U r)

—s(2) does not satisfy p U r



Semantics
LTL :=p¥Dj Yj ,Uj,¥Xj Y%j,Uj,
AP={p,q,r}

s ={p.a} {ry A14.r; P.AS] ...
o 1 2 3 4

s(1) satisfies X(X @ p) iff
_s(2) satisfiesX D p iff
_s(3) satisfies@ p iff

—5s(3) does not satisfy p



Semantics

* LTL i=p Y] % Uj X | ¥%j U],

*$=G G G Gu.Ga G

[ TETRN RE T IP T I

e S()E=) U], Iff thereexistsk? I sit.

-s(k) F=J ,
—S())=) ., forevery 1£] <Kk




< could

Semantics

LTL :=p¥j Y% Uj ,¥Xj Y%j,Uj,

be arbitrarily greater than I.

K =l isalowed and thereisnoi £ <k

s(1) =
—s(k)

U, Iff thereexistsk ® i st.

:JZ

—S()=) ., forevery I£] <Kk
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Reql @-

Ret1 @
fy Grt2

S) s3 A 0 sl s2 0 s3...
{r1r2} {wl,r2} {plr2} {rir2} {riw2} {r1,p2} {r1r2} {wlr2}...

eq2
Ret2
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An Example

AP ={rl1,wl, pl,r2, w2, p2}

{r1r2} {wlr2} {plr2} {rir2} {riw2} {r1,p2} {r1r2} {wlr2}...
0 1 2 3 4 5 6 7

e 5(1) satisfies(r2 U w2) ;
" 5(4) satisfiesw2 and
* (1), s(2), s(3) satisfy r2.




An Example

AP ={rl1,wl, pl,r2, w2, p2}

{r1r2} {wlr2} {plr2} {rir2} {riw2} {r1,p2} {r1r2} {wlr2}...

0 1 2 3 4

5

e S(1) doesnot satisfy (r2 U p2) ;
= 5(5) satisfies p2 and
* 5(1), s(2), s(3) satisfy r2.
= put s(4) does not satisfyr2 !

6

7
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An Example

AP ={rl1,wl, pl,r2, w2, p2}

{r1r2} {wlr2} {plr2} {rir2} {riw2} {r1,p2} {r1r2} {wlr2}...
0 1 2 3 4 5 6 7

e (1) does satisfy ((r2 Uw2) U p2) ;
»s(5) satisfies p2 and
s (1), s(2), s(3) satisfy r2, hencealso (r2 Uw?2).

=s (4) satisfiesw2, hencealso (r2 Uw2) !




Models

« AP SAP =2

o SV =The set of infinite sequences over S.
es| SW

e | anLTL formula

e Apaths isamodel of | (s =] ) Iff
—-5S(0) =)




. AP

vadlidity in LTL

SAP = 2

o SV =The set of infinite sequences over S.
es| SW

| anL

L formula.

e j iSLTL-valid (=] ) iff for everys 1 SW

—S

=J
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e LTL :

14 E

*j1%), - (1Ej)U(,E]j

Derived Operators

2 == 9j Uj

° AP {P1, Poy .. PR}
o T p,Up,

=pYD| Yo (Uj ,¥X | Y5, U],
e j Uj, — @ U3 (And)
(Implies)

(1)

(true)

 Fact : Inevery model s, at every|,
=T

—5(1)




Derived Operators

+ LTL i=p Y] % Uj ,¥X| ¥%j U],
* Fj -—--(T U] ) (future; diamond: <)

e Fact:

-s(i)

— [

that s (k) |

Iff thereexistsk 3 1 such




Derived Operators
e Fact :

—s(l) = F Iff thereexistsk 3 | such
that s(K) =] .

Proof:
s() F F Iff
S(E=(TUj) Iff
$k3i,s()Ej] and"i£jEk S(K)ET Iff
$k3i,s()E]




Derived Operators

¢ LTL 2=p¥@] %j,0j ,¥X| ¥ U],
*Fj —(TUj)
* G ---@FJ] (invariant; box: O)

* Fact:
—s(i)=Gj iff foreveryk3 i,
s(K)EJ




Derived Operators
o« LTL :=p¥Dj %j ,Uj,¥Xj % ,Uj,
e (yRj) - @@y UTj) (Releases)

* Gj —("Rj)

e Fact :
—s(i) E=(y Rj) iff foreveryk? |
os(() =j or
e for somei£j <k, s()Ey

L7




Derived Operators

e LTL ::=p¥j %j Uj ,¥Xj %j,Uj,
* (yWj) - GyU(yUj)  (Unless)



Derived Operators

+ LTL i=p¥Bj Y5 ;U] ,¥X | ¥ U],
e (yBj) ---- 7?2777 (Before)
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Derived Operators

o« LTL =p¥Dj %j Uj,¥X| %j Uj,
+ (yBj) —@(@yUj) (Before

o Why??7?7? Prove that it matches the intuition!



Tableau rules

*(yUj)°j U(y UX(y Uj))

*(yRj)®j U(y UX(y Rj))®
°( Uy)U(j UX( Rj))

«Fj ©j UXF]

*Gj °j UXG]
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LTL: Some examples

Safety: “Iit never happens that both A and B are
print at the same time”

G(D (P UPg))
Liveness: “if A waiting, then it will eventually print”
G(W,E FP,)
Fairness: “A infinitely often idle”
GF R,

Strong fairness: “if A infinitely often waiting, then it
will infinitely often printing”
GFW,E GF P,

52



Example: mutual esclusion
N = noncritical, T = trying, C = critical\‘m User1 User2




Example: mutual esclusion (safety)
N = noncritical, T = trying, C = critical\‘m User1 User2

M= G @(cLUC?) ?
YES: There I1s no reachable state in which both C1 and C2 hold!




Example: mutual exclusion (liveness)
N = noncritical, T = trying, C = critical\‘m User1 User2

NO: there is an infinite cyclic solution in which C1 never holds!



Example: mutual exclusion (liveness)
N = noncritical, T = trying, C = critical\‘m User1 User2

— G (TLE FC1) ?

YES: every path starting from each state where T1 holds
passes through a state where C1 holds! -




Example: mutual exclusion (fairness)
N = noncritical, T = trying, C = critical\‘m User1 User2

NO: e.g., In the Initial state, there is an infinite cyclic solution Iin
which C1 never holds! 57



Example: mutual exclusion (strong fairness)

N = noncritical, T = trying, C = critical\~ N1, N2 User1 User2

& =

— GFT1E GFC1?

YES: every path which visits T1 infinitely often also visits C1
Infinitely often (see liveness prop. In previous example)!




Model Checking

K=(S S, R, AP, L) (the system)
| ,anLTL formula. (the property)

K =] Iff every AP-computation of K Isa
model of | .

Determining this Is the model checking
problem.

A solution to this problem can be automated!
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