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Abstract

In the context of mission critical systems, we are wit-
nessing to a paradigm shift from a proprietary and embed-
ded solutions to open and modular systems of systems. In
this scenario, data dissemination software infrastructures
are playing a crucial role, since they have to guarantee in-
teroperability among different and heterogeneous systems
by satisfying at same time real-time and fault-tolerance re-
quirements. Furthermore, the communication infrastruc-
ture has to meet stringent security requirements, due to its
critical role played into the deployment of the next genera-
tion of mission critical systems. Publish/subscribe commu-
nication paradigm has recently received considerable atten-
tion to cope with these issues, and OMG DDS is a standard
(carried out by the Object Management Group) that follows
this interaction paradigm. The simultaneous satisfactionof
multiple QoS requirements exposes the OMG DDS as an
encouraging solution to the flight information distribution.
However, the standard does not address security issues as
well as data heterogeneity ones. The authors Ph.D. research
focuses on the evaluation of OMG DDS, with the purpose to
assess the benefits of its use as flight information distribu-
tion system. To this aim, OMG DDS issues will be analyzed
and evaluated in order to investigate novel data distribution
algorithms and software infrastructures to let Data Distri-
bution Services ready to be integrated in the next generation
of mission critical systems.

1 Problem Statement

In the past few years, mission critical systems have
undergone a serious architectural evolution, moving from
monolithic systems, to highly modular architectures. The
challenge is to federate a constellation of systems, making
a fully integrated system of systems. As a practical exam-
ple of this direction, we can consider the roadmap outlined
by EuroControl for the European Air Traffic Management
(ATM) evolution. In order to handle more efficiently the

growing aviation traffic [1], the solution is the intercon-
nection of all the European ATM systems by a middleware
framework. The pivotal issue to be addressed is the realiz-
ing of an information dissemination infrastructure, whichis
able to exchange different typed data among different kind
of interconnected systems.

The middleware must be proven to satisfy a set of simul-
taneous Quality-of-Service (QoS):

• Timeliness. Typically, mission critical operations
show a time-critical behavior: failing in delivering in-
formation out of time boundaries could lead to insta-
bility, which might result in threats to either infrastruc-
tures or human lives.

• Fault-tolerance. Mission critical systems must be de-
pendable and able to handle error conditions properly.
The information dissemination infrastructure must ex-
pose high measure of availability and reliability, show-
ing the ability of continue operation when a fault oc-
curs.

• Scalability. The rising of the activity of a single sys-
tem and the escalation of connected systems could
increase the number of data exchanges, and conse-
quently the time of computation. To avoid this prob-
lem, the middleware has to be gracefully designed for
scalable data dissemination.

• Data Heterogeneity. The existence of a common data
presentation (e.g. XML) does not imply common se-
mantics. Users and developers can properly interpret
and use collected data only when they have adequate
context information. In traditional systems, this con-
text information is typically left implicit and is gener-
ally lost when data crosses a component or institutional
boundaries.

• Security. Whilst it is essential that legitimate partici-
pants have rapid and efficient access to the essential in-
formation, it is necessary to safeguard that information
from misuse by terrorists, subversive organizations and



Figure 1:Comparison of communication paradigms

similar. Security in this context refers not only to the
preventing the unauthorized reading of data, but fur-
ther to preventing unauthorized or malicious writing,
modification or deletion of information.

Moreover, the QoS degree has also to be guaranteed when
the systems are joined on a geographical scale by wide-area
networks. The simultaneous satisfaction of these require-
ments involves conflict and compromise, and it is still a trial
for modern middleware implementations [2].

2 Background and Open Issues

Among the wide scope of proposed middleware architec-
tures, publish/subscribe paradigm [3] is an emerging inter-
action scheme, that provides decoupling both in time, space
and synchronism among the two participants of a commu-
nication, as shown in fig. 1. Decoupling is a desirable
property, because it furthers scalability. Publish/subscribe
allows an asynchronous many-to-many communication pat-
tern; this is a very interesting characteristic for two reasons.
First, many-to-many connections allow a scalable dissemi-
nation of informations and let the middleware become man-
ageable and flexible. Then, an asynchronous middleware
will not block the application for processing: the request
can regularly continue processing, regardless of the state
of the other applications or occurred faults. The mission
critical systems make extensive use of distributed comput-
ing over wide-area and heterogeneous networks, and pub-
lish/subscribe is a promising solution in achieving such a
distributed computing.

A significant amount of publish/subscribe systems have
been developed and implemented, both by industry and by
academia [4]. It is possible to group these different imple-
mentations according to:

1. adopted architecture, which affects scalability. It can
becentralized, i.e. a server placed between publishers
and subscribers;distributed, i.e. communication prim-
itives implementing a store and forward mechanisms
both on the producer and on the consumer sides; and
federated, i.e. a distributed network of servers.
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2. subscription model, which affects end-to-end deliv-
ery time. It can betopic-based, i.e. participants can
publish and subscribe to individual subjects;content-
based, i.e. events are classified according to a match-
ing function on their content; andtype-based, i.e.
events belongs to a specific type, encapsulating at-
tributes as well as methods.

In fig. 2, it is shown a taxonomy of some existing pub-
lish/subscribe middlewares, according to the two outlined
dimensions. Most of these middlewares have lacked the
support necessary for mission critical systems [5]. The
main weaknesses of these solutions are related to either a
limited or not existing support for QoS, either to the lack
of architectural properties which promote dependability and
survivability. Recently, in order to fill this gap, Object Man-
agement Group developed a new standard, called Data Dis-
tribution Service (DDS) [6]. The purpose of the specifi-
cation is to provide a common application-level interface
for interoperable publish/subscribe middleware and targets
real-time communications, balancing predictable behavior
and implementation efficiency/performance. It relies on the
use of different QoS to tailor the service to the application
requirements [7]. In particular QoS parameters allow to
tune the robustness of the middleware against the network
unavailability and the information timeliness. To maintain
the desirable decoupling as much as possible, the detail for
QoS Policy follows the subscriber-requested / publisher-
offered pattern. In this pattern, the subscriber side can in-
dicate a ”requested” value for a particular QoS Policy. The
Publisher side names an ”offered” value for this QoS Policy.
If the two positions are compatible, then communication
will be established. A first benchmarking work [8] demon-
strated that OMG DDS-compliant implementations perform
significantly better than other publish/subscribe implemen-
tations. This is due in part to the fact that OMG DDS de-
couples the information intent from information exchange.

The current OMG DDS is implemented on a simple over-
lay structure, where a publisher is directly linked with all
the interested subscribers. This solution is simple and ef-
ficient, however, when the system has to scale to wide-
area networks, this basic overlay organization presents ob-
vious scalability limits. Intrinsically the publish/subscribe
interaction scheme does not still address two key open is-
sues. First, most implementations, e.g. OMG DDS, do
not support interactions among heterogeneous participants
[8]. Second, security is not addressed at all [9]. Aside



from granting access to the system only at authorized par-
ticipants, it is difficult to decide whether the whole infras-
tructure is trustworthy or none, due to the anonymous nature
of the publish/subscribe. In accord to these considerations,
four properties has to be assured, in order to make OMG
DDS a fit technology for the drafted integration issue:

• WAN Scalability : ability to scale in the setting of a
wide-area network;

• Confidentiality : absence of unauthorized disclosure
of information;

• Integrity : lack of improper information alterations;

• Semantic Metadata Sharing: support to an explicit
description of the intended meaning of message con-
tent.

3 Approach

The author’s Ph.D. research project focuses on the as-
sessing the benefits of using OMG DDS as the solution
for the data distribution middleware, and in particular to
ATM integration. The challenge is to realize a benchmark-
ing evaluation of performance and dependability properties
of OMG DDS over wide-area infrastructures. Currently,
several vendors provide their own OMG DDS implemen-
tation. Each implementation is characterized by additional
services and proprietary extensions to the standard. In [10],
it is demonstrated that individual OMG DDS implementa-
tions are optimized for different use cases. The author aims
to develop test sessions of the three different OMG DDS
implementation, e.g. RTI DDS, OpenSliceDDS and TAO
DDS. These tests have to analyze behavior of these architec-
tures in several testbed and show their eventual weaknesses.
A Field Failure Data Analysis (FFDA) campaigns and er-
ror injection experiments will infer a fault model of OMG
DDS. The understanding and evaluation of OMG DDS be-
havior will be conducted also using an operational model to
predict its behavior in a complex situation, to avoid time-
consuming analysis. The effect of this integrated evaluation
step is the degree of timeliness and fault-tolerance achiev-
able by OMG DDS, and its satisfying of distribution infras-
tructure requirements.

The author will propose three extensions, in order to
overcome the limitations of the OMG DDS standard. First,
a solution to WAN scalability problem is to architect the
system as a distributed network of server. Epidemic algo-
rithms have recently gained popularity as an effective so-
lution for information dissemination in wide-area systems
[11]. In addiction to their inherent scalability, they are easy
to deploy, robust and resilient to failure. The author means
to estimate the respect of the data distribution requirements

by the exiting algorithms of group communication. In the
event that these algorithms are found unsuitable, a novel
data dissemination algorithm has to be considered. Sec-
ond, an integrity check and data encrypting mechanisms
will be implemented, in order to earn the right security de-
gree. Third, additional meta-data will be introduced, in oder
to identify the semantic nature of the content of exchanged
messages. All the proposed techniques have to be charac-
terized by a low overhead in terms of delivery time, so to
satisfy the timeliness.
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