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Abstract—Fault detection and isolation is a crucial and chal-
lenging task in the automatic control of large complex systems.
We propose a discrete-event system (DES) approach to the prob-
lem of failure diagnosis. We introduce two related notions of
diagnosability of DES’s in the framework of formal languages
and compare diagnosability with the related notions of observ-
ability and invertibility. We present a systematic procedure for
detection and isolation of failure events using diagnosers and
provide necessary and sufficient conditions for a language to
be diagnosable. The diagnoser performs diagnestics using on-
line observations of the system behavior; it is also used to state
and verify off-line the necessary and sufficient conditions for
diagnosability. These conditions are stated on the diagnoser or
variations thereof. The approach to failure diagnosis presented in
this paper is applicable to systems that fall naturally in the class of
DES’s; moreover, for the purpose of diagnosis, mest continuous
variable dynamic systems can be viewed as DES’s at a higher
level of abstraction. In a companion paper [20], we provide a
methodology for building DES models for the purpose of failure
diagnosis and present applications of the theory developed in this

paper.

[. INTRODUCTION

N this paper, we study the diagnosability of discrete-event

systems. The property of diagnosability is introduced in
the context of the failure diagnosis problem. Failure detection
and isolation is an important task in the automatic control
of large complex systems. The increasingly stringent require-
ments on performance and reliability of complex man-made
systems have necessitated the development of sophisticated
and systematic methods for the timely and accurate diagnosis
of system failures. The problem of failure diagnosis has
received considerable attention in the literature, and a wide
variety of schemes have been proposed. These include: i)
quantitative methods based on mathematical models (see [1],
[5], [71, [23], and references therein), ii) expert systems and
other Al-based methods (see [6], [18], and references therein),
and iii) discrete-event systems (DES’s) methods (see [2],
[8], [10], [11], [21], and [22]). The quantitative methods
employ analytical models of the physical process, which allow
for comparison of sensor measurements with their predicted
values. The Al-based methods incorporate the knowledge of
human experts and reasoning mechanisms into the diagnostic
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system. Methods combining these two approaches have also
been proposed [5], [7].

We propose in this paper and in the companion paper [20]
a DES approach to the problem of failure diagnosis that
expands on the work in [21]. This approach is applicable to
systems that fall naturally in the class of DES’s; moreover,
for the purpose of diagnosis, continuous variable dynamic
systems can often be viewed as DES’s at a higher level of
abstraction. The states of the discrete-event model reflect the
normal and the failed status of the system components while
the failure events form part of the event set. The problem is
to detect the occurrence of these events. The major advantage
of this approach is that it does not require detailed in-depth
modeling of the system to be diagnosed and hence is ideally
suited for diagnosis of systems which are difficult to model.
Typical examples include large and/or complex systems like
heating, ventilation, and air conditioning (HVAC) units, power
plants, and semiconductor manufacturing equipment. In [20],
we discuss in detail discrete-event modeling of systems for
failure diagnosis and illustrate our approach with several
examples. Comparisons are also made between our approach
and alternative approaches to failure diagnosis.

The focus of this paper is to develop the underlying theory
for our approach. The system behavior is modeled as a
regular language and is represented by a finite state machine
(FSM). We propose two related notions of diagnosability in the
framework of formal languages. Roughly speaking, a language
is said to be diagnosable if it is possible to detect (with
finite delay) occurrences of certain distinguished unobservable
events, namely the failure events. We present a systematic
procedure for detection and isolation of failure events using
diagnosers. The diagnoser is an FSM built from the FSM
model of the system. This machine performs diagnostics when
it observes on-line the behavior of the system; states of the
diagnoser carry failure information and occurrences of failures
can be detected (with a finite delay) by inspecting these states.
We provide necessary and sufficient conditions for a language
to be diagnosable. These conditions are stated on the diagnoser
or variations thereof. Thus, the diagnoser serves two purposes:
i) on-line detection and isolation of failures and ii) off-line
verification of the diagnosability properties of the system.

In Section II, we introduce the notion of diagnosability
of DES’s. We first present the system model and introduce
the necessary notation. Next, we formally define the no-
tions of diagnosability and I-diagnosability and illustrate these
definitions by means of simple examples. This is followed
by a comparison with related work in the DES literature,
namely, other approaches to diagnosability, and the problems
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of observability and invertibility. In Section III, we present
the construction procedure of the diagnoser and illustrate
this procedure with an example. Necessary and sufficient
conditions for diagnosability and I-diagnosability are presented
in Section IV. In Section V we discuss on-line diagnosis of
failures in diagnosable systems using the diagnoser introduced
in Section IIl. Finally, in Section VI we provide a brief
summary of the main results of this paper. A summary of
some of the results in this paper can be found in [19].

II. THE NOTION OF DIAGNOSABILITY

A. The System Model

The system to be diagnosed is modeled as an FSM or

generator

G=(X,%, 6, o) (€]
where X is the state space, X is the set of events, d is the partial
transition function, and x is the initial state of the system. The
model G accounts for the normal and failed behavior of the
system. The behavior of the system is described by the prefix-
closed language [17] L(G) generated by G. Henceforth, we
shall denote L(G) by L. L is a subset of *, where X* denotes
the Kleene closure of the set X [9].

Some of the events in ¥ are observable, i.e., their occurrence
can be observed, while the rest are unobservable. Thus the
event set Y is partitioned as ¥ = X,UX,, where 3,
represents the set of observable events and ¥, represents
the set of unobservable events. The observable events in the
system may be one of the following: commands issued by the
controller, sensor readings immediately after the execution of
the above commands, and changes of sensor readings. The
unobservable events may be failure events or other events that
cause changes in the system state not recorded by sensors (see
[20D).

Let ¥y C X denote the set of failure events which are
to be diagnosed. We assume, without loss of generality, that
Y C Xy, since an observable failure event can be trivially
diagnosed. Our objective is to identify the occurrence, if
any, of the failure events, given that in the traces generated
by the system, only the events in ¥, are observed. In this
regard, we partition the set of failure events into disjoint sets
corresponding to different failure types

EfZEflLJ-”UEfm. )

Let IT; denote this partition. The partition II; is motivated by
the following considerations:

1) Inadequate instrumentation may render it impossible to
diagnose uniquely every possible fault.

2) We may not be required to identify uniquely the oc-
currence of every failure event. We may simply be
interested in knowing if one of a set of failure events
has happened as, for example, when the effect of the set
of failures on the system is the same.
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Hereafter, when we write that “a failure of type F; has
occurred,” we will mean that some event from the set ¥ ¢; has
occurred.

We make the following assumptions on the system under
investigation:

Al) The language L generated by G is live. This means

that there is a transition defined at each state z in X,
i.e., the system cannot reach a point at which no event
is possible.

A2) There does not exist in G any cycle of unobservable

events, i.e.,

dn, €IN suchthat Vust€ L,se Xy, = ||s|]|<n,

where ||s|| is the length of trace s.

The liveness assumption on L is made for the sake of
simplicity. With slight modifications, all of the main results of
this paper hold true when the liveness assumption is relaxed.
Assumption A2) ensures that observations occur with some
regularity. Since detection of failures is based on observable
transitions of the system, we require that G does not generate
arbitrarily long sequences of unobservable events.

In [20], we discuss in detail discrete-event modeling of sys-
tems for failure diagnosis. Suppose the system to be diagnosed
consists of several distinct physical components and a set of
sensors. We first build FSM models of the individual compo-
nents. These models account for both the normal and the faulty
behavior of the components. Consider, for example, a simple
HVAC system consisting of a pump, valve, and controller.
Fig. 1 depicts the component models for this system. Starting
from the component models and sensor maps, we then generate
a composite model which captures the interactions between
the components and also incorporates in it the sensor maps.
This composite model is the system G on which we perform
diagnostics.

We conclude this section on the system model with some
notation and the construction of the generator G’ that will be
used later.

1) Notation: The empty trace is denoted by €. Let 3 denote
the prefix-closure of any trace s € £*. We denote by L/s the
postlanguage of L after s, i.e.,

L/s={tex*|steL}. )]

We define the projection P:3* — %7 in the usual manner
(17]

Ple) =«
Plo)=c if o€k,
Plo)=€¢ if o€,

P(sc)=P(s)P(oc)s€ %", oceX. 4)

Thus, P simply “erases” the unobservable events in a trace.
The inverse projection operator P, ! is defined as

P (y) = {s € L: P(s) = y}. )
Let sy denote the final event of trace s. We define

‘I’(Eﬁ)z{saf ELZO’f€2ﬂ} (6)
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START_PUMP, STOP_PUMP

Fig. 1. Component models for a simple HVAC system.

ie., ¥(Xy;) denotes the set of all traces of L that end in a
failure event belonging to the class Xf;. Consider o € X and
s € X*. We use the notation o € s to denote the fact that o is
an event in the trace s. With slight abuse of notation, we write
Yt; € s to denote the fact that oy € 5 for some o5 € Xy,
or, formally, 3N () # 0.

We define

X, = {zo} U {z € X:zhas an observable event into it}.

)

Let L(G, z) denote the set of all traces that originate from
state z of G. We define

LG, z)={s€ L(G,z):s=uo, u € Uy, 0 € L.} (8)
and
L, (G, z)={s € L,(G, z):5; = o}. )

L,(G, z) denotes the set of all traces that originate from state
x and end at the first observable event. L, (G, z) denotes those
traces in L,(G, x) that end with the particular observable
event o.

2) The Generator G': In the following sections, we will
need to use a specially constructed generator G’ of the
language

P(L) = {t:t = P(s) for some

seL). (10

G’ will in general be nondeterministic, and it is constructed
as follows

G = (X,, T, b, To) (11
where X, ¥,, and z, are as defined previously. The transition

relation of G’ is given by 8o C (X, x ¥ x X,,) and is defined
as follows

(z,0,7') € b

if 6(z,s) =2z forsome s¢€ L,(G, ). (12)
1t is straightforward to verify that L(G') = P(L). Figs. 4-6
illustrate the construction of G’ from G for three different

systems.

B. Approaches to Defining Diagnosability

We are now ready to define the notion of diagnosability.
Roughly speaking, a language L is diagnosable if it is possible
to detect with a finite delay occurrences of failures of any
type using the record of observed events. We now present
two definitions of diagnosability, with the first definition more
stringent than the second. We shall henceforth refer to the
first notion as diagnosability and to the second one as I-
diagnosability.

1) Diagnosability: Formally, we define diagnosability as
follows.
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Fig. 2. Example of a system with multiple failures.

Definition 1: A prefix-closed and live language L is said
to be diagnosable with respect to the projection P and with
respect to the partition IT; on X if the following holds

(Vie ;) @3n; € N)Vs € U(S5)|(Vt € L/s)
(Il > n; = D]

where the diagnosability condition D is
w € PEI[P(St)] = Eﬁ € w.

The above definition of diagnosability means the following.
Let s be any trace generated by the system that ends in a
failure event from the set ¥¢;, and let ¢ be any sufficiently
long continuation of s. Condition D then requires that every
trace belonging to the language that produces the same record
of observable events as the trace st should contain in it
a failure event from the set Y g;. This implies that along
every continuation ¢ of s one can detect the occurrence
of a failure of the type F; with a finite delay, specifically
in at most n; transitions of the system after s. Alternately
speaking, diagnosability requires that every failure event leads
to observations distinct enough to enable unique identification
of the failure type with a finite delay.

The case of multiple failures from the same set of the
partition deserves special attention. When more than one
failure of the same type, say, F;, occurs along a trace s of
L, the above definition of diagnosability does not require that
each of these occurrences be detected. It suffices to be able
to conclude, within finitely many events after the occurrence
of the first failure, that along s, a failure from the set Xy;
happened. In later sections we shall see how this feature
distinguishes the case of possible multiple failures from the
case of no multiple failures from any set of the partition.

We illustrate by a simple example the above notion of di-
agnosability. Consider the system represented in Fig. 2. Here,
a, B, 7, and é are observable events, o, is an unobservable
event while o1, 0s2, and o3 represent failure events. Let
the initial state x of the system be state 1. If one chooses the
panition Ef] = {Ufl, Ufz} and Efz = {U_f3}, i.e., it is not
required to distinguish between failures 051 and o9, then the
above system is diagnosable with n; = 2 and ny = 1. On the
other hand, if the partition is £4y = {051}, Xf2 = {042}, and
Et3 = {os3}, then the system is not diagnosable since it is
not possible to deduce the occurrence of failure os.

2) I-Diagnosability: The preceding definition of diagnos-
ability requires condition D to hold for all traces of L
containing a failure event. We now propose a relaxed definition
of diagnosability (termed I-diagnosability) that requires the
diagnosability condition D to hold not for all traces containing
a failure event, but only for those in which the failure event
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is followed by certain indicator observable events associated
with every failure type. This modification is motivated by
the following physical consideration. Consider, for example,
an HVAC system with a controller unit. In normal mode of
operation, the controller responds by issuing the command
“open valve” whenever it senses a heating load on the system.
Likewise, it issues the command “close valve” when the load
is removed. Assume that when the controller fails, it does
not sense the presence of any load on the system and hence
does not issue any commands to the valve. Suppose that during
operation, the controller does fail, and suppose further that it is
possible for the system to execute an arbitrarily long sequence
of events, which does not involve any of the valve commands.
Under such conditions, it is obvious that one cannot diagnose
any failure of the valve. Such a system is considered not
diagnosable according to the previous definition. In the case
of the modified definition, we associate as indicator events,
“open valve” and “close valve,” respectively, with the valve
failure events, “stuck-closed” and “stuck-open,” and require
the system to execute the “open valve” event or the “close
valve” event before deciding on its diagnosability. The sys-
tem is considered diagnosable if after the execution of the
corresponding indicator events it is possible to detect valve
failures, while it is termed not diagnosable if even after the
indicator event is executed the corresponding valve failure
remains undetectable. To summarize, I-diagnosability requires
detection of failures only after the occurrence of an indicator
event corresponding to the failure.

We first associate to every failure event in ¥ ; one or more
observable indicator events. Let Y; C X, denote the set of
indicator events, and let I;: £y — 2% denote the indicator
map. Next we choose a partition II¢ on X such that

i€l
as before, with the additional constraint that for each ¢ =
1,---,m
of1, 0g2 € Bgi = If(og1) = If(of2)
and define
I(Zy5i) = Ig(oy) 13

We now have a set of observable indicator events I(Xy;)
associated with each failure type F;. (See [20] for more details
on the choice of indicator events for physical systems.)
We now propose the following definition of I-diagnosability.
Definition 2: A prefix-closed and live language L is said to
be I-diagnosable with respect to the projection P, the partition
Iy on Xy, and the indicator map [ if the following holds

(Vi € Hf)(ﬂ n; € ]N)(VS € \IJ(Zﬁ)
(Vt1t2 € L/s:3t1 € \IJ[I(Efl)]) [||t2|| >n; = D]

where the diagnosability condition D is

for any oy € Efi-

w € PZI[P(Stth)] =Y €w.

Note that W[I(Xy;)] denotes the set of all traces of L that
end in an observable event from the set I(Xy;). Therefore, in
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the case of the I-diagnosability, we require that occurrences of
failure events of the type F; should be detected in at most n;
transitions of the system after the occurrence of an indicator
event from the set I(X¢;).

Consider the system represented in Fig. 2. Suppose that
the indicator events are chosen as follows: I(Xs1) = {v},
I(349) = {6}, and I(EZs3) = {6}. Let the desired partition be
Efl b {Ufl}, Efz = {Jfg}, and Zf;} = {G‘fg}. This system
is I-diagnosable with n; = 0 and n3 = 0. It is to be noted
that although it is not possible to deduce the occurrence of
failure o9, the indicator event corresponding to o9, i€., &
does not follow this failure event and hence the diagnosability
condition is not violated.

C. Comparison with Related Work

Partial observation problems in DES’s have been investi-
gated by several researchers. While the problem of diagnos-
ability itself has not been studied in detail, the related notions
of observability, observability with delay, and invertibility
have been the subject of several papers, among them [3], [4],
and [12]-[16]. Though closely related to these other problems,
diagnosability s a distinetly different notion for the following
reasons: partitioning of the failure events, need to identify
every failure type with a finite delay, possibility of multiple
failures, possible presence of unobservable events other than
the failure events, no requirement of diagnosis or detection
during normal system operation, and absence of “locking-on”
phenomenon (explained below). In this section, we first discuss
other approaches to diagnosability that have been proposed in
recent DES literature [2], [10]. Afterward, we discuss briefly
the differences between diagnosability and the other notions
mentioned above.

1) Other Approaches to Diagnosability: Lin, in [10] (also
see [11]), proposes a state-based approach to diagnosability.
He assumes partial state information available via an output
function. He addresses separately the problems of off-line
and on-line diagnosis. In off-line diagnosis, the system to be
diagnosed is not in normal operation and can be thought of
as being in a “test-bed.” The diagnostic procedure involves
issuing a sequence of test commands, observing the resulting
outputs, and drawing inferences on the set of possible states
the system could be in. The off-line diagnosis problem can
be considered equivalent to the problem of “verification.” In
on-line diagnosis, the system is assumed to be in normal
operation. The goal of diagnostics, as before, is to issue a
sequence of commands and identify uniquely, up to a partition,
the state of the system. Unlike the case of off-line diagnosis,
however, one now has to account for the possible occurrences
of other uncontrollable events during the diagnostic process.
The author gives an algorithm for computing a diagnostic
control or a sequence of test commands for diagnosing system
failures. This algorithm is guaranteed to converge if the system
is indeed on-line diagnosable.

In [2], Bavishi and Chong study extensions of the above
work. In particular, they consider testability of DES’s (which
is equivalent to the off-line diagnosability problem studied in
[10]) and present algorithms i) for determining the optimal set
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of sensors which would ensure testability of a given system
and ii) given a fixed set of sensors, for determining the infimal
partition of the state space, with respect to which the system
is testable.

2) Related Notions in DES’s:

Language Observability: Lin and Wonham study in [12]
the supervisory control problem with partial event observa-
tions. They introduce a language-based definition of observ-
ability and state conditions for the existence of a solution to
the supervisory control problem in terms of observability and
controllability of languages. The control problem addressed
there does not require explicit determination of the occurrences
of unobservable events or identification of the system state.
Thus, the notion of observability introduced there is different
from the problem of diagnosability.

Observability of State Machines: In his paper on observ-
ability of DES’s [16], Ramadge explicitly addresses the prob-
lem of state identification for discrete-event systems. In his
framework, the system is modeled by a nondeterministic
automaton with full event observability and partial state ob-
servability via an output map defined on the states (as in a
Moore automaton). The problem is to reconstruct exactly the
state of the system after the occurrence of every event. The
motivation for the observability problem addressed there is
an observer-state feedback approach to controller synthesis.
The work in [16] is set in a different framework and is
incomparable with the diagnosability problem studied here.

Ozveren and Willsky adopt in [13] a slightly different notion
of observability from that of Ramadge. They assume a partial
event observation model with no direct state observations. A
system is termed observable if, using a record of observable
events, it is possible to determine the current state exactly
at intermittent (but not necessarily fixed) points in time,
separated by a bounded number of events. An observer is
a DES which produces estimates of the state of the system
after the occurrence of every observable event. In [13], the
authors also address the problem of observability with delay.
A system is said to be observable with delay, if, at intermittent
points in time, it is possible to have perfect knowledge not
of the current state of the system but of the state some
finite number of transitions into the past. In our framework,
diagnosability is posed as an event detection problem. When
viewed as a problem of state identification, diagnosability
is a stronger notion than observability with delay since the
former requires that every failure state should be identifiable
uniquely (up to a partition). In contrast, in [13], there is no
notion of a particular state or set of states being observable.
A system is observable (or observable with delay) as long as
there exists at least one state which is uniquely identifiable at
intermittent points in time. On the other hand, diagnosability
only requires that the failure states be identifiable with finite
delay; there are no similar requirements on the normal states.
Thus, a system could execute arbitrarily long sequences of
events, while in normal (failure-less) operation, with no single
state being uniquely determinable even with delay. Further,
a system could fail to be observable (with or without delay)
if in the post-failure operation, there exists no state that is
uniquely identifiable. This system could still be diagnosable,
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however, since we require unique identification not of every
failure state but only of every set of the partition. See Appendix
A of this paper for examples illustrating differences between
diagnosability and observability with delay.

In [3], Caines et al. study the state estimation problem for
partially observed automata. The system is modeled as input-
state-output automaton with partial state information available
via an output function. A state output automaton is taken to
be a special case of the above automaton where the input set
is a singleton. They address the problems of initial state ob-
servability and current state observability using two different
kinds of observers: classical dynamical observers and logic-
based dynamical observers. The classical dynamic observer is
a finite state automaton which takes for its input the observed
system behavior, namely, the sequence of input—output pairs,
and generates a sequence of state estimates (either of the initial
state or of the current state). The logic-based observer, on the
other hand, is a logic-based dynamical system built in the
framework of predicate calculus. This observer generates a
sequence of logic propositions which describe the properties
of the system. An interesting feature of these logic-based
observers is their adaptability to changes in the system model.
Observability as studied in [3] and observability as discussed
in [16] and [13] differ in the following important aspect. In [3],
the authors assume that once the current state of the system
is determined, then it is known for all future time, i.e., once
the observer estimate converges to the true state of the system,
it will thenceforth stay locked on and will always provide the
correct system state as its output, for all observed input-output
behavior.

Invertibility: In [14], Ozveren and Willsky introduce the
concept of invertibility which is closely related to the problem
of diagnosability. A language is said to be invertible if, at
any time, using knowledge of the observed event sequence
up to that time, we can reconstruct the full event sequence
(corresponding to this observed sequence) up to a finite,
bounded number of events in the past. Invertibility is a stronger
notion than diagnosability. For a system to be diagnosable, we
do not require reconstruction of entire event sequences; we
are interested in identifying the occurrence of specific failure
events only. Further, when the failure events are partitioned
into sets, one is interested only in identifying if one of
a set of events has happened. Also, as mentioned before,
in the case of multiple failures from the same set of the
partition, diagnosability does not require detection of every
single occurrence of these failures; it is enough to be able
to conclude that a failure event from that set has occurred
at least once. Hence, a system that is diagnosable could be
noninvertible. We present in Appendix A an example of a
noninvertible system which is diagnosable.

The problem of eventual invertibility of timed DES’s mod-
eled by generalized semi-Markov schemes is addressed by
Park and Chong in [15]. In this modeling framework, the
timed behavior of a system is described by an automaton in
conjunction with a set of event lifetimes. Partial state as well
as partial event information is assumed available. In addition,
all transition firing times are assumed to be observable. The
problem of eventual invertibility is to determine from observa-
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tions of events, states, and transition epochs, the corresponding
event lifetimes up to a finite time in the past. The authors
establish in [15] the equivalence between the problem of
extracting event lifetimes and that of constructing the event
trajectory from observations of the system behavior.

This concludes the comparison of our notion of diagnos-
ability with other related notions that have appeared in the
literature.

III. THE DIAGNOSER

We now introduce the diagnoser which is an FSM built
from the system model G. This machine is used to perform
diagnostics when it observes on-line the behavior of G.
The diagnoser is also used to state necessary and sufficient
conditions for diagnosability. While the ‘“basic” diagnoser
presented in this section is adequate for the purpose of
diagnosis, additional modifications as presented in Section
IV are necessary to test for diagnosability. In this section
we present the construction procedure of the diagnoser. On-
line diagnosis of failures in diagnosable systems using this
diagnoser is discussed in Section V.

Construction: 'We define the set of failure labels Ay =
{Fy, F, --- F,,,;} where |II§| = m and the complete set of
possible labels

A = {N}uz{asviary (14)

Here N is to be interpreted as meaning “normal,” A as
meaning “ambiguous” (to be explained shortly), and F;, 7 €
{1,--<,m} as meaning that a failure of the type F, has
occurred. Recall from Section II-A-1) the definition of X,
and define

Qo — 2X(,><A' (15)
The diagnoser for G is the FSM
Ga = (Qa; o, 645 ) (16)

where Qq4, o, 64, and gp have the usual interpretation. The
initial state of the diagnoser g is defined to be {(xp, {N})}.
The transition function §; of the diagnoser is constructed as
explained below. The state space (04 is the resulting subset of
Q, composed of the states of the diagnoser that are reachable
from go under 64. Since the state space Q4 of the diagnoser
is a subset of Q,, a state ¢q; of G4 is of the form

qd = {(zla £1), oy (@, ln)}

where z; € X, and 4; € A, ie., £; is of the form £, =
{N}, li = {A}, éi = {FilFiw'“,Fik}, or gi = {A,F’i1
F;,,---,F;,} where in the last two cases {1, é2,--,ix} C
{1,2,“',7’1}‘

An observer for G (see [13]) gives estimates of the current
state of the system after the occurrence of every observable
event. The diagnoser (G4 can be thought of as an extended
observer where we append to every state estimate a label of
the form mentioned above. The labels attached to the state
estimates carry failure information and failures are diagnosed
by checking these labels. We assume the system G is normal
to start with, hence we define ¢o = {(z,, {N})}.
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Before defining the transition function 64 of the diagnoser,
we define the following three functions: the label propagation
function LP, the range function R, and the label correction
function LC.

Definition 3: The label propagation function LP: X, x A x
¥ = Al

Given z € X,, £ € A, and s € L,(G, z), LP propagates
the label £ over s, starting from z and following the dynamics
of G, i.e., according to L(G, x). It is defined as follows

LP(z, ¢, s) =
{N} if £ = {N}AVi[Zy; ¢ 5]

{4} if £ = {A}AVi[Ss ¢ 5]
Fi:F;€efVv X, €s} otherwise.
f

Definition 4: The range function R:Q, x ¥, — @, is
defined as follows

R(qv 0) = U U

(z.8)€q s€L, (G, )

{(§(x, s5), LP(z, ¢, s))}.

Definition 5: The label correction function LC:Q, — Q,
is defined as follows

LC(q) ={(xz, ¢) € g:x appears only once in all
the pairs ing} U {(z, {A} UL N - Nly)
whenever 3 two or more pairs
(x, #i1), -+, (z, L) in gq}.

The use of the label correction function LC' and the label
A is explained as follows. The label acquired by any state
z along a trace s indicates the occurrence or otherwise of a
failure when the system moves along trace s and transitions
into state x. Suppose that there exist two pairs (z, £), (z, ¢)
in R(q, o) for some state ¢ of the diagnoser. Then this implies
that the state z could have resulted from a failure event of a
particular type, say F;, or not. Under this condition, we attach
the label A to z to denote the fact that there is an ambiguity. In
other words, the A label is to be interpreted as meaning “either
F;ornot F;” fori € {1, ---, m}. Itis to be noted here that we
do not distinguish between cases “F; or F;,” “F; or Fi,,” “N
or F;,” and so on. In all of these situations, we simply use the
label A. While this may lead to loss of information necessary
for determining diagnosability of a language, it is adequate
for the purpose of diagnosis to treat alike all cases mentioned
above. We will explain this in more detail in Sections IV and
V.

The transition function of the diagnoser 64: Q, X £, — Q,
is now defined as

g2 =ba(q, 0) & 2 = LC[R(q1, 0)] (amn
with o € eq4(q1) where
ealm)= |J {P(s):s€Lo(C )} (18)

(z,0)€qn

In words, e4(qy) is the active event set of G4 at ¢y, i.e., the
set of all possible transitions of the diagnoser at the state q;.
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To summarize, the diagnoser G4 is constructed as follows.
Let the current state of the diagnoser (i.e., the set of estimates
of the current state of GG with their corresponding labels) be
q1, and let the next observed event be o. The new state of the
diagnoser ¢o is computed following a three-step process:

1) For every state estimate z in g1, compute the reach due
to o, given by S(z, o) = {é(z, so) where s € £%_}.

2) Let ' € S(z, o) with §(z, so) = z’. Propagate the
label £ associated with z to the label ¢’ associated with
z’ according to the following rules:

a) If £ = {N} and s contains no failure events, then
the label ¢’ is also {N}.

b) If £ = {A} and s contains no failure events, then
the label ¢ is also {A}.

c) If £ = {A, F;} and s contains no failure events,
then the label ¢ is {F;}.

d) If £ = {N} or {A} and s contains failure events
from Xy;, S¢;, then ¢/ = {F;, F;}.

e) If £ = {F;, Fj} or {A, F;, F;} and s contains
failure events from Yy, then £ = {F;, F;, Fi}.

3) Let g be the set of all (z’, ¢') pairs computed following

Steps 1) and 2) above, for each (z, £) in ¢;. Replace by

(z', A, F;, F;) all (2, ), (2'. ¢") € go such that F;

and F; are components of both £ and ¢”. That is, if

the same state estimate x’ appears more than once in go

with different labels, we associate with =’ all common

components of these labels, and in addition, we attach

to = the ambiguous label A.

Note that in cases c), d), and e) above, we do not propagate
the A label from one state to the next. While this leads to a
reduction in the state space of the diagnoser, it leads to no loss
of information necessary for determining the diagnosability
properties of a language or for implementing diagnostics. The
reasons for this will become evident in the subsequent sections.

We now give a simple example illustrating the construction
of the diagnoser. Fig. 3 illustrates a system G and its diagnoser
Gg4. Here «, 3, v, 6, and o are observable events while
Ouo» Of1, 052, and oy are unobservable. Ly = {01}
and Egy = {042, 052 }. In all illustrations that follow, we
represent (x, £) pairs simply as z¢ for clarity. Also, the initial
state zg of G is chosen to be state 1.

Remark: In the above construction procedure we have
assumed knowledge of the initial state of the system, since the
diagnoser is assumed to run in parallel with the system from
the start of operation. It is to be noted that the above procedure
remains valid, however, even in the case of unknown initial
state.

IV. NECESSARY AND SUFFICIENT
CONDITIONS FOR DIAGNOSABILITY

In this section, we present necessary and sufficient condi-
tions for a language L to be diagnosable, followed by similar
conditions for L to be I-diagnosable. These conditions are
stated on the diagnoser G4 or variations thereof. To test for
these conditions, we use, in addition to the diagnoser, the
machine G’ introduced in Section II-A-2).
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Fig. 3. Example illustrating construction of the diagnoser Gg4.

A. Conditions for Diagnosability

We investigate separately the case of no multiple failures
of the same type and that of possible multiple failures of
the same type. The former corresponds to the situation where
along every trace s of L, no more than one failure from the
same set of the partition can occur; the latter corresponds to
the situation where it is possible to have multiple failures from
the same set of the partition occurring along any trace s. The
reason for the separate investigation of these two cases will
become apparent as we proceed.

1) The Case of No Multiple Failures:

Properties and Definitions of the Diagnoser: We now state
a few properties of the diagnoser that follow from its con-
struction. These properties and the definitions that follow will
be used subsequently to state and prove the conditions for
diagnosability.

P1) By construction, any z; € X, appears in at most one

pair (z;, £;) in any state of Q4.

P2) Let ¢ € Q4. Then

(1‘1,51), (.'112, 62)€q¢> 331,826.[/
such that

s1f, S25 € 8o, 0(xg, 81) = x1, 6(20, S2) = Z2
and

P(s1) = P(s2).

P3) Let q1, g2 € Q4 and s € X* such that (21, £1) € q1,
(-TQa Z2) € qo, 6(1"13 S) = T2, and 5d[q1a P(S)] = q2.
Then

(Fs ¢ )A(Agty) = Fi ¢ b

Property P3) above simply states that the failure labels F;
propagate from state to state, unless replaced by the A label
as a consequence of the label correction function LC'. Hence,
along any trace s of L, if a state z receives an F; label, every
successor 7' of z also carries the F; label, unless ambiguity
arises, in which case, z’ receives the A label. Also note that
if along a trace s € L, a state x carries the label N, then so
do all of its predecessors.

Definition 6:

1) A state ¢ € Qq is said to be Fj-certain if V(z, £) € g,

F; € L.
2) A state ¢ € Qg is said to be F;-uncertain if 3 (z, £),
(y, ¢') € g, such that F; € £ and F; ¢ ¢'.
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3) A state g € Qq is said to be ambiguous if 3 (z, £) € g,

such that A € ¢.

Note that in the above definition of an Fj-uncertain state,
z # y by Property P1). Also note that if a state g is not F;-
uncertain, it does not necessarily imply that g is F;-certain,
since a state ¢ € (4 such that V(z, £) € ¢, F; ¢ £ is neither
F’;-certain nor F;-uncertain. The following results are a direct
consequence of the construction of the diagnoser.

Lemma 1:

i) Let&4(qo, u) = q. If q is Fi-certain, then [V w € P} !(u)]

b)) fi € w.

ii) If a state ¢ € Q4 is Fj-uncertain, then 3s;, s; € L such
that: Xg; € s1, Bp; ¢ 52, P(s1) = P(s2), 84[g0, P(s1)]
= q, and §(zg, s1) # 6(zo, 52).

iii) If a state ¢ € Q4 is ambiguous, then Js;,s, € L and
di e Hf such that: Ef,, < 81, Eﬁ ¢ So, P(Sl) =
P(s3), b4[qo, P(s1)] = q. and 6(zq, s1) = 6(z0, $2)-

From the definition of an Fj-certain state and the above
lemma, it is obvious that if the current state of the diagnoser
is F;-certain, then we can conclude that a failure of the type
F; has occurred, regardless of what the current state of G
is. This is precisely the type of diagnosis that is addressed
in this paper. On the other hand, presence of an F;-uncertain
state in G4 corresponds to the situation where there are two
traces s; and so in L such that s; contains a failure event of
type F; while so does not and in addition, the traces s; and
s9 produce the same record of observable events. Whenever
the diagnoser hits an Fj-uncertain state, we conclude that a
failure of the type F; may have occurred but it is not possible
to ascertain from the observed event sequence up to that point
whether the failure has indeed occurred. Finally, the presence
of an ambiguous state in G4 corresponds to the situation where
there are two traces s; and so in L such that the set of all
possible continuations of sy in L is the same as that of s,,
s1 contains a failure event of a particular type, say F;, while
s9 does not, and in addition the traces s; and sy produce the
same record of observable events. We shall henceforth refer
to such traces as F; -ambiguous traces.

Definition 7: A set of states x1, x2, ---, , € X is said to
formacyclein Gif3s € L(G, z;) suchthat s = o109 --- 0
and 6(z;, 07) = Z41ymodn: L = 1,2, -+, n.

The following definition of an Fj-indeterminate cycle is
based upon examination of cycles in G4 and G'.

Definition 8: A set of F;-uncertain states q;, ¢2, - - -
(24 is said to form an Fj-indeterminate cycle if

1) q1, g2, -

7an

-, qn form a cycle in G4 with 64(qi, o) =

Qiv1: 0 =1, -+, n=1,64(qn, on) = q1, Where 5; € ¥,
I=1,.--,n, and

2) 3 ) L ) eql=1,-- n k=1, m,
and 7 = 1, ---, m’ such that

a) F, € ¢F, F; ¢ f7 for all [, k, and ;

b) The sequences of states {zf}, I =1,---,n, k =
1,---,mand {7}, l=1,---,n,7=1,---, m
form cycles in G’ with
(rf,al,:cﬁ“))eécr, l=1--,n-1,

k=1, m,.

1563

(28, o, e €6, k=1,---,m—1
and
(CL‘Z, On, -'E%) S 66‘!
and
(y;‘y Ul-,yzll+1))6(sc/, Il=1,--,n-1,
r= 1’ Y m,7
(Uns Ons ?II-H)E(SG/7 r=1,..-,m' -1
and

(y;n y On, y%) €dgr.

In other words, an F;-indeterminate cycle in Gy is a cycle
composed exclusively of Fj-uncertain states for which there
exist:

1) A corresponding cycle (of observable events) in G’
involving only states that carry F; in their labels in the
cycle in Gy (this is the sequence {zF}) and

2) A cormresponding cycle (of observable events) in G’
involving only states that do not carry F; in their labels
in the cycle in Gy (this is the sequence {y]}).

Observe that in the above definition,  and m’ denote the
number of times the cycle q1, g2, - -+, gn in G4 is completed
before the cycle in G’ is completed, i.e., nm and nm’ are the
cycle lengths in G’ for {zF} and {y]}, respectively.

An Fj-indeterminate cycle in G4 indicates the presence in
L of two traces s; and s, of arbitrarily long length, such that
they both have the same observable projection, and s; contains
a failure event from the set ¥ ; while s, does not. The notion
of an F;-indeterminate cycle is the most crucial element in
the development of necessary and sufficient conditions for
diagnosability. We now present examples to better illustrate
this notion.

Figs. 4 and 5 depict two different systems and their cor-
responding diagnosers. The diagnoser in Fig. 4 has a cycle
of F-uncertain states, with the corresponding event sequence
p~yé. Corresponding to this cycle in the diagnoser, there are
two cycles in the state machine G’: the first involves states 3-5
which appear with an F label in the cycle in the diagnoser
and the second involves states 7, 11, and 12 which carry a N
label in the cycle in the diagnoser. Thus the cycle in Gy is a
Fi-indeterminate cycle with m = m’ = 1, 1 = 3, 2} = 4,
zd = 5, and y§ = 7, y3 = 11, y} = 12. The diagnoser
in Fig. 5 also has a cycle of Fj-uncertain states. In fact, on
closer inspection, one sees that the diagnosers of the systems
in Figs. 4 and 5 are identical. This time the cycle is not F;-
indeterminate, however, as there is no corresponding cycle in
@’ involving states that carry the F label in the cycle in G4,
namely states 3-5, 9, and 10.

In the above examples, the cycle in G4 corresponds directly
to a cycle in G, in the sense that the loop in G’ is completed
with just one completion of the loop in the diagnoser G,
ie, m = m’ = 1. We now give an example of a system
where more than one traversal of the loop in G is required to
complete the loop in G In Fig. 6, the set {z¥} in Definition 8
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Fig. 4. Example of a system with an Fj-indeterminate cycle in its diagnoser Gq.

THE DIAGNOSER G4

Fig. 5. Example of a system with a cycle of Fj-uncertain states in its diagnoser Gy.
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THE DIAGNOSER G,

Fig. 6. Another example of a system with an F-indeterminate cycle in its diagnoser.

is {3, 4} while the set {y]'} is {5, 6, 8, 9} (or, {8, 9, 5, 6}). We are now ready to state the necessary and sufficient
Here m = 1 and m' = 2. conditions for diagnosability in the case of no multiple failures.
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Necessary and Sufficient Conditions:

Theorem 1: A language L without multiple failures of the
same type is diagnosable if and only if its diagnoser Gy
satisfies the following two conditions:

C1) There are no F;-indeterminate cycles in Gg4, for all

failure types F;.
C2) No state ¢ € Qg is ambiguous.
Proof:

Necessity: We first prove that if L is diagnosable, then
it satisfies Condition C1). By contradiction, assume there
exist states qq, g2, -+, @ € Qg such that they form an
F;-indeterminate cycle and let 84(gi, 0;) = (it1)modn- Let
(zk, 28, (7, Z{) eq,l=1---,n, k=1 --,m, and
r=1, -, m’ form corresponding cycles in G’ with F; € £F,
F; ¢ /7. Then we have

8(zf, skay) :xl(“H_l), I=1,...,n-1,
k=1,---,m,
(S(Qfﬁ, sﬁan) _‘TJIC-H k= L,m-1,

6(x™, sMo,) =z}

and
6y, 5100) =¥gny I=1, - n—1,
r = 1, teey m”
(5(y:1,.§;0'n):y;+1’ r=1, ---,m'—l
and
6(y;n” gzz Un) =:I]}
where
m, m' € N, sF € L(G, =), 5] € L(G, y])
and

sf, ] EXy,.

Since (z!, £1), (v}, £}) € qi, 350, 30 € L such that 6(zo,
s) = 1, (0. 50) = y} and P(sg) = P(3o) from Property
P2). Further, since F} € ¢1, then y; € so and since F; ¢ ¢7,
we have that S¢; ¢ S0 and Xy; ¢ 3] for all [, 7.

Consider the two traces

w=so(stoisiay - sLonsorsioy -

2 m m m km/
$.0p - ST'O185 0 « <+ 8t Op)

w =§0(.§%01.§%0’2 e 5,110’n.§%0'1§302 e
=2 m' _ am/ m’ km
§oop - ST 0185 09 -+ B0 0,)

for arbitrarily large k. We have that w, @ € L, P(w) = P(&)
= P(s)(0109 -+~ 3,)*™™ and B¢, € w while Ty, ¢ &. Let
s € o be such that s € ¥(Xy;), and let t € L/s be such
that w = st. By choosing k to be arbitrarily large, we can get
||t|| > n for any given n € IN. Thus, we have & € P} [P(st)]
and ; ¢ w. Therefore, the chosen s violates the definition
of diagnosability for F;. Hence L is not diagnosable.

We now prove that if L is diagnosable, then it satisfies
Condition C2). By contradiction, let ¢ € Q4 be ambiguous.
Then for some ¢ € Ilf, 3 F;-ambiguous traces s;, s; € L
satisfying Lemma 1-iii). Let 6(zo, $1) = x. Since §(zo, $1) =
8(xo, 82), t € Ljsy iff t € L/sy. Since, by assumption,
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multiple failures from the same set of the partition do not
occur, and since Xy; € s;, Sy, ¢ t Vt € L/s;. Hence,
st € PrY[P(s1t)] and Ef; ¢ sot Vt € L/s1. Choosing
s = s1 and w = sot, we see that Definition 1 is violated and
L is not diagnosable.

Sufficiency: Assume that the diagnoser G4 for L satisfies
Conditions C1) and C2). Pick any s € L and any F; such
that s € U(Xy;) and let §(zo, s) = x. Pick any t; € L,
(G, z). From Assumption A2) of a finite bound n, on the
length any sequence of unobservable events in L, ||t1|| <
no. Let 6(zg, st1) = 1 and correspondingly in G, let
84lgo, P(st1)] = ¢:. Since Ly; € sty, and since we assume
that there are no ambiguous states in G4, we have (21, £1) € 1
with F; € {;.

We now have two distinct cases to consider: I) ¢y is F;-
certain and II) ¢; is F;-uncertain.

Case I: Suppose q; is F;-certain. Then, by Lemma 1-i)

(Vw € PLP(sty)]) Zpi € w.

Hence L is diagnosable for F; with n; = n,. Since this is true
for any F;, L is diagnosable.

Case II: Suppose g, is F;-uncertain. Consider any (z, £) €
q1 such that F; € /. We shall then refer to z as an “z-state” of
q1. Likewise, if (2, £') € ¢; such that F; ¢ ¢, then we shall
denote 2’ as a “y-state” of gq;. We have assumed that there
are no F;-indeterminate cycles in G4. Recalling the definition
of an F;-indeterminate cycle, this assumption means that one
of the following is true: i) there are no cycles of F;-uncertain
states in G4, or ii) there exists one or more cycles of F;-
uncertain states ¢, ¢z, ‘- * , ¢ in G4 but corresponding to any
such cycle in Gy, there do not exist two sequences {z¥} and
{97}, 1 =1,---,n, and k, 7 € IN such that both of these
form cycles in G’, where the sequence {zF} is composed
of “z-states” of ¢;, and the sequence {y]} is composed of
“y-states” of ¢, 1 =1, ---, n.

Case i): Suppose that there are no cycles of F;-uncertain
states in GG4. Then this implies that every F;-uncertain state
should lead to an Fj-certain state in a bounded number of
transitions by Condition C2) and by Property P3) of label
propagation.

Case ii): Suppose that there exists a cycle of Fj-uncertain
states qi, g2, -+, gn in Gq4 as in ii) above. We now show that
whenever a failure happens, i.e., when the true state of the
system is an “z-state,” it is not possible to loop for arbitrarily
long in this cycle in G4 and thereby never detect the failure.

Pick any “y-state” y; € g;, and let the corresponding label
be ¢;. Since F; ¢ {;, the pair (y:, /) € ¢ could only have
resulted from a pair (y;—1, 171_1) € qu—1 such that F; ¢ 04
and not from any (z;-1, {4—1) € q—1 where F; € £;_4,
because of Condition C2) and Property P3). That is, the “y-
state” y; cannot be a successor of any “z-state” z;_; along
the corresponding trace in G’. Thus, by backward induction,
we can always build a cycle of states in G’ involving some
or all of the “y-states” of ¢;, [ = 1, - --, n. These “y-states”
then constitute the sequence {y] }. But since the cycle of Fj-
uncertain states ¢, qa, -+, ¢ 1S not F;-indeterminate, there
cannot be a corresponding cycle in G’ involving the “z-states”
of g, i.e., there cannot exist a sequence {z¥} of “z-states”



1566

that form a cycle in G'. Hence, if we pick any “z-state” z; in
any state ¢; in the cycle in Gy, then a sufficiently long trace
p € L(G, ;) [guaranteed by the liveness Assumption Al)]
will leave the cycle of F;-uncertain states. Specifically, let I*
be the number of “z-states” in any ¢;, { = 1, ---, n. Then,
we can stay in the cycle formed by states ¢, ga, -+, q, for
as long as Y, I® transitions of G, before leaving it. Since
this is true for any cycle of F;-uncertain states in G4, we can
conclude that we will eventually hit an F;-certain state from g;.

Therefore, for both situations i) and ii), we conclude that
Vts € L(G, z1) of sufficiently long length, 64(q1, P(t2)] =
84lqo, P(stita)] = go is Fi-certain. Let i = ¢1¢5. We conclude
that 3n; € IN such that Vi € L/s

1t} > ni = (Yw € PLUP(st)]) B € w.

Hence L is diagnosable. Further, we can obtain a bound on n;,
Vi € IIf as follows. First, recall that ||t1|| < n,. Next, define

>

¢€Qa: ¢1S Fi-uncertain

C;, = #x-states in q. (19)

Finally, recall that at most n, unobservable events can occur
between any two observable events in L. Hence we have that

n; < Ci X ng + Ny (20)

Q.E.D.
It follows from the above proof that Conditions C1) and
C2), together with the liveness assumption on L, imply that if
L is indeed diagnosable, then every F;-uncertain state leads to
an F;-certain state in a bounded number of transitions of the
diagnoser. We now have the following important corollary.
Corollary 1: Consider a prefix-closed and live language
L. Let X¢;, 4+ = 1,2, ---, m denote disjoint sets of failure
events in X. Assume that multiple failures of the same type
do not occur in the traces in L. If L is diagnosable with delay
n; corresponding to failure type F;, then the diagnoser Gy
transitions into an Fj-certain state in at most n; + n, events
of L following the occurrence of a failure event of type F;.
Proof: Let L be diagnosable with delay n; corresponding
to failure type F;. From the proof of sufficiency of Conditions
Cl) and C2) of Theorem 1, it is obvious that every trace of
L containing a failure event of type F; leads to an F;-certain
state of the diagnoser in a bounded number of transitions. We
now show that this happens in at most n;+n, transitions of the
system following the failure event. Consider any s € ¥(Z;),
and consider any ¢ € L/s such that [[¢|| > n,. Since L is
diagnosable with delay n;, we have that (Vw € P;'[P(st)]),
Ys; € w. First suppose that ¢y € X,. It follows then from
the construction of the diagnoser G4 that §4[qo, P(st)] is Fj-
certain. Next suppose that ¢t; ¢ %,. Since the state of the
diagnoser G4 corresponding to the trace st is defined only
after the occurrence of the first observable event following
st, and since the length of any sequence of unobservable
events in L is bounded by n,, we have that Vo € L: (v =
stuo,)(u € B} Mo, € X5), |luo,|l < n, and 84]go, P(v)] is
F;-certain. Q.E.D.
Recall the systems represented in Figs. 4 and 5. In both
of these systems multiple failures of the same type do not

IEEE TRANSACTIONS ON AUTOMATIC CONTROL, VOL. 40, NO. 9, SEPTEMBER 1995

occur along any trace. The diagnoser corresponding to the
system in Fig. 5 does not have any F;-indeterminate cycle
or ambiguous states, and hence this system is diagnosable.
The bound on the delay n; for this system is calculated from
(20) to be six; inspection of the system reveals that the actual
value of n, = 6. Inspection of the diagnoser shows that the
detection delay for this system is also six. (Here, ny+n, = 7.)
The system represented in Fig. 4 is not diagnosable since the
diagnoser G4 for this system contains an Fj-indeterminate
cycle as explained earlier. Fig. 3 represents another system
that is not diagnosable. This again is an example of a system
in which multiple failures are not possible; inspection of the
diagnoser for this system reveals the presence of an ambiguous
state.

Remark: One could interpret Conditions C1) and C2) of
Theorem 1 as generalizations to the case of diagnosability of
Ozveren and Willsky’s conditions for invertibility stated in
[14].

2) The Case of Multiple Failures: We now consider the
case of possible multiple failures from the same set of the
partition. First, recall that when more than one failure event
of the same failure type occurs along any trace of the system,
our definition of diagnosability does not require that all of
these events be detected. We only require that it be possible
to conclude with finite delay (after the first occurrence of a
failure) that a failure event of that type happened. This is what
distinguishes the case of multiple failures from the case of no
multiple failures and leads to the following consequences on
the diagnosability of a language.

In the case of no multiple failures discussed in the last
section, we saw that a necessary condition for L to be
diagnosable is that no state of (4 is ambiguous. In other
words, L should contain no two F;-ambiguous traces Vi € Il¢.
Such a requirement is not necessary when we allow for the
possibility of multiple failures. Recall from Lemma 1-iii)
that any two F;-ambiguous traces s; and s, produce the
same record of observable events and, in addition, share the
same future behavior. Thus, no future observations can help
identify which of the two traces was actually executed by the
system. If every trace in the post-language of these ambiguous
traces contains failure events of the same type that caused the
ambiguity, namely, failures from the set Xy; occurring in a
bounded number of transitions of the system following the
first occurrence of the failure, and if it were possible to detect
with finite delay the occurrence of these failures, the language
L would still satisfy our condition of diagnosability. Hence,
presence of two ambiguous traces does not necessarily imply
that L is not diagnosable. To determine in the case of multiple
failures if L is indeed diagnosable, one needs to record what
failure types caused the ambiguity and test if these failure types
reappear. For these reasons, the “basic” diagnoser introduced
in Section III is not adequate for checking diagnosability of
a language in which multiple failures of the same type are
possible. In this regard, we now introduce some modifications
to the diagnoser G4 of Section III.

First define the new set of possible labels

A™ = [N} u2ds @
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(as opposed to {N} U 2{24s9{A}} in the previous case). The
modified diagnoser for G is the FSM
Gl = (@77, %0, 877, @) (22)
Here qo = {(z0, {N})} as before, and the label propagation
function LP™/, the range function R, the transition function
6;"f , and the state space Q;nf of G;”f are defined as follows.
Definition 9: The label propagation function LP™f: X, x
AT x B — A™S
Given ¢ € X,,¢{ € A™, and s € L,(G, z), Lpmf
propagates the label £ over s, starting from z and following
the dynamics of G, i.e., according to L(G, z). It is defined by

LP™ (z,¢,5) =
{N} if£={N}AVi[Zs ¢ s]
{F;:F; € £V Xy € s} otherwise.

The range function R:Q, X ¥, — @, is the same as before
but with the new LP™f

R(g.o)= |J

(x,€)€q s€L,(G,z)

{(8(x, s), LP™(z, £, s))}.

The label correction function LC, which assigns the A label,
is now dropped.

The transition function 6;”f 1Q, X B, — @, is now defined
as

0 = 87 (q1, 0) & @2 = R(a1, 0) (23)

with o € e4(¢1) defined as before. The state space Q;"f is the
resulting subset of (), composed of the states of the diagnoser
that are reachable from g, under the transition function 6;'”' .

Properties and Definitions of G;"f : We now restate some
of the properties of the diagnoser and the definitions of Section
IV-A-1) taking into account the modifications discussed above.
Note that we have now dropped the label correction function
LC. Therefore, Property P1) no longer holds, i.e., there may
exist ¢ € Qg such that (z, £), (z, #') € q with £ # ¢'. Property
P2) remains true for the case of multiple failures. Property P3)
is restated as follows.

P3)-MF): Letqi, q¢2 € Q4 and s € ¥* such that (z1, 1) €
q1, (.’L‘g, Zz) € qa, 6(1’1, S) = x9, and é‘d[ql, P(S)] = q2. Then

Property P3)-MF) simply states that the failure labels F;
propagate from state to state and if along any trace s of L
a state z receives an F; label, then every successor z’ of =
also carries the F; label.

The definition of an F;-certain state holds as before, and the
definition of an ambiguous state is now irrelevant. We add to
the definitions of an F;-uncertain state and an F;-indeterminate
cycle, respectively, the qualifiers “2 not necessarily distinct
from y” and “x{“ not necessarily distinct from y].” Therefore,
states ¢ € ()4 that were ambiguous in the case of no multiple
failures are now F;-uncertain states.

Lemma 1 is restated as follows.
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Lemma 2:

i) Let 64(go, u) = ¢q. If ¢ is Fj-certain, then (Vw €
Pil(w) S5 € w.

ii) If a state ¢ € Q)4 is F;-uncertain, then this implies that
51, 82 € L such that X¢; € s1, Zp; ¢ s2, P(s1)
= P(s3), and é4[qo, P(s1)] = ¢.

The proof of the above lemma is obvious by the construction
of the diagnoser def . Note that Lemma 1-ii) and 1-iii) of
Section IV-A-1) have been restated together as Lemma 2-ii)
since ambiguous states have now become F}-uncertain states.

Fig. 7 illustrates construction of the diagnoser GTf for the
case of multiple failures. In this system «, 3, 7y, and é are
observable events while o, is unobservable. The only failure
event in the system is o¢; and hence the partition is given by
En = {on}

Necessary and Sufficient Conditions:

Theorem 2: A language L is diagnosable if and only if its
diagnoser G'd"f satisfies the following condition:

C-MF): There are no F;-indeterminate cycles in G4, for
all failure types F;.

Proof: The proof of the necessity of the above condition
is identical to the proof of the necessity of Condition Cl1)
of Theorem 1 since the latter proof does not require that the
xfs and the yi's be distinct. The proof of the sufficiency of
Condition C-MF) is essentially the same as the proof of the
sufficiency of Conditions C1) and C2) of Theorem 1. The only
difference is that the absence of ambiguous states is true by
assumption in the case of Theorem 1 whereas it is true by
construction in the present case. Hence, reasoning along lines
identical to the proof of Theorem 1, we conclude that the
condition of no F;-indeterminate cycles in Gg‘f , for all failure
types F;, is necessary and sufficient for L to be diagnosable
in the case of multiple failures. Further, reasoning as before,
we have the following bound on the delay n;, Vi € Il

ni <CM xn, +m, 24)

where

o =

2

9€QT7: qis F;-uncertain

#x-states in q. 25)

This, however, is a very conservative bound. In Section V we
shall provide a better bound on the delay ;. Q.ED.

As before, note that Condition C-MF), together with the
liveness assumption on L, implies that if L is diagnosable, then
every F;-uncertain state of the diagnoser GTI leads to an F;-
certain state in a bounded number of transitions of Gfi”f . Hence
we have the following corollary, whose proof is analogous to
that of Corollary 1.

Corollary 2: Consider a prefix-closed and live language L.
Let 3¢;, 2 =1, 2, - --, m denote disjoint sets of failure events
in X. If L is diagnosable with delay n; corresponding to failure
type F;, then the diagnoser G;"f transitions into an F;-certain
state in at most n; + n, events of L following the occurrence
of a failure event of type F;.

Fig. 7 represents a system where multiple failures of the
same type are possible. This system is diagnosable since it
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Fig. 7. Example illustrating construction of the diagnoser G:l"" for the case of multiple failures.

is easily verified that the cycle of Fj-uncertain states in the
corresponding diagnoser def is not F;-indeterminate.

B. Conditions for I-Diagnosability

We now study necessary and sufficient conditions for a
language to be I-diagnosable. Recall from Section II-B-2) that
in the case of I-diagnosability we are interested in detecting
failure events only after the occurrence of the corresponding
indicator events, i.e., we require the diagnosability condition
D to hold only for those traces in which an indicator event fol-
lows a failure event. Based on this requirement, we introduce
the following modifications to the basic diagnoser G4.

We define, as before, the set of failure labels Ay = {F},
Fy, -+ F,,,} where |[IIf| = m. In addition, we now define
a set of indicator labels A; = {[;, I, --- I,,}. We interpret
{L1, ---, Lix} as meaning that indicator events of the type
I;; through I;; have occurred. The complete set of possible
labels is now defined as

Al = (N} u28sYa (26)

with the restriction that
(VieAl) Let=>Fet

(explained in the subsequent paragraphs).

The modified diagnoser G is the FSM
Ga = (Qd» To, 6%, 90)

with the initial state go = {(zo, {N})} as in Section IIL. The
label propagation function LP!, the range function R, the
label correction function LCY, the transition function &2, and
the state space Q) of G are defined as follows.

Definition 10: The label propagation function LP!: X, x
Al x o* — Al

Givenz € X,, £ € AT, and s € L,(G, ), LP! propagates
the label £ over s, starting from z and following the dynamics
of G, i.e., according to L(G, z). It is defined by

LPY(z, ¢, s) =
{N}
{Fi:Fi (A, Efi S s}
U{IZL € £V [I(Zf,)
ESA(F; €V Xy €s)]} otherwise.

27

if €= {N}AVi[Sy; ¢ 5]

Fig. 8 illustrates propagation of labels according to LP! as
defined above. Here oy, refers to a failure event of type Fj
and o refers to an indicator event of type I;. The range
function R: Q, x ¥, — @, is defined to be

R(g,0)= J U {8z, s), LP'(z, ¢, 5))}.

(z,£)€q s€L, (G, )
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Fig. 8. Figure illustrating propagation of labels along traces of L.

Definition 11: The label correction function LC!:Q, —
Q. is defined as follows

LCY(q)=q—{(z. ) e q:(z, ) €q
AVi[F,etle Fel|nlec ]}

The use of the label correction function LCT is explained
as follows. Suppose there exist two pairs (z, £) and (z, ¢')
as described above, in R(q, o) for some state ¢ of G. This
implies the presence in L of two traces s, and sy such that they
have identical projections and lead to the same state z, and s;
contains an indicator event of type I; following a failure event
of type F; while sy does not. Since for I-diagnosability, we
are concerned only with traces in which the indicator event
follows the failure, we can drop the pair (x, £) which does
not contain the I; label with no loss of generality.
The transition function 6}: Q, X £, — Q, is defined as

@ =6(q1, 0) & g2 = LCT[R(q1, o)) (28)

with o € egq(q) defined as before. The state space QJ is the
resulting subset of @), composed of the states of the diagnoser
that are reachable from go under the transition function § é A
state gg of G is now of the form

qd = {(3715 él)a Ty ("177lw En)}

where z; € X, and ¢ € Al ie, £ is of the form
éi = {N} or pl = {El, Fi21 ey, F,'k, Ij1]j2’ ey, Ijz} where
{ila iZ: MY 7k} g {17 27 Ty m} and {jl’j2a ']l} g
{ilﬂ 7:27 HR) Zk}

We make the following observations on the modified diag-

noser GJ:

1) In addition to failure information, the labels now carry
information on occurrences of indicator events following
the failure events.

2) We append the I; label to any £ only if an indicator event
from [(Xy;) follows a failure event from X ¢;. The set
of I; labels is always a subset of the set of F; labels in
any (z, £) pair € q € Qq.
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3) The I; labels propagate from state to state just like the
F; labels.

4) We do not use the A label here. As mentioned earlier,
we are now concerned only with traces where the
failure event is followed by an appropriate indicator
event. Therefore, there could be present in L two F;-
ambiguous traces for some i € II; and yet L could
be diagnosable if no trace in the post-language of
these traces contains an indicator event from the set
I(Xy;). Hence, to check for I-diagnosability, we need
to remember which failure types caused the ambiguity,
even in the case of no multiple failures. Therefore, we
do not need to distinguish between the case of possible
multiple failures and the case of no multiple failures in
this section.

Fig. 9 illustrates the construction of the diagnoser G. Here,
0,1 € {1, -+, 4}, and o are observable events while o, is
unobservable. The indicator event corresponding to the failure
event oy is I(os1) = {071} and the partition is X5 = {0, }.

Properties and Definitions of GJ: Since we do not use the
A label, properties P1) through P3) of the diagnoser corre-
spond to those discussed in Section IV-A-2). Likewise, the
remarks on the definition of an F’;-certain state, an F;-uncertain
state, and an F;-indeterminate cycle, and Lemma 2 cited in
Section IV-A-2) remain valid. We now introduce the notions
of (F;, I;)-uncertain states and (F;, I;)-indeterminate cycles.

Definition 12: A state q € QF is said to be (F;, I,)-
uncertain if 3 (z, £), (v, £') € g, such that {F;, I,} C £ and
F, ¢ 1.

Lemma 3: If a state ¢ € Qg is (F;, I;)-uncertain, then
this implies that 3s; = p;t; € L and s, € L such that:
p1 € \I’(Eﬁ), I(Zfi) € iy, Eﬁ ¢ 89, P(Sl) = P(SQ), and
%10, P(s1)] = q.

The above lemma simply states that presence of an (F;, I;)-
uncertain state in G é corresponds to the situation where there
are two traces s, and s; in L such that s; contains a failure
event of type F; followed by an indicator event corresponding
to this failure type while so does not contain a failure event
of type F;. In addition, the traces s; and s, produce the
same record of observable events. Proof of this lemma follows
directly from the construction of G%.

Definition 13: A set of (F;, I;)-uncertain states qi, gz,
ce L gn € Qé is said to form an (F;, I;)-indeterminate cycle

if:

1) g1, 92, -+, gn form a cycle in G} with §!(q;, o1) =
q1; L = 1,---,n — 1 and 64(qn, 0n) = @1 where
o € X,, 1l = 1,;--, n, and

2) 3('15‘:[?)7 (ylr’ elr) €q1,l=1, ey Ty k= 1,---,m,
and 7 = 1, ---, m’ (z not necessarily distinct from y),
such that
a) {F;, I} C ¢k, F; ¢ &5 for all [, k, and 7;
b) The sequences of states {zF}, 1 = 1,---,n, k =

1,---,m,and {yg;},!=1,---,n,r=1,---, m’

form cycles in G’ with

(‘T:‘:s at, 558.*_1)) €bég, I[=1,...,n-1,

k=1,---,m,
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Fig. 9. Example illustrating construction of the diagnoser G{[P

(zk. o, 2 €66, k=1,...,m—1
and

(™, op, z1) €6
and

(¥1s o1y Y4ny) €0y I=1,,n—1,

r=1,-,m,

(Yo, on, ¥ €6, r=1,--,m —1

and

(¥ s ons y1) €bcr-

An (F;, I;)-indeterminate cycle in G indicates the presence
in L of two traces s; and s, of arbitrarily long length, such that
they both have the same observable projection, and s, contains
a failure event from the set X ; followed by an indicator event
from the set I(X;) while so does not contain any event from
the set Xy,.

Consider the system shown in Fig. 9. Inspection of the
diagnoser G for this system reveals the presence of an
(F;, I,)-indeterminate cycle. Here the set {zF} of Definition
13 is {5, 6, 4} (these states carry the label {Fy, I} in the
diagnoser G7), the set {y7} is {9, 11, 8} (these states carry
the label {N}), and m = m' = 1.

Necessary and Sufficient Conditions:

Theorem 3: A language L is I-diagnosable if and only if
the diagnoser G satisfies the following condition:

C-I) There are no (F;, I;)-indeterminate cycles in G, for

all failure types F;.
Proof: This proof is very similar to the proof of Theorem
1 with the exceptions that we now consider the I labels and
(F;, I;)-indeterminate cycles and that there are no ambiguous
states. For the sake of clarity, it is presented in its entirety.

Necessity: We prove necessity by contradiction. Assume
there exist states q1, g2, ***, gn € Q,Ii such that they form an
(F}, I;)-indeterminate cycle and let 81(q;, 0;) = (1) modn-
Let (zF, £), (ylri,') eEq,l=1,---,n, k=1,---,m,
and 7 = 1, --., m’ form corresponding cycles in G’ with

d 8}

{F, I} CtF F ¢ [{ Then we have

5(zF, sFoy) =1'?t+1)7 I=1---,n-1,
k=1,---,m
8z, ska,) :xlf“q, k=1,---,m—-1
and
8(xy', sp'on) =w1
and
6(yis 8{o1) =ygyny, L=1,--.n—1,
r=1,---,m
8(yny Sron) =91 r =1, m’ — 1
and
Syp, 37 o) =i
where
m, m' € N, sf € L(G, z¥), 57 € L(G, y])
and

sty 87 € T,

Since (z}, €)), (v}, #2) € q,3s0,50 € L such that
8(zo, s0) = 1, §(yo, 30) = y} and P(so) = P(3) from
Property P2). Further, since {F;, I;} C £}, then £, € sp, and
J sty € Fg such that s € U(X4;) and st; € U[I(Xg;)), i.e., the
trace st; contains a failure event of the type F; and ends in an
indicator event associated with the failure type F;. Also, since
F; ¢ {7, we have that ¢, ¢ 3, and Xy; ¢ §7, for all [, r.
Consider the two traces

w =30(sir715;02 sians%(rlsgoz

820y, - 8T o 5T 09 - - snman)km'
and
© =3o(5101880y -+ 8Lon5r015500 - - -
2oy, - 571",0155",02 52"(0,1)’""

for arbitrarily large k. We have that w, & € L, and P(w) =
P(@) = P(sp)(o102 -+ 0,)¥™™. Let to € L/st; be such
that w = styt5. By choosing & to be arbitrarily large, we can
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get ||t2]| > n for any given n € IN. Thus, & € Py '[P(st)]
and Xy; ¢ &. Therefore, the chosen s violates the definition
of I-diagnosability for F;. Hence L is not I-diagnosable.

Sufficiency: Assume that the diagnoser G} for L satisfies
Condition C-I). Pick any s € L and any F; such that
s € U(Xys;) and any t; € L/s such that t;; € I(Xy).
Let §(xg, st;) = 21, and correspondingly in G2, let 61{qo,
P(st1)] = q1. Since Zy; € stq and t15 € I(Xy;), we have
(xl, [1) € ¢ with {Fi, Il} C 4.

We now have two distinct cases to consider: I) ¢; is F;-
certain, and II) ¢ is (F}, I;)-uncertain.

Case I: Suppose ¢; is F;-certain. Then, by Lemma 2-i)

(Vw € PLUP(st1)]) Ty € w.

Hence L is I-diagnosable for F; with n; = 0. Since this is true
for any F;, L is I-diagnosable.

Case 1I: Suppose ¢ is (F;, I;)-uncertain. We have as-
sumed that there are no (Fj, I;)-indeterminate cycles in GJ.
Recalling the definition of an (F;, I;)-indeterminate cycle, this
assumption means that one of the following is true: i) there
are no cycles of (Fj, I;)-uncertain states in G, and ii) there
exists one or more cycles of (F}, I;)-uncertain states in G but
corresponding to any of these cycles in Gﬁ, there do not exist
two sequences {zF} and {y7}, {=1,---,nand k,7 € N
such that both of these form cycles in G’, where the sequence
{z¥} is composed of states that appear with an {F;, I;} label
in the cycle in G while the sequence {y]} is composed of
states that do not appear with an F; label.

Reasoning along lines similar to the proof of sufficiency of
Conditions C1) and C2) of Theorem 1, we conclude as before
that Vi, € L(G, ;) of sufficiently long length, 6%[q1, P(t2)]
= 8%]qo, P(st1t2)] = go is F;-certain. Note that gs cannot be
F;-uncertain. This is because gq; is (F;, I;)-uncertain, and no
(F;, I;)-uncertain state of Gé can lead to an Fj-uncertain state
since the [; labels propagate from state to state. Hence we
conclude that 3n; € IN such that Vi, € L/st;

[t2]| > n: = (Vw € PLY[P(stit2)]) T € w.
Hence L is I-diagnosable. Further
n; < OZI X N,

29

where

cf = >

q€Q1: 18 (F,, I;)-uncertain

#x-states ing. 30)

We note here that this bound on the delay n; is conservative;
in Section V we provide a better bound. Q.E.D.
Again, note that Condition C-I) and the liveness assump-
tion on L together imply that if L is indeed I-diagnosable,
every (F;, I;)-uncertain state leads to an F;-certain state in a
bounded number of transitions of the diagnoser. Also note that
in the case of I-diagnosability, we are not concerned about F;-
uncertain states and F;-indeterminate cycles which are not also
(F;, I)-uncertain and (F}, I;)-indeterminate, respectively.
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Corollary 3: Consider a prefix-closed and live language L.
Let X¢;, 2 =1, 2, - -, m denote disjoint sets of failure events
in ¥, and let I(X ;) denote the corresponding sets of indicator
events. If L is I-diagnosable with delay n, corresponding to
failure type F;, then the diagnoser G transitions into an F;-
certain state in at most n; +n, events of L after the occurrence
of an indicator event of type I; following a failure event of
type Fi.

Proof: Let L be I-diagnosable with delay n; correspond-
ing to failure type F;. Proof of the sufficiency of Condition
C-I) of Theorem 3 reveals that if L is I-diagnosable, then every
trace of L containing a failure event of type F;, followed by
an indicator event of type I;, leads to an Fj-certain state of
G’g in a bounded number of transitions. We now show that
this happens in at most n; + n, transitions of the system
following the indicator event. Consider any s € ¥(Z;), and
consider any tit € L/s such that st; € I[¥(Xf)] and
[[t2]] > n;. Since L is diagnosable with delay n;, we have that
(Vw € P [P(st1t2)]) E¢: € w. First suppose that ty, € Xo.
It follows then from the construction of the diagnoser G, that
61lgo, P(stit)] is Fi-certain. Next suppose that ty, ¢ .
Since the state of the diagnoser G/ corresponding to the trace
st1t, is defined only after the occurrence of the first observable
event following st1t; and since the length of any sequence of
unobservable events in L is bounded by n,, we have that
Vv € Li(v = stitouo,)(u € T% )0, € o), [[uo,|| < ng
and 63 [qo, P(v)] is F;-certain. QED.

Fig. 9 provides an example of a system that is not I-
diagnosable since the corresponding diagnoser G contains
an (F;, I;)-indeterminate cycle.

This concludes the discussion on necessary and sufficient
conditions for diagnosability and I-diagnosability. Note that
checking for diagnosability and I-diagnosability amounts to
cycle detection in the diagnosers and in G’ and any of the
standard cycle detection algorithms (which are of polynomial
complexity) may be used.

V. ON-LINE DIAGNOSIS OF DIAGNOSABLE SYSTEMS

We show in this section that the basic diagnoser G4 in-
troduced in Section III is adequate for diagnosing failures
in diagnosable and I-diagnosable systems, with or without
multiple failures. In other words, once it is established that
L is diagnosable or I-diagnosable, we can restrict attention to
G4 (as opposed to G;”f and GY) for performing diagnostics;
occurrences of failures in the system can be detected with a
finite delay by inspecting the states of this diagnoser. This
result is important from an implementation viewpoint, as G4
will in general have far fewer states than its counterparts G;”f
and G

Theorem 4: Consider a prefix-closed and live language L.
Let ¥¢;,¢ =1, 2, -- -, m denote disjoint sets of failure events
in . If L is diagnosable (respectively, I-diagnosable) with
delay n; corresponding to failure type F;, then the diagnoser
G detects occurrences of failure events of the type F; in at
most 1; + n, events of L after the occurrence of the failure
events (respectively, after the occurrence of indicator events
of type I; following the failure events).
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Proof:

Case I—Diagnosability: We first consider the case where
L is such that multiple failures of the same type do not
occur along any trace. Let L be diagnosable with delay n;
corresponding to failure type F;. First recall that we conclude,
by inspection of the states of the diagnoser, that a failure
of type F; has occurred when the diagnoser hits an Fj-
certain state. It then follows directly from Corollary 1 that
the diagnoser G4 detects occurrences of failures of type F;
with a delay of at most n; + n, events.

Consider next the case where L is such that multiple
failures of the same type are possible. Suppose that we
again construct the diagnoser (/4. First, note that the only
difference between G [discussed in Section IV-A-2)] and
(G4 is in the treatment of ambiguous states. We have that
every F;-uncertain state of G;”f corresponds uniquely either
to an ambiguous state or to an F;-uncertain state of G4, and
every F;-certain state of G:i"f corresponds to a unique F;-
certain state of G4. To be more specific, an F;-uncertain state
q € Qdmf such that ¢ = {(z, £), (y, £)}} with z # y will
also be a state of Gg; an Fj-uncertain state ¢ € Q;"f such
that ¢ = {(=, £), (z, )} will correspond to the state ¢’ =
{(z, {A}uLn )} of Gy; finally, two states gy, g2 € Q;"f
such that ¢ = {(x, £), (z, £), (y1. £1), -+~ (Y&, &)} and
q2 = {('T: é), (.’6, f’), (3/1: ﬂl)? T (yks /k)} where 01 is Iji'
uncertain (due to £ and ¢'), go is F;-uncertain (due to £ and ¢'),
and /N ¢ = £N ¢ will both correspond to the same ambiguous
state g3 = {(x, {A}U LN ), (31, &1), - -, (k) Ek)f} € Qq.
Note here that L(G7Y, q) = L(G4, ¢') and L(G}Y, q1) =
L(G7Y, q2) = L(G4, g3). Hence, if one considers a mapping
of the states of G;"f onto the states of G4, this map preserves
the transition structure of GTf in the sense of i) preserving
the language generated by G’:l“f and ii) preserving the essential
information for implementing diagnostics because whenever
Gzl”f hits an Fj-certain state, so would G4. It follows from
Corollary 2 and the above reasoning that if L is diagnosable
with delay n; corresponding to failure type F;, then the
diagnoser Gfl”f , and consequently, the diagnoser G4 hits an
F;-certain state in at most n; + n, events following the failure
event. Thus, G4 detects occurrences of failures of the type F;
with a delay of at most n; + n, events.

Case II—I-Diagnosability: Let L be I-diagnosable with de-
lay n; corresponding to failure type F;. Suppose that we again
construct the basic diagnoser G4 for L. As in the case of
GZ‘f , every F;-uncertain state of G corresponds uniquely to
either an ambiguous state or an F;-uncertain state of G4, and
every F;-certain state of Gj corresponds to a unique F;-certain
state of G4. Bvery (F;, I;)-uncertain state of G’é corresponds
uniquely either to an ambiguous state or to an Fj;-uncertain
state of G4. For example, any two states q;, go € Q} of
the form ¢; = {(.1), {FH Ii}): (yI* Zl)’ Tty (ykv gk)} and
g2 = {(z, {F}), (w1, £1), ---. (Y&, £x)} correspond to the
same state g2 = {('7"7 {E})’ (yh el)v ) (yk7 gk)} in Gg.
Note again that L(GY, ¢1) = L(GY, @2) = L(G4, 92). Hence,
as before, if one considers a mapping of the states of Gé onto
the states of G4, this map preserves the transition structure of
G, in the sense of i) preserving the language generated by G{l

[EEE TRANSACTIONS ON AUTOMATIC CONTROL, VOL. 40, NO. 9, SEPTEMBER 1995

and ii) preserving the essential information for implementing
diagnostics because whenever G/ hits an Fj-certain state, so
would G4. From Corollary 3, we conclude that every trace
of L containing a failure event of type F;, followed by an
indicator event of type I;, leads to an F;-certain state of G 5
and consequently, to an Fj-certain state of G4 in at most
n; + n, events after the occurrence of the indicator event of
the corresponding type. Q.E.D.

Based on the above theorem, we now improve upon the
bounds on the delay n; provided in Sections IV-A-2) and IV-
B (cf., proofs of Theorems 2 and 3) for diagnosability in the
case of multiple failures and for I-diagnosability, respectively.
Recall from the proof of sufficiency of condition C-MF)
of Theorem 2 that a bound on the delay n; is given by
C™ X n, +n, where C7*Y = 2geQy 7 qis F-uncertain 77
states in q. We now provide a better bound on n; which is
given by n; < C; x n, + n, as in the case of no multiple
failures. Note that this bound depends only on the states of
the basic diagnoser G4 and not on the states of G;"f . The
improved bound can be obtained as follows. First, recall that
to obtain a bound on n; for the case of multiple failures, we
count the number of F;-uncertain states in G;"f (that it is
possible to visit before hitting an F;-certain state). Next, recall
from the proof of Theorem 4 that there exist in GTf states of
the form ¢; and g, as described there which have the property
that L(G:i"f, Q) = L(G;"f, g2). It is obvious then that is
not necessary to count more than once “duplicate” states like
g1 and g» because any trace passing through g¢; cannot pass
through g9, and vice-versa. Further, note that since both q; and
g2 correspond to the same state g3 in G4, these duplicate states
get accounted for only once when we compute the bound in
Gy.

Likewise, in the case of I-diagnosability, we can obtain
a bound on the delay n; that is better than the one pre-
sented in Section IV-C, namely, n; < G} x n, where
ci = quQ{l:qis F.-uncertain #2-states in g. The new bound
depends only on the states of the diagnoser Gy and is given
by n; < C; X n,. Note, as in the case of multiple failures
discussed above, that “duplicated” states in G, of the form
¢1 and ¢p described in the proof of Theorem 4, get accounted
for twice when one counts the number of (F;, I;)-uncertain
states that might be traversed before hitting an F;-certain state
in GI, whereas these get accounted for (and correctly) only
once in G4. Hence we have the improved bound stated above.

We conclude, therefore, that in all cases, the bound on the
detection delay n; can be given as follows

n; < C; X ng +n, @31
where C; = 3 4€Qu: qis F.-uncertain #7-states in g.

We now provide an example that illustrates implementation
of diagnostics for an I-diagnosable system using the diagnoser
Gg. The system G, the diagnoser G, and the diagnoser G4
that is implemented are shown in Fig. 10. Here, the events
a, B, 4,8, or1, 012, and o3 are observable while ¢, and the
failure events o1, 04, 03 are unobservable. The indicator
events are chosen to be I(os1) = {on1}, I{0f2) = {012}, and
I(0s3) = {o7s}; the partition is chosen to be £51 = {01},
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Fig. 10. Example illustrating implementation using diagnoser Gg.

Yo = {0s2}, and Sy3 = {oy3}. Inspection of G clearly
shows that L is I-diagnosable. Knowing this fact, one is
able to conclude that when G, enters (and stays in) the
state {(12, {A})}, no failures violating I-diagnosability have
happened. Next, it is clear by inspecting the system G and
the diagnoser Gé that when the trace a0 72073074 is observed,
the diagnoser enters into an F}-indeterminate cycle and hence
it is not possible to conclude whether a failure of type F
has happened or not. This, however, is not an (Fy, Iy)-
indeterminate cycle since the corresponding trace in G, which
contains the failure event o, does not contain the indicator
event oy;. It is interesting to note that the corresponding state
in the diagnoser Gy, {(11, {F2, F3})}, reveals nothing about
the failure oy;.

Also shown in Fig. 10 is the diagnoser Gle . Note that
Condition C-MF) is violated in G7'/, and hence L is not
diagnosable. Each of the states {(12,{N}), (12,{F1})},
{(12,{F2}),(12,{F3})}, {(12, {F1, F2}), (12, {FL, F3})},
and {(11,{F2,F3}), (11,{F1,F2,F3})} forms an F;-
indeterminate cycle.

Finally, we make the observation that given an I-diagnosable
language L, it is possible to have traces in L that satisfy the
diagnosability condition D, but in which an indicator event
of the appropriate type does not follow the failure event.
Consider, for example, the trace 0,,0¢3003012052013 in
Fig. 10 and note that the corresponding state of G is F-
certain.

VI. CONCLUSION

We have introduced the notions of diagnosability and I-
diagnosability of systems in the framework of formal lan-
guages. We have compared this notion with the problems
of observability, observability with delay, and invertibility,
all of which fall in the general class of partial observation
problems, and we have illustrated by means of examples
that diagnosability is a distinctly different notion. We have
provided a construction procedure for the diagnoser and pre-
sented necessary and sufficient conditions for diagnosability
and I-diagnosability. These conditions can be verified using
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Fig. 11. Example of a nondiagnosable system that is observable with delay.

standard cycle detection algorithms on the diagnosers and
the machine G’. We have shown that the “basic” diagnoser
can be used to implement on-line diagnostics while suitably
modified versions of this diagnoser can be used to check for
diagnosability and I-diagnosability.

The theory presented in this paper is based on two as-
sumptions on the system model. The first assumption, on
the liveness of the system, can be relaxed and the definition
of diagnosability can be extended to include terminating
traces as well; the necessary and sufficient conditions for
diagnosability can also be modified appropriately. While it
is straightforward to do the above modifications, relaxing the
liveness assumption tends to make the analysis cumbersome.
The second assumption, on the absence of arbitrarily long
traces of unobservable events in L, can also be relaxed if we
require that the failures be detected within a bounded number
of occurrences of observable events following the failure.
Again, appropriate modifications of the theory presented in
this paper are straightforward.

Finally, we point out that for the task of on-line diagnosis of
diagnosable systems, it is not necessary to store the complete
machine Gy whose state space may, in the worst-case, be
exponential in the state space of G. It is sufficient to just
remember its current state. Upon occurrence of an observable
event, the new state of G4 could be built on-line from the
current state of G4 and the relevant part of &, with polynomial
complexity at each stage.

APPENDIX A

Diagnosability and Observability with Delay: Fig. 11 rep-
resents a system which is observable with delay but not
diagnosable. Here o and 3 are observable events while oy,
and oy are unobservable failure events. This system is not
diagnosable if the desired partition is £y = {os1} and
L2 = {og2}

Fig. 12 represents a system where the converse holds. In
this figure « and g3 are observable while ¢,, is unobservable.
The only failure event is os. Here, a possible output sequence
is 3*. When this sequence is observed, neither the current
state nor the state any finite number of transitions in the past
can be identified uniquely. On the other hand, it is possible
to conclude the occurrence of a failure whenever the event
sequence «*3(33* is observed. Hence, this is a diagnosable
system which is not observable with delay.

Diagnosability and Invertibility: Fig. 13 depicts a nonin-
vertible system which is diagnosable.

Here it is not possible to distinguish between the occur-
rence of traces o 10,013, 0510 52(3, and 0 f20,,203. Hence the
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Fig. 13.

Example of a noninvertible system that is diagnosable.

system is not invertible. If the required partition is £ =
{of,, o5, }, however, the system is diagnosable.
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