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Premise — quick check

> We are going to see some “mechanics” of the Internet
to explain how censorship works

> The description will avoid technicisms when possible

> No deep knowledge of computer networks will be implied
but possibly a little introduction to “the Internet” basics

SO
— How many of you knows what the DNS is?
— ...and IP?
— ...and HTTP?
— ... IDS?
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Basics about Internet: packets

> Information is divided in packets

> Packets are forwarded along a path SENDER-to-RECEIVER by
several (usually<30) intermediate devices “routers”

B N

> Packets are “labeled” with SENDER and RECEIVER
addresses (sort of phone numbers, called “IP addresses”)

— plus other details useful for the service

r <:|
=
=

jumbo N jumboN. L= jumboNN
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Basics about Internet: protocols

> The rules to write, split, label, forward, reassemble, read the
messages are called protocols

— Each one has its own business, some work together:
often are wrapped in layers

(" )

P TCP | HTTP

Content

.

> HyperText Trasfer Protocol is concerned with providing web
pages, identified by an Uniform Resource Locator (URL):

http://\www.foo.org/\a bc/ba r.htm!
Y Y

-

protocol hostname path
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Basics about Internet: a lot happens

TCP
(connection setup)

)“1.2.3.4”

(1) Enter URL | (2) "foo.org
c"\\ =

s u
=~

%

(4) HTTP GET bar.html

(5) Locate the
(6) HTTP Response resource

| (7) Parse HTML |
& display

(8) HTTP GET image1
— imagex-

Potentially many
Browser requests & responses Web Server
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Access to content: an obstacle course

Tirne Oul,
IP BLOCKED Gamae Over

Conmict nedet

{403 arrar) Connact resat
(403 anrar)
ﬁ IF YOU
HACK Content
URL Filtering THE Filtering
HEADER

May be you can change the
00XX that bypass the Filter
| REAL WEBSITE

Route of the GFW - This is our Internet ( China )
http://thenextweb.com/asia/2010/01/05/route-gfw-flow-chart/

7 Monitoring Internet Censorship- Linux Day Napoli Oct.2013

Errar IF ar
I5FIP
Bddross

TOR, VPN,
SSH, PROXY,
SOCKS ...




IP blocking

Tirne Oul, '

IP BLOCKED Gamae Over
[

(403 arrar)

Connect reset
(403 arror)

TCRIP
URL Filtering Content

HEADER
| ¥ou
3
REAL IP (HOST

May be you can change the
00XX that bypass the Filter
| REAL WEBSITE

(ec) L ) Route of the GFW - This is our Internet ( China )

Filtering

Errar IF or

TOR, VPN, ISP IP
S5H, PROXY, MR-

SOCKS ...

8 Monitoring Internet Censorship- Linux Day Napoli Oct.2013



Conventional Internet Censorship (1/2)

Censor

" ~
P ~_ / N/
/ N/ 4 \
/ N/ / \
~ ' \
N NN
\ - FlIrewa
AN
\\
\

Uncensored net re

¥ Bidck Traffic Bob
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Conventional Internet Censorship (2/2)

Censor

~ Firewall
Uncensored net re

Censored net

- Alice ' Block Traffic Bob

For the censor: easy, cheap,
but OVERBLOCKING issues
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Real deployment can be more complex

AR W GRWERIRTE
T of GFW networks in a ical sense
pology i GEVHRE s
GFW exchange point (regicnall

FHil {5
disruptive traffic

ISP L s g L [ ISPERE AC R MR
ISP backbone Intemet intermational gateway cable landing
exchange point WE—8K the last hop station
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(@)

DNS block

ng (hijacking)

Conmict nedet

{403 errar) Connect reset
(403 arror)
IF YOU

HACK Content
THE Filtering
HEADER

IF YOU HAVE THE
REAL IP (HOST

May be you can change the
00XX that bypass the Filter
| REAL WEBSITE

(ec) L ) Route of the GFW - This is our Internet ( China )
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Domain Name System :
normal behavior (and allowed hosthnames)

Target
Service
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Domain Name System :
hijacking for blocked hostnames
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Domain Name System :
hijacking for blocked hostnames

Warning )
page Service
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For the censor: ~free, easy
but still OVERBLOCKING



URL filtering

Tirne Oul,
IP BLOCKED Gamae Over

Content
Filtering

IF YOU HAVE THE
REAL IP (HOST

Errar IF ar
I5FIP
Bddross

TOR, VPN,
SSH, PROXY,
SOCKS ...

| REAL WEBSITE

(ec) L ) Route of the GFW - This is our Internet ( China )
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URL filtering: URL is ok

AR
3

Target

Service

Intermediate
device
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URL filtering: URL is blocked

Target

- ntermediate _
device Service
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URL filtering: URL is blocked

> ntermediate Target

@ device Service

For the censor: precise, but
expensive, performance issues
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URL filtering (with DNS hijacking)

Tirne Oul,
IP BLOCKED Gamae Over
[z B
( (403 arrar) =

URL Filtering

Connect reset
(403 arror)

TCFAP

= A
Do
REAL IP (HOST
May be you can change the
00XX that bypass the Filter

| REAL WEBSITE

() 06 Route of the GFW - This is our Internet ( China )

Content

Filtering

HEADER

Errar IF ar
TOR, VPN, ISP IP
S5H, PROXY, MR-

SOCKS ...
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DNS hijacking + URL filtering:
hostname is ok

Target
Service
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DNS hijacking + URL filtering:
hostname with blocked pages - but ok

=

;
‘s :.,/ s }‘!

Target
Service
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DNS hijacking + URL filtering:
URL was censored

Service
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DNS hijacking + URL filtering:
URL was censored

Service

For the censor: precise,
less performance issues,
still expensive
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Content filtering

Tirne Oul,
IP BLOCKED Gamae Over

Conmict nedet

(403 arrer) ‘
(403 amor)__/
ﬁ IF YOU —
| =T] [ of TS, e HAC K cn“te nt
= IHE Filtering
| HEADER I
m IF YOU HAVE THE
REAL IP (HOST
May be you can change the
00XX that bypass the Filter

| REAL WEBSITE

(ec) L ) Route of the GFW - This is our Internet ( China )

DNS

=

Errar IF or

TOR, VPN, ISP IP
S5H, PROXY, MR-

SOCKS ...
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Content filtering: content is ok

AR
3

Target

Service

Intermediate
device
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Content filtering: sender content is blocked

Target
Service

Intermediate
device
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Content filtering: receiver content is blocked

Target
Service

- Intermediate
device
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For the censor: both very
precise or dramatic failure,
most expensive



Detection challenges:
observing censorship Is not easy

> Targets of censorship change from country to country
— ... and sometimes in regions inside the country
— ... and in time

> Censorship techniques change in time, too

> To observe censorship we need (usually) a vantage point
inside the censored network

> ... but also other vantage points from outside the censored
network, to tell censorship from outages

> Some kinds of censorship are inherently hard to detect
— server-side self-censorship
— User client software censorship
— User self-censorship
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Detection challenges:
similar symptoms, same as outages

| _timoouw. |
; il

==
(403 error)
ﬁ IF YOU -
HACK Content
it THE Filtering
HEADER

IP BLOCKED

IF YOU HAVE THE
REAL IP (HOST

May be you can change the
00XX that bypass the Filter
| REAL WEBSITE

() 06 Route of the GFW - This is our Internet ( China )

Seroreer ]

TOR, VPN,
SSH, PROXY,
SOCKS ...
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“outside-the-Internet” blocking

Client SW
or other SW
on your

Conmict nedet

{403 errar) Connect reset
(403 arror)
IF YOU

HACK Content
THE Filtering
HEADER

May be you can change the
00XX that bypass the Filter

_f

Errar IF or

sgﬁﬂﬁ-ggiif ﬁlds;r:zﬂ Website manager
SOCKS ... censors the service

REAL WEBSITE

(ec) L ) Route of the GFW - This is our Internet ( China )
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Detection importance:
awareness, circumvention

Tirne Oul,
IP BLOCKED Gamae Over

Conmict nedet

(403 arror) 4P l:‘:u:;;anlm;ai
ﬁ IF YOU —_

HACK Content
THE Filtering
HEADER

May be you can change the
00XX that bypass the Filter

Errar IP ar
I5FIP
Bddross

TOR, VPN,
SSH, PROXY,
SOCKS ...

| REAL WEBSITE

(0 D G Route of the GFW - This is our Internet ( China )
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Our client-based approach: UBICA

> Multi-platform application
Linux, Mac OSX, Windows

> Extensible measurement framework
any underlying measurement tool supported

flexible experiments [Q . P

> Real-time reporting at different aggregation levels
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UBICA architecture

UBICA UBICA \
Helper Management
Server, | Server

(@UniN A) ) (@UNINA)

~ ‘ ) /// \ \\\\\ ’ / UBI C A
Possible ~ _ / 7 |

. daemon Q
- TES

Censorship |
targets
< »=Control Protocol = A . | | distributed
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UBICA monitoring cycle

/\ 1. Collection of Targets
2. Scheduling of evidence collection

3. Evidence collection by probes
4. Evidence reporting and data export

5. Censorship Tests
6. Update Targets and Scheduling
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UBICA monitoring cycle

/\ 1. Collection of Targets

\ 2. Scheduling of evidence collection

3. Evidence collection by probes

|
4. Evidence reporting and data export

5. Censorship Tests
6. Update Targets and Scheduling
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Evidence collection

37

TCP connectivity

DNS lookup

HTTPscan (URL retrieval)
Keyword-based HTTP retrieval
Topology

Performance
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UBICA monitoring cycle
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Censorship Checks

39

IP | port filtering
DNS tampering
URL filtering
Localization

Content mangling
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Test: DNS censorship

* DNS resolution

- Collection: an A query for the target hostname is
requested to the local default DNS server and to a small
number of open resolvers

- Check local: for each hostname compare the set of IP
addresses from the default resolver against the ones from
the open resolvers

- Check global: for each hostname compare the set of
resolved IP addresses inside a zone against other ones

- Check graph: considering the bipartite graph of
hostnames and their resolved IP addresses, with edges
representing the name resolution relation, compute the in-
degree and out-degree of nodes inside a zone and
compare with other ones

40 Monitoring Internet Censorship- Linux Day Napoli Oct.2013



Evidences and visualization of DNS
hijacking in Italy
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Evidences and visualization of DNS

hijacking in Italy
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Agenzia delle Dogane
¢ dei Monopoli

AVVERTENZA - SITO NON RAGGIUNGIBILE

In applicazione del decreto dell'’Amministrazione autonoma dei monopoli di
Stato (AAMS) del 2 gennaio 2007, disciplinante la rimozione dei casi di
offerta in assenza di autorizzazione, attraverso rete telematica, di giochi,
lotterie, scommesse 0 concorsi pronostici con vincite in denaro, con il quale &
stata data attuazione all'art. 1, comma 50, della Legge 27 dicembre 2006, n°
296, il sito richiesto non & raggiungibile poiché sprovvisto delle
autorizzazioni necessarie per operare la raccolta di giochi in Italia.
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09
0

HOLDINGS

HOME

L'elenco degli operatori autorizzati al gioco telematico & disponibile sul sito
istituzionale www.aams.gov.it.
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You Am At

888 Holdings Public Limited Company (888) is one of the world's.
most popular and

888 has been at the forefront of the online gaming industry for overa
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world-class gaming experience.

888's consumer facing websites offer more than just online gaming.
They are entertainment destinations, places where people can enjoy
a truly interactive experience and be partofan online community that
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and secure environment. 888 remains a leader in responsible
gaming, with specialist websites dedicated to both corporate
responsibility and responsibls gaming.
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Tests: TCP connection

* TCP reachability

- Collection: a TCP handshake is initiated towards the
target IP address, timeout, reset response and network
errors are collected

- Check errors: compare percentage of unreachability
iIssues inside a country/ISP/AS against others

- Check RST: compare percentage of RST received
inside a country/ISP/AS against others
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Tests: HTTP evidence

* HTTP content

- Collection: HTTP GET of the target URL is
requested to the target hostname (specifying the
IP too);
HTTP headers and downloaded content are saved

- Check errors: compare percentage of
unreachability issues (no content retrieved) inside
a country/ISP/AS against others

- Check size: compare average size inside a
country/ISP/AS against a Ground Truth (selected
reference country/ISP/AS)
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Tests: HTTP evidence

cc avgreachperc avgunreachperc spanim)

us 7B.81 23.19 213.9

CIN 35.23 64. 77 212.8

P 75.11 24.89 207.5

MNZ o00.49 39.51 207.2

Nz 9.1 2072 No response to HT TP request or response

ca 2558 e 200s  €mpty, grouped by country
o os  20rs Expected” (CN, BD) and unexpected (NZ)

JO o 100 201.49 L

GB 71.85 28.15 206.7 Countrles

HEK 85.25 14.75 2092 . . N
Currently under investigation!!!
BD 35.69 64.31 206.9

1IN 85.31 14.69 207.1

KR T9.21 20.79 205.3

Al 79.83 2017 206.4

AR Fe.049 23.96 205.9

L 85.09 14.91 2091

TR 85.54 14.46 207.2

EC 85.2 14.8 208

SE 81.94 18.06 209.6

URL < sizepr > | < sizeyg > | Ratio

https://barenakedislam.wordpress.com 453.0 49095.63 0.01

. . . 1tip: //www.internationalfreepresssociety.org 443.5 38085.32 0.01
Different html size retrieved for the samig/ i nierationiiee si2as | 1a0ma2 | 002
. . . NinjaProxy.com 342.39 13154.06 0.03
Slte frOm dlfferent cou ntrleS http://www.similarsites.com 375.33 13701.44 0.03
. . http://www.youtube.com 4183.91 144177.2 0.03

BlOCk page IS typlCa”y Sma” http://www.freefacebookproxies.com/ 9041.17 241485.33 0.04
. . http://friendlyatheist.com 7881.34 205294.23 0.04

The size ratio may be a good censorship:://www.loonwatch.com 2661.73 65075.19 | 0.04
http://www.sodahead.com 3575.67 73969.7 0.05

d eteCtO r http://www.hotspotshield.com/ 731.8 10789.91 0.07
http://face-of-muhammed.blogspot.com/ 6208.7 85342.93 0.07

http: //www.foxnews.com 4705.53 63425.26 0.07

http://www.buzzfeed.com 22097.93 287001.77 0.08
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Tests: Tor censorship - collection

* Integrated test

- Collection: DNS resolution of

* Tor home page and mirrors
* Tor-based circumvention techniques and tools pages
* Tor overlay node list webpage

- Collection: HTTP GET of

* Tor home page and mirrors
* Tor-based circumvention techniques and tools pages
* Tor overlay node list webpage

- Collection: TCP reachability of

* Tor nodes (relays)
* Tor indexing servers (Directory Authorities )
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Tests: Tor censorship - checks*

* Integrated test Check:

DNS response for webpages is different from ground truth
content of all web(p))aRges IS unreachable
X% of Directory Authori’gg\s Is not TCP-reachable
Y% of relays is nccz’ch\TCP-reachable
THEN Tor is censored

* variations of the method in: Philipp Winter, “Design Requirements for a
Tor Censorship Analysis Tool”, Tor Tech Report 2013-02-001 February 6, 2013
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UBICA monitoring interface (1/2)

top tested countries = top tested urls
United States http://bannersdontwo N
4 http:/fwww.wenku.com |
Haly  — http://googleu: ercon |

http://bp.blogspot.c i
http:/finlinedome.ne =
http:/fwww.naenara.k
- http:/fgoogle.com.br
Australia http://aili.com
http://php.net _r
http://www.arabtimes =
Ok Sk 10k 15k 20k 25k 30k 35k 40k 45k 50k o 100 200 300 400 500 600 Joo 800

Values Values

Korea. Republic of

Uganda

Finland
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UBICA monitoring interface (2/2)

United States of America

back to global graph
| CEEEEEEEEEEE———
F
i = Time Graph =
srom: 013525 | ety = P =
To: [2013-10-26 ‘ zoom [Am[3m [6m [¥TD] 1y [ All | From | Oct 17,2013 To | Oct 24,2013

Invia richiesta ‘
LA A MMM AMAMMAAA A
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UBICA at the moment (yesterday night)

> Just a prototype: few tests, few vantage points, but has
— Full-cycle automation
— Actual data
— Quasi-real-time reporting
... we are working to improve it!
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Thanks for your attention!
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Any Questions?
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