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Abstract—The paper deals with the reduction of the channel
outage in a smart grid scenario since it plays a crucial role on the
control performance of the Demand/Response Management. A
study on a two-way cognitive-based switching procedure is
carried out and tools for the optimum sensing-time evaluation
are provided. Such evaluation considers a cost function that takes
into account both the sensing-accuracy improvement gained by
increasing the sensing time and the transmission-capacity
degradation induced by sensing-time increasing.
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I. INTRODUCTION

Demand/Response Management (DRM) is, as well-known, a
key functionality in the energy management of a next
generation smart grid since it can significantly reduce the peak
power consumption. Very recently, great attention [1] has
been devoted towards real-time interactions between
consumers and provider by introducing smart meters in the
grid. In fact, smart meters aim at optimizing the use of the
available power by accounting for the energy market prices of
the different power sources. The exchange of information
among the smart grid nodes must be performed for many data
categories in real-time and , therefore, this requires a reliable
and efficient communication network that, moreover, must be
realized at an affordable cost. The wireless technology can be
able to offer interesting solutions thanks to the undeniable
vantages that such a technology can assure such as flexibility,
low cost, high speed of installation and return of investment in
short time. On the other hand it is also well-known how
hostile is the wireless media and, consequently, innovative
transmission solutions have to be put in place to guarantee the
satisfactory level of reliability, low temporal latency, high data
rates and power as well as spectrum efficiency.
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The smart grid is commonly deployed in a wide geographical
region [2] and, consequently, the communication
infrastructure is envisioned to be a multilayer topology that
extends across the whole smart grid from the home area
networks (HAN) to the neighbourhood area networks (NAN)
and wide area networks (Fig.1). More specifically, in HAN
various smart meters from home are connected to the gateway
by utilizing wireless protocols and technologies such as
ZigBee, Bluetooth, etc.,. The NAN connects multiple HAN
gateways to a local access point and, finally, WAN provide
communication paths among the NAN access points and the
utility systems to exchange information. This three-layered
communication structure has to deal with several important
and challenging issues such as:

i.  Tremendous amount of heterogeneous data (greater
than tens of thousands of Tera bytes in 2015);

ii. Integration of the power sources - power from utilities
and power from different distribute renewable energy
sources (e.g. , wind and solar sources) present in the
NAN; such integration is mandatory if providers as
well as consumers want to take advantage for the
different prices and availability of the power sources;

iii. Highly varying traffic — the smart grid has to deal with
a huge amount of data (both real-data and archival
data) and the amount of data-exchange highly varies
during the day so that the communication infrastructure
requires both high data rates, low temporal latency to
assure real-time services and, of course a satisfactory
level of reliability;

iv. Inter-operability — due to the multi-layered topology of
the network a multiplicity of technologies and
standards are utilized which, require to solve many and
important issues of interoperability;

v. Quality of Service (QoS) - unfortunately the large
amount of data has also characterized by a large variety
of categories each of one imposes different
transmission (bandwidth, latency, reliability etc.) and
security requirements.

vi. Security - the wireless technology exposes, farther than
the fixed networks, smart grids to outside attacks.
Therefore, the security has to be deeply studied because
there are many threats within utilities, such as, for



example, indiscretions by employees and authorization
violations [3].

The previous considerations regarding the requirements of the
communication infrastructure for smart grid evidence the need
to find out effective solutions to the lack of spectral resources,
mainly due to a very inefficient way to utilize such precious
resources [4]. The spectrum inefficiency is mainly due to the
static spectrum access, and, for this reason the FCC has
encouraged the utilization and development of the cognitive
paradigm [5] for the dynamic spectrum access (DSA) [6] and
[7]. According to the cognitive radio (CR) paradigm,
secondary users (SU’s), referred to also cognitive users, sense
the channel looking for spectral holes in the licensed
bandwidth. If such holes are discovered available they can use
them, provided that they do not interfere with the licensed
users referred in the following to the primary users (PU). Very
recently, the extensive use of cognitive paradigm has been
proposed [3] for a smart grid: it is suggested to apply the
cognitive paradigm for all three sub-networks constituting the
smart grid communication infrastructure, namely, the HAN,
the NAN and the WAN. Since the channel outage significantly
affects the control performance of the DRM, very recently
attention [8] to reduce such outage has been devoted by
exploiting the channel resources that the cognitive paradigm
can make available in the HAN sub-network.

To reduce the outage channel in the HAN and NAN sub-
networks, where the radio cognitive paradigm seems to be
more promising, we propose to utilize the same switching
cognitive-based procedure of [8] which employs a two-way
communication.

Unlike [8], this paper focus on the sensing-time optimization
by accounting for the fact that the sensing time and the
transmission time take turns and, that the sensing period,
namely their summation, is limited since the regulatory rules
impose a continuous and adequate updating of the channel-
state (busy or idle from PU). Such a sensing period is assessed
to assure the interference requirements and its value depends
also by the PU traffic activity statistics. Therefore, if the
sensing time is increased to reduce the sensing errors (false-
alarm probability and detection probability) the time dedicated
for the transmission become smaller. From such a
consideration it results that a trade-off between the sensing
accuracy, and consequently channel outage, and transmission
capacity must be taken into account.

The present paper considers such an issue and proposes how
to assess the sensing time in order to optimize jointly the
sensing accuracy (namely, channel outage) and the
transmission capacity. Specifically, a cost function which
accounts for the channel outage and the transmission capacity,
is proposed and maximized with respect to the sensing time.
The paper is organized as follows: Section II synthesizes the
related papers whereas Section III presents the time-sensing
optimization procedure. Section IV provides numerical results
and Section V is devoted to the conclusions and final remarks.

II. RELATED PAPER

In [9] the authors propose a CR channel allocation and traffic
scheduling scheme which accounts for the channel switching
as well as for the spectrum sensing errors and solve a system-
utility optimization problem for a smart communication
system. The paper focus on wireless sensor networks, namely
a HAN sub-network, to perform an intelligent monitoring for a
smart grid scenario and categorizes the multimedia traffic to
prioritize it in order to optimize the scheduling with reference
to a single-hop CR network system. The rule of the sensing
time is not considered as well as the fact that the infrastructure
is a three-layered network. In [8] the authors with reference to
HAN, analyse the impact of the channel outage on the DRM
control performances. It, as well-known, reduces the profit of
the power provider as well as the social welfare of the smart
grid. They propose a cognitive-based two-way communication
switching procedure to reduce the channel outage and study
the trade-off between better control performance and higher
communication cost which both increase by increasing the
sensing time. In the paper it is shown that there exists a unique
optimal sensing time which assures the optimum trade-off
under the assumption that energy detectors are employed for
the spectrum sensing by the consumers and assuming that the
signal-to-noise ratios at the transceiver are equal each other
regardless of the different locations of the nodes of smart grid.
More specifically, the SG nodes are assumed to have the same
spectrum sensing capabilities, which is not the case in a real
system. The channel-outage influence on the DRM control
performance is also analysed in [1]. In order to lower the
channel outage not only the temporal opportunities originated
by the absence of PU activity in its protection range' [10-13]
but also the spatial opportunities caused also, for example, by
the relative mobility between PU and SU [12] can be
exploited. CU’s can be out of the protection range and,
therefore spatial spectrum opportunities can occur, allowing to
lower the channel outage. A joint temporal and spatial
spectrum sharing scheme is proposed in [1] and the results of
the performance analysis show that the joint spatial and
temporal spectrum sharing can increase the spectrum SG
opportunities and lower the outage probability and,
consequently, improve the DRM control performances
provided that the primary user transmission power is not too
large.

' The protection range is determined by the PU transmission
range and the CU interference range.
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Fig. 1 System Model

III. THE PROPOSED OPTIMIZATION PROCEDURE

The smart grid under consideration consists of one power
provider and N power consumers, which deliver/receive their
data towards/from the Demand/ Response Management
(DRM). Each consumer collects the data periodically
delivered by its meters or to be delivered towards its meters at
a home gateway utilizing a home area network (HAN). Each
gateway adopts a two-way communication cognitive-based
procedure to select between a channel belonging to a primary
network, referred in the following as cognitive channel, say
Ch, (i) 1 = 1,2...,N) and a channel which utilizes the
unlicensed spectrum, referred in the following as unlicensed
channel, say Chy(i). More precisely, the ith consumer chooses
its channel according to the following rule: if the spectrum
sensing procedure detects the Ch.(i) idle, the smart gateway
switches the data transmission to Ch.(i). Such an event occurs
with probability Py, (i)Po,(i) where Py, (i) and P,(i) are defined
as follows:

i)  Py(i) is the probability that the switching occurs,
namely the sensing detects the cognitive channel idle,
namely it detects that the primary user does not utilize
the channel Ch.(i): this probability can be evaluated
considering two possible mutually exclusive events: a)
the primary channel is busy, which happens with
probability P(i)’, and the sensing fails; b) the primary
channel is idle which occurs with probability 1-Py(i)
=Py(i) and the sensing detects correctly that the
channel is idle. Therefore:

Pey (Ti) =
=P (DA —-Py(r;)) +
+Py (D)(1 = Pr (7))

2.1)

In (2.1) Py(t;) and Pg(t;) are the detection probability
and the false-alarm probability, respectively. The

The dependence on the index i accounts for the potential different PU
network scenarios due to the different locations of the consumer gateways.
Moreover, the assumption of statistical independence among the overall
channel outages P,,(7;) (i=1,2,...N) require the statistical independence
among the switching events and the statistical independence among the
unlicensed channel outages as well as the licensed ones. Such properties can
be assured provided that the channels are appropriately assigned to each
consumer.

former is the probability that the channel is detected
busy by the sensing procedure when the PU is in
operation, whereas the latter is the probability that the
channel is sensed busy when the PU is not in operation.

il)  Pog(7;) is the channel-outage probability which refers to
the channel utilized to deliver the data from the ith
consumer gateway towards the DRM. It is equal to
channel-outage probability of the Chy(i) if the
cognitive-channel switching is not utilized whereas if
the cognitive-based switching is adopted, the channel-
outage probability is evaluated by considering the two
mutually exclusive events:

a) no switching occurs and the unlicensed channel
outage Chy(i) happens whose probability is given by
(1-Pou(T))P(Chy(0));
b) the switching occurs and the cognitive channel
outage Ch, (i) happens whose probability is given by
Py(T))P(Chi(i)).
Therefore the channel-outage probability based on the adopted
switching procedure is:

Pog(Ti) = (1 - PSW(Ti))P(Chul(i)) +

+ Pgy (r)P(Ch (D)) =

= [P(Ch.(D) = P(Chyy(D)] - Psw (z) +

+P(Chy (1))
It is reasonable to assume that the quality of the licensed
channel is better than the one of the unlicensed channel and,
namely P(Chc(i)) < P(Chy; (i), therefore, it results from
(2.2) that the two-way cognitive-based switching procedure
assures a lower channel outage , namely, Poo(7;) <Pog wi(i) .
Moreover, the greater is the Py, (7;) the lower is the channel-
outage probability.
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Fig. 2 Cognitive-Radio Framework for Two-way
Communications.

Fig. 2 shows the cognitive-radio framework for the two-way
communication structure: every T second each consumer
performs a sensing whose duration is T; after that it starts to
transmit for a time T- T; over the unlicensed channel Chy(i) if
the sensing detects the cognitive channel busy, otherwise it



delivers its data over the cognitive channel Ch.(i). There is no
collision and no lost of opportunities if the sensing is error-
free. The switching probability, according to (2.1) depends on
the PU traffic, namely by P,(z;) and by the sensing accuracy
which, in turn, depends on both the detection probability
P4(t;) and the false-alarm probability P(t;). The former is not
under the control of the sensing procedure whereas, the latter,
by means Py(t;) and Pg(t;) can be adequately optimized since
they both depend on the sensing time T;.
Let us underline that 1-Py(zr;) gives a measure of the
interference amount caused by the i-th secondary user on the
PU transmissions, and therefore the standards impose that:
P,(t;) = Pn (2.3)
where Pg(t;) measures the amount of the loose of
communication opportunities and, hence, it is a measure of the
sensing efficiency, and therefore, it must maintained low as
much as possible.
By assuming that the outages of the channels that deliver the
data from the consumers to RDM are statistically independent”
each other, the overall channel-outage probability is given by:

N

Pog =1- 1_[[(1 - Pog(Ti)]

i=1

2.4)

In the following we assume that the sensing procedures adopt
the energy-detection devices. Such an assumption is largely
considered in the literature [14] since the energy detector
exhibits the lowest complexity, requires as a-priory knowledge
only to know where the spectral signal bandwidths are located
and, moreover, it is almost robust against the interference
scenario. The energy detector integrates the square of the
signal in the bandwidth W over the sensing time T; and
compares the resulting value, namely the energy, with a
threshold €; to decide whether the Ch,(i) is occupied by PU or
is idle. In [9] it is shown that the collision probability in
presence of the cognitive-based switching procedure is lower
than that when such a procedure is not performed.

According to this assumption the detection probability and the
false-alarm probability can be expressed in terms of Q-
function as:

Pa(t)) = Q [\/ W (Wm - 1)] (2.5)
Pf(Ti) =Q I:ﬂWTl' (ZVT‘;Ti - 1)] (26)

where 7v; is the signal-to-noise ratio (SNR) at the i-th gateway
transceiver , €; is the threshold of the test, normalized to G; 2
which is the mean square of the additive white Gaussian noise
and

"L G 2.7

2| —ez .

Q(x) LZﬂe zda 2.7
is the Q-function.

To guarantee the minimum interference level P, " against the
PU the threshold ¢; from (2.5) it must be set as follows:

min

g =2Wg[Q7(PI™) + W1 | (3, + 1) (2.8)
By substituting (2.8) into (2. 6) one has:
Pe(zy) = Q[Vi\/ W, + Q_l(Pénin)(%- +1)] (2.9)

Prmin(@) = Q[yVWT + Q1 (P1™) (7, + 1)]

By accounting for the decreasing property of the Q-function it
results, as expected, that the P«(i) decreases as the sensing time
T; increases.

The switching probability can be re-expressed by setting Py (i)
equal to P4™" and by substituting (2.9) in (2.1):

Py, (1) =1—P, (P —
—P,(DQ[y W + Q7 (PF™) (7, + 1)]

PIin(i) =1 - P ()PP —
—Py(DQ[yVWT + Q* (PT™)(y, + 1)]

(2.10)

Moreover, by substituting (2.10) in (2.2) one has:

Pog (1) = [P(Ch(D)) = P(Chyu ()] -
QW+ Q7 (PP ) (3 + D} +
+[P(Che(i)) = P(Chy ()1P,(DPF™ +
+P(Chul (l))

.11

From (2.10) and (2.11), one has that, as 7; increases and
therefore, the sensing accuracy improves, Py, (7;) tends to its
maximum value 1— P, ({)PJ"" and the channel-outage

Bog(t;) (2.2) tends to its minimum value:

Poi™ = [P(Ch (1)) — P(Chy (D] P +
- (2.12)

+ P[Chul(l)]

On the other hand, the increasing of the sensing time gives
less time for transmitting since the sensing rate, say 1/T, is
fixed to allow an adequate monitoring of the PU traffic
activity, and therefore the transmitting time
T,=T—-1 (2.13)

decreases. Such a consideration suggests that the optimization
of the only overall outage (2.4) is not a right choice but the

cost function has to take into account also the trade-off
between the advantages gained by the increasing of the



sensing accuracy with the sensing time increasing and the
decreasing of the transmission capacity which depends on the
transmission times Ty, (i = 1,2, ... N)

The sensing time can be single out, therefore, according to this
maximization procedure:

(14, Ty, .., Ty) 0P =
= argmaxg ;, .oy (1 - Pog(TLTZ, s TN’) +
+ Zﬁ;R(n,}Q) _
max (2.14)
= arg maxq, , oy [Hf’zl[(l — Py, Ti)] +
I R(w }’1)]
Rmax
where:
T— 1
R(Tl‘, J/l) = CLTL (215)
and
Riax; = Ci (2.16)
with C; denoting the bit rate of the Ch(i) defined as:
Ch(i) = Psw(i)cci + (1 - Psw(i))culi 2.17)

where C, and Cy, are the bit rate of the ith cognitive channel
and unlicensed channel, respectively.

In the particular case of ;=7 (1=1,2,...N), P, i) =P, and C; =
C the optimization problem (2.14) becomes more simple in
thaty =7, =Ty = 7

R(z,)

max

TPt = arg max [(1-P,G, T)] (2.18)

where P, (i, 7) is given by (2.2).

IV. NUMERICAL RESULTS
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Fig. 3 Probability of Channel Outage VS Sensing Time

In this section we report results derived by the analytical
analysis reported in the previous section. More precisely, Fig.
3 shows the overall probability of channel outage F, (i) (2.11)
versus the common sensing time 7 for fixed values of the
bandwidth W= 6 Mz, the SNR y= —15dB, the sensing
period T= 0.3 msec, the probability P,(i) = 0.1, the channel
outage P(Ch(i)) = 0.2 and P(Chy(i)) = 0.5, C;, = 10,Cy;; = 5.

As expected P, (i) decreases with 7 and reaches its minimum
value (2.12) asymptotically as 7— 0. The behaviour of P, ; (i)
with varying values of y has been also analysed: as y
decreases such a minimum value is approached for greater
values of 7.
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Fig. 4 Optimum Vale of 7VS y

Fig. 4 reports the optimum value of 7 (2.18) as a function of
y: such a value increases with y up to reach a maximum value
and, then this optimum value decreases with ¥ . This
behaviour can justified as follows: for smaller values of y the
optimum sensing time increases since the benefit gained by
the sensing accuracy (the first term in (2.18)) dominates with
respect the second term whereas, when the value of 7y
becomes larger the optimum sensing time 7°P! decreases
since the sensing accuracy benefit saturates and smaller values
of 7°Pt allow the second term of (2.18) to dominate.

V. CONCLUSIONS

The paper deals with the reduction of the channel outage in a
smart grid scenario since it plays a crucial role in the DRM
control management performances. A study on a two-way
cognitive-based switching procedure is carried on and the
tools for the optimum sensing time evaluation are provided.
Such evaluation considers a cost function that takes into
account both the sensing-accuracy improvement gained by
increasing the sensing time and the transmission capacity
degradation induced by increasing the sensing time.
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