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Fig. 13. UCSD darknet’s traffic coming from Libya: traffic from selected ASs.
The connectivity of satellite-based provider SatAS1 was probably disrupted
through deliberate jamming of the satellite signal.

malware, allowing inference of network conditions. Traffic
from this network also provided evidence of what happened
to Libyan Internet connections based on satellite systems not
managed by the local telecom provider.
Comparing Fig. 12(a) and (b) reveals a different behavior that

conflicts with previous reports [21]: The second outage was not
entirely caused by BGP withdrawals. The BGP shutdown began
on February 19 around 21:58.55 UTC, exactly matching the
sharp decrease of darknet traffic from Libya (and in accordance
with reports on Libyan traffic seen by Arbor Networks [40]),
but it ended approximately 1 h later, at 23:02.52. In contrast,
the Internet outage as shown by the telescope data and reported
by the news [21] lasted until approximately February 20 at
6:12 UTC. This finding suggests that a different disruption
technique—a packet-blocking strategy apparently adopted
subsequently in the third outage and recognized by the rest of
the world—was already being used during this second outage.
The firewall configuration may have been set up during the
BGP shutdown, and the routes were restored once the packet
blocking was put in place.
Fig. 12(b) shows that the IPv4 prefix managed by SatAS1,

the satellite company, was not withdrawn, which seems reason-
able considering that this IPv4 prefix was managed by a com-
pany outside of Libya. However, the darknet traffic from both
the local telecom and SatAS1 plummeted when the two outages
occurred (see Fig. 13). A tiny amount of traffic still reached
UCSD’s darknet from SatAS1 IPs in Libya, especially during
the second outage (Fig. 13), suggesting that the government
could have used signal jamming to disrupt the satellite service
for Internet connectivity, as they did for satellite TV news and
mobile communication services [59], [66].
As for IntAS2, there was not enough unsolicited traffic

reaching the darknet preceding and during the outages to use-
fully analyze, likely due to lack of end-users in this network.
However, the only Libyan IPv4 prefix announced by IntAS2
was withdrawn twice: 1) on the same day of the first outage, but
several hours before it started (for approximately 40 min, from
12:38.58 to 12:41.25 UTC); 2) approximately 10 min after the
BGP routes of the local telecom were withdrawn in the second
outage. The matching times in the latter case suggest a form of
coordination or forcing the common loss of BGP connectivity.
Fig. 12(b) shows that the BGP disruption of the Libyan IPv4

Fig. 14. Fraction of Ark and iPlane traceroutes, directed to IP addresses geolo-
cated to Libya, which terminated (either at the destination or the last reachable
hop) in Libya.

Fig. 15. UCSD darknet’s traffic coming from Libya: detail of the third outage.
The small but visible amount of traffic during the third outage (coming from
a small number of /24 networks) is consistent with the use of selective packet
filtering, instead of BGP withdrawals, to effect the outage.

prefix of IntAS2 lasted for about 2 days (from February 19,
23:20.22 UTC, to February 21, 10:38.15 UTC), far longer than
the duration of the second outage.
The third outage in Libya happened several days later. We

verified, by analyzing all BGP updates collected byRoute Views
and RIPE NCCRIS, that all BGP routes stayed up without inter-
ruption. However, Fig. 15 shows that the darknet traffic sharply
dropped at March 3, 16:57:00 UTC. Perhaps not surprisingly
given their earlier experimenting with different censorship tech-
niques, the third and longest Libyan outage was not caused
by BGP disruption, but by packet filtering, confirmed by other
sources [22].
While probing in the Ark data was not frequent enough to

see the first two Libyan outages, the third and longer outage
caused a significant drop in the fraction of reachable destina-
tions in IPv4 prefixes geolocated in Libya, as seen in Fig. 14.
The remaining reachable destinations in Libya were both from
wired and satellite-connected ASs, showing that bidirectional
communication for some hosts in both types of networks was
still possible during this longer outage.
Our analysis revealed three discoveries.
• We established the potential of network telescopes to detect
countrywide filtering phenomena, even phenomena that
cannot be detected by monitoring BGP connectivity. The
sharp decrease in traffic shown in Fig. 15 suggests that a
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simple change point detection algorithm would automati-
cally raise an alert in this case, similar to how others used
sharp drops in observed BGP announcements.

• We confirmed that packet filtering techniques for censor-
ship were used because we still had visibility of a few
packets from a few subnets, suggesting that perhaps the
regime wanted to preserve connectivity for some sites.

• We discovered that packet filtering techniques were also
used for previous outages that were reported as BGP-only
disruptions. Moreover, we captured a retrospective of what
happened, also explaining the short gap (February 18 from
20:24 to 21:57 UTC) in traffic visible on the UCSD net-
work telescope [Fig. 12(a)] a few hours before the first
outage. This short drop in traffic was also visible in data
published by others [40], but was never discussed. We ver-
ified [Fig. 12(b)] that all the BGP routes were up during
this gap in observed traffic, which suggests that Libya was
already testing firewall blocking during this interval. The
fact that the first two outages were BGP-based may indi-
cate that the censors were unsatisfied with the results of
these tests and used BGP-based disruption for the first two
outages as an alternative while they further tested packet
filtering techniques.

3) Denial-of-Service Attacks: In addition to reflecting the
outages, our analysis of the UCSD darknet traffic shows two
denial-of-service attacks to systems located in Libya. Because
these attacks used randomly spoofed source addresses, we do
not know if the attackers were inside or outside the country (or
both), or how many machines were used to source the attack.
The first attack, labeled D1 in Fig. 11, started on February 26 at
20:27 UTC, targeted a few IPs in a subnet of the Libyan Telecom
(ltt.ly), and lasted approximately 24 h and 19 min. Analysis of
the backscatter traffic allows us to estimate an average packet
rate of 30 390 packets per second.
The second attack, labeled D2, started on Saturday,March 19,

2011, at 20:31 UTC, and the victim was a single IP assigned
to the Libyan telecom provider. The attack lasted for about
27 h and 51 min with an estimated average packet rate of
30 280 packets per second.

VI. DISCUSSION AND CONCLUSION

Political events in the Middle East in 2011, as well as po-
litical discussions in the US Congress [67] have inspired pop-
ular as well as technical interest in possible mechanisms, im-
pact, circumvention, and detection of Internet filtering at dif-
ferent layers. Our study of Egypt’s and Libya’s government-or-
dered Internet outages have revealed a number of challenges
and opportunities for the scientific study of Internet filtering and
disruption. Given the growing interest and expanding circum-
stances that will give rise to large-scale Internet filtering behav-
iors, and the need to inform policy development with the best
available empirical data and analysis of such behavior, we be-
lieve the topic will necessarily merit its own discipline. This
study offers an initial contribution in this direction.
We used multiple types of large-scale data in this analysis,

all from data sets already available to academic researchers.
The first type of data—BGP interdomain routing control plane
data—was already widely analyzed and reported on during the
outages. Our analysis of BGP data suggested that key decisions

related to the outage were quite synchronized and produced dra-
matic, globally observable consequences.
We have not seen the second type of data—unsolicited

data plane traffic to unassigned address space (darknet or
telescope data)—previously used for this purpose, and we were
surprised at the range of insights it yielded. Unsolicited and
unwanted traffic on the Internet has grown to such significant
levels that instrumentation capturing such traffic can illuminate
many different types of macroscopic events, including but
not limited to broad-scale packet-filtering-based censorship,
which is not observable in BGP data. From this unidirectional
traffic data, we detected what we believe were Libya’s attempts
to test firewall-based blocking before they executed more
aggressive BGP-based disconnection. These data also revealed
Libya’s use of such packet filtering technology during the
second BGP-based connection. Interestingly, the backscatter
component of these traffic data enabled us to identify some
denial-of-service attacks against Egyptian government Web
sites before and after the censorship interval.
We also made limited use of active ping and macroscopic

traceroute measurements toward address space in these coun-
tries during the outages. We used CAIDA’s IPv4 topology data
set and iPlane traceroute measurements to observe, surprisingly,
a limited amount of two-way connectivity surviving the outage
intervals that span more then a day.
Using both control plane and data plane data sets in combi-

nation allowed us to narrow down which form of Internet access
disruption was implemented at different times in a given region.
Our methodology required determining which IP address pre-
fixes were in each country using RIR-delegation data and public
geolocation database (MaxMind) data, and then mapping those
prefixes of interest to origin ASs using publicly available BGP
data repositories in the US and Europe. Looking deeper into all
sources of data can reveal different filtering approaches, pos-
sible satellite jamming, ranges of IPs not filtered by the firewall,
and different forms of (or lack of) coordination with other au-
thorities. These techniques could also be used to improve the ac-
curacy of geolocation databases, e.g., detecting errors in geolo-
cation databases that map IP addresses to completely censored
countries, but such IP addresses still show up in measurements.
Since IPv6 is not as widely deployed as IPv4, there is a lack of

feature parity in IPv4 and IPv6 technologies, including censor-
ship technologies such as deep packet inspection. This disparity
means that IPv6 may offer a time-limited opportunity for eva-
sion of layer-3 IP censorship. The fact that all IPv6 prefixes in
Egypt were unaffected by the outage, shows that currently data
flows using IPv6 are easily overlooked or ignored. Whether it
was a willful act of disobedience by the network operators or
(more likely) an oversight, the effect is the same: Unless or until
IPv6 gains considerably more traction, IPv6 data flows may re-
main “under the radar” (or more accurately, may continue to slip
through the firewall).
Additional data sources would deepen the analysis, especially

since only a subset of data sources may be available at any time.
We used Ark and iPlane data as supporting evidence for bidi-
rectional layer-3 reachability of prefixes in Egypt and Libya,
but the same data also contain forward path information that we
have not explored in detail. These data could allow us to see path
changes at the data plane that happened due to the censorship we
described. Comparing path changes observed in the data plane
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to those observed in the control plane, i.e., BGP, may expose
non-BGP routing phenomena, such as use of default routes in
addition to BGP-based routing [15].
Automating this relatively manual post-event analysis

methodology involves several technical and intellectual chal-
lenges we are now pursuing.4 In designing a prototype system
for the continuous and combined monitoring of extracted met-
rics, we found we need to first detect outages within national
boundaries since IP geolocation at a finer granularity is still
much less accurate by the best available methods.
Effective distributed and continuous active probing also re-

quires properly managing the inherent tradeoff between tem-
poral granularity, address space and geographic scope by the
measurements, and computational and network traffic overhead.
We are evaluating an approach to optimizing this tradeoff using
precompiled hitlists of responsive probing targets from the ISI
Internet Address Census project [35].
Analysis of darknet traffic is also challenging to automate,

although we have found that observing the number of distinct
source IP addresses per unit time sending packets to the darknet
can effectively detect and quantify the impact of macroscopic
Internet outages [26]. Unlike packet rate, this metric is not sig-
nificantly affected by backscatter or other anomalies, although
it is susceptible to spoofing of source IP addresses. We are cur-
rently developing methods to automatically filter spoofed traffic
reaching our darknet.
Combining metrics from the three different types of measure-

ment sources used in this paper will enable diagnosis of connec-
tivity disruption happening at different layers of the protocol
stack. The resolution of BGP updates and darknet traffic data
offers finer time granularity, which facilitates early detection of
anomalies that could trigger further active probing to provide
additional timely insight into the event. We plan to leverage
on-demand active probing capabilities developed for our related
Internet infrastructure mapping project [18].
Real-time monitoring supporting geographical regions not

delimited by national borders poses additional challenges. We
are investigating approaches to geolocate IP prefixes advertised
on the BGP plane with higher granularity than country-level,
in order to create a common aggregation set with active and
passive measurements on the data plane. More importantly, the
need to identify an optimal geographical granularity introduces
another dimension to the challenges we mentioned, such as the
tradeoffs in continuous probing. Additionally, since our metrics
extracted from darknet traffic are essentially based on oppor-
tunistic measurements, their applicability is a function of the
granularity of geographical aggregation (e.g., Internet penetra-
tion and density of infected hosts in the areas involved affect
the “quality” of the signal). We are currently working on rig-
orously identifying the limits within it is possible to extract a
stable signal from darknet traffic that is still effective to infer
connectivity disruption in the monitored regions.

APPENDIX

We recognize that this paper could possibly expose network
operators’ disobedience to government orders, with potential
harmful consequences to the operators. Therefore, we believe

4This activity is supported from a recent grant from the US NSF’s Security
and Trustworthy Cyberspace (SATC) program (CNS-1228994) “Detection and
analysis of large-scale Internet infrastructure outages.”

it would be ethical to anonymize the ASs that might be at risk
for harm. Here, we describe and justify the reasoning for our
anonymization policy.
Our main concern is that we do not know the nature of the

relationships between the operators of these networks to their
governments, whether they disobeyed direct orders and what
the penalties might be. We assume that the national incumbent
telecom operators will follow orders from their respective
governments; our research did not reveal behavior that sug-
gests otherwise. Furthermore, the behavior of both incumbent
telecom operators has been described in detail elsewhere, e.g.,
[20]. Hence, in this paper we label these ASs EgStateAs and
LyStateAs. For the remaining ASs, we anonymized ASs that
were operating nationally in Egypt with an Eg-prefix, e.g.,
EgAs1, EgAs2, etc. We did not need to do so for Libya because
we did not find ASs operating at the national level in Libya,
except for the state-owned telecom operator. As the upstreams
of networks in Libya and Egypt may have personnel operating
in one of these countries, we decided to anonymize these as
well and labeled them IntAs1, IntAs2, etc. One distinguishing
characteristic of censorship activity we observed is whether
it occurs via wireless satellite connectivity; depending on
who owns the satellite links, disrupting such connectivity
may require jamming technology rather than firewall-based
filtering. To acknowledge this distinction, which is revealed
in the data anyway, we labeled the one international satellite
connectivity provider we show data for as SatAs1. We re-
alize this anonymization policy cannot guarantee to prevent
deanonymization by careful examination of publicly available
data, but it raises the threshold for doing so without compro-
mising the scientific value of this paper.
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