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Data Encryption Standard (DES)

• 1972, U. S. Federal Dept. of Commerce, calling for encryption 
standard for storing, processing and distributing information.

• In 1974, IBM responded Lucifer cipher
• In 1976, NSA made changes of Lucifer to DES (published)
• In 1977, US National Bureau of Standard  (National Institute of 

Standard and Technology (NIST)) adopted. 
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Data Encryption Standard (DES)

Design Requirements:
• High level of security;
• Comprehensive and transparent specification;
• Security may not rely on the secrecy of the algorithm;
• Available and accessible to all users;
• Suitable for a variety of applications;
• Low cost implementation
• Able to be exported
• Accessible for validation  
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DES Structure

• DES is a block cipher with 64 bits input/output and secret key 56 bits
• DES has 16 rounds
• One Key schedule algorithm: Permuted choice one and two (PC-1, 

PC-2), schedule of left shift  
• Permutation: Initial permutation IP and its inverse IP-1

• Each round function f : {0,1}48 x {0,1}32 {0,1}32 :
• Expansion function E
• 8 Substitution table (S-Box)
• Permutation function P
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DES Block Diagram



IMT4101 -- Network Security (TCH) 7

Two-DES and Triple-DES

K1

K3
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DES Security
• Weak keys: 0101010101010101, 1F1F1F1F0E0E0E0E,

E0E0E0E0F1F1F1F1, FEFEFEFEFEFEFEFE + 12 other weak keys
• 1990, Biham and Shamir presented a  differential cryptanalysis attack on DES 

(ciphertext: 248)
• 1993 Matsui  presented a linear cryptanalysis attack on DES (ciphertext : 243)
• 1993, Wiener propose a VLSI key search engine of cost one million to find key in 3.5 

hours.
• 1996(?) Distributed.Net and EFF finding key in 56 hours using 100,000 PC.
• 1998 DES Cracker (EFF) finding key in 22 hours 15 min

• Specialized hardware: cost $250,000
• Brute force attack: try all possible keys (256) 

• The rumor is that NSA can crack DES in 3-15 minutes with hardware for $50,000 
• Single DES not longer secure in use, will use Triple DES (112 bits or 168 bits) 
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Mode of Operations

• Electronic Codebook (ECB)
• Cipher Block Chaining (CBC)
• Cipher Feedback Mode (CFB)
• Output Feedback Mode (OFB) 
• Counter Mode (CTR)



IMT4101 -- Network Security (TCH) 10

Electronic Codebook (ECB)
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Cipher Block Chaining (CBC)

C0 = IV
P0 = 0

Qi = Pi
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Cipher Feedback (CFB)
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Output Feedback (OFB)
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Counter Mode (CTR)

• CTR Encryption : 
• INPUT : Ctr1, m1, m2, …
• OUTPUT : Ctr1, c1, c2, …
• ci = mi ⊕ E(Ctri) ,   i= 1, 2, ..

• CTR Decryption :
• INPUT : Ctr1, c1, c2, …
• OUTPUT : Ctr1, m1, m2, …
• mi = ci ⊕ E(Ctri) ,   i= 1, 2, ..
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Advance Encryption Standard (AES)

• 1997-- NIST called for proposal, there are 15 algorithms submitted 
• 2001 – NIST selected Rijndeal as an AES in FIPS 197
• AES has more than 10 rounds
• Input 128 bits and output 128 bits with key 128, 192 or 256 bits
• Key schedule algorithm
• Each round function f : {0,1}128 x {0,1}128 {0,1}128 :

• ByteSub
• Shiftrows
• MixColumns
• AddRoundKey
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Number of rounds
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AES Structure
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AES Block Diagram

Encryption Decryption

ByteSub

ShiftRow

InvByteSub

InvShiftrow
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ByteSub Transformation
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ByteSub (S-Box)
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ShiftRow Transformation
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MixColumn Transformation

=



IMT4101 -- Network Security (TCH) 23

Addition

Addition
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Multiplication
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AddRoundKey
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Key Schedules

Rcon[1]   = 01000000
Rcon[2]   = 02000000
Rcon[3]   = 04000000
Rcon[4]   = 08000000
Rcon[5]   = 10000000
Rcon[6]   = 20000000
Rcon[7]   = 40000000
Rcon[8]   = 80000000
Rcon[9]   = 1b000000
Rcon[10] = 36000000
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AES Decryption

• The decryption mainly in the inverse direction  
• InvAddRoundKey
• InvMixColumns
• InvShiftrows
• InvByteSub

• The decryption is different from the encryption
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Performance and Security of AES

• AES runs faster than DES, and other many other block ciphers, ex, 
RC6, MAR, Serpent, SAFER+, CAST, DEAL, Twofish, E2, etc.

• Pentium 4 (3.2GHz) : 861 Mbps (in C), 1.537Gbps (in assembly)
• Pentium III (1.33MHz): 466 Mbps (in C), 718Mbps(in assembly)
• Alpha AXP 21164 (600MHz) : 166Mbps
• FPGA: Xilinx (Virtex E-600-8): 1.3Gbps, 17.8Gbps with pipelining
• ASIC: 3.46Gbps (in 36.9Kgates)  
• AES is secure against exhaustive key search
• AES is secure against Differential/Linear Cryptanalysis
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IDEA

▫ Designed by Lai and 
Messay in 1990
▫ 8 rounds
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RC5

▫ Designed by Rivest 
in 1994
▫ 16 rounds
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Hash Function

Arbitrary length message m

H(m)

Fixed length message

• One-way function: Given m, compute H(m) is easy. Given 
h=H(m), to find M is difficult 

• Second Pre-image: Given m, finding m’ such that 
H(m’)=H(m) is hard

• Collision-resistance: Finding m1 and m2 such that 
H(m1)=H(m2) is hard 
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Hash Function (Cont’d)
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Birthday Paradox

• Given 23 people in the room, the probability of at least two 
persons having the same birthday is  
p=1-(1-1/365)(1-2/365) .. (1-22/365) > 0.5

• The probability of finding a pair of messages (about 2n/2) 
hash to the same digest is
p = 1 – e-1 > 0.63. 

• When n=64 bits, 2n/2 = 232 is insecure. Therefore, n is at 
least 128 bits
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Some Hash Functions

• Hashing based on symmetric key cryptosystem
• Rabin hashing scheme
• Davies hashing scheme
• Keyed hashing based on CBC mode

• Constructions
• MD4 & MD5
• SHA
• HAVAL
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Rabin Hash Scheme
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Other Hash Functions
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Davies Hash Scheme
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Key Hashing Based on CBC Mode
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SHA-1 -- Secure Hash Standard (SHS)

FIPS PUB 180

Secure Hash Standard

Federal Information Processing Standards Publications

U. S. Department of Commerce/N.I.S.T.

May 1993



IMT4101 -- Network Security (TCH) 41

SHA-1 or SHS

A, B, C, D, E –32 bits each.

mi – 512-bit message blocks

X  + Y=X+Y (mod 232)
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SHA-1 or SHS (Con’t)

f kj

message blocks(32 bits)

constant kj (32 bits)
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Non-Linear Functions and kt
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Hashing

For t=0 to 79
TEMP=e+ft(b,c,d)+ (a<<<5)+Wt+Kt (mod 232)
e=d
d=c
c=b <<<30
b=a
a=TEMP

a=a+ 67452301
b=b+EFCDAB89
c=c+98BADCFE
d=d+10325476
e=e+C3D2E1F0
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Append Padding Bits and Append Length

1.    m l(m)=448 (mod 512)

10…0

64512 512 512 448…………

2.     l(m) mod 512 < 448

3.     l(m) mod 512 ≥ 448

64512 512 512 448…………

64512 512 448512…………
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Expanding

…………

m0 m1  m2  m3 m4 m11  m12  m13   m14   m15

3232 32 32 32 3232 32 32 32

wi= mi                                                               for i=0 to 15
wi=(wi-3 ⊕wi-8⊕wi-14⊕wi-16)<<<1         for i=16 to 79{{

512 512 512………… 512

{m0, m1, …, m15} expanding {w0, w1 ,…, w79}
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SHA-*

SHA-256, SHA-384, SHA-512 are standardised by NIST in 
2002, document FIP 180-2
SHA-224 was proposed in 2004
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HMAC – FIPS 198

K0 :  the secret key 
ipad : x36 36 ... 36
opad : x5c 5c ... 5c
H : hash function
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