Sun’s XACML Implementation

Programmer’s Guide for Version 1.2

Last Updated: July 11, 2004

Introduction

A Brief Introduction to XACML Top Level Constructs: Policy and PolicySet Targets and Rules Attributes, Attribute Values, and Functions Requests and Responses Putting it Together: An Example A Note About Time Ranges

Using The XACML Implementation Overview Of The APIs Building a Basic PDP Building a Basic PEP Creating and Encoding Policies Validating Policies and Requests Supporting AttributeSelectors Getting and Building the Implementation Testing the Implementation

Extending The XACML Implementation Working With The Factories Adding New Attribute Types Adding New Functions Adding New Combining Algorithms Adding New Finder Modules

Introduction

web site JavaDocs TM

A Brief Introduction to XACML

OASIS

specification

Top-Level Constructs: Policy and PolicySet

Targets and Rules

Attributes, Attribute Values, and Functions

Requests and Responses

Putting it Together: An Example package

The Request:

  <Request>
    <Subject>
      <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
                 DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name">
        <AttributeValue>seth@users.example.com</AttributeValue>
      </Attribute>
      <Attribute AttributeId="group"
                 DataType="http://www.w3.org/2001/XMLSchema#string"
                 Issuer="admin@users.example.com">
        <AttributeValue>developers</AttributeValue>
      </Attribute>
    </Subject>
    <Resource>
      <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
                 DataType="http://www.w3.org/2001/XMLSchema#anyURI">
        <AttributeValue>http://server.example.com/code/docs/developer-guide.html</AttributeValue>
      </Attribute>
    </Resource>
    <Action>
      <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
                 DataType="http://www.w3.org/2001/XMLSchema#string">
        <AttributeValue>read</AttributeValue>
      </Attribute>
    </Action>
  </Request>

The Policy:

  <Policy PolicyId="ExamplePolicy"
          RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides">
    <Target>
      <Subjects>
        <AnySubject/>
      </Subjects>
      <Resources>
        <Resource>
          <ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:anyURI-equal">
            <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#anyURI">http://server.example.com/code/docs/developer-guide.html</AttributeValue>
            <ResourceAttributeDesignator DataType="http://www.w3.org/2001/XMLSchema#anyURI"
                                         AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"/>
          </ResourceMatch>
        </Resource>
      </Resources>
      <Actions>
        <AnyAction/>
      </Actions>
    </Target>
    <Rule RuleId="ReadRule" Effect="Permit">
      <Target>
        <Subjects>
          <AnySubject/>
        </Subjects>
        <Resources>
          <AnyResource/>
        </Resources>
        <Actions>
          <Action>
            <ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
              <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">read</AttributeValue>
              <ActionAttributeDesignator DataType="http://www.w3.org/2001/XMLSchema#string"
                                         AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/>
            </ActionMatch>
          </Action>
        </Actions>
      </Target>
      <Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
        <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
          <SubjectAttributeDesignator DataType="http://www.w3.org/2001/XMLSchema#string"
                                      AttributeId="group"/>
        </Apply>
        <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">developers</AttributeValue>
      </Condition>
    </Rule>
  </Policy>

The Response:

  <Response>
    <Result>
      <Decision>Permit</Decision>
      <Status>
        <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/>
      </Status>
    </Result>
  </Response>

A Note About Time Ranges

included in the samples package

Using The XACML Implementation

Overview Of The APIs

com.sun.xacml

com.sun.xacml.attr

com.sun.xacml.combine

com.sun.xacml.cond

defining new functions.

com.sun.xacml.ctx

com.sun.xacml.finder

com.sun.xacml.finder.impl

without having to write any custom finder code. Also in the APIs are com.sun.xacml.attr.proxy com.sun.xacml.cond.cluster

the author

                       java.util.logging

com.sun.xacml

SEVERE: WARNING: because of an unavailable datatype) INFO:

CONFIG: FINE: FINER: FINEST:

Building a Basic PDP

separate guide

final section

(FilePolicyModule

    FilePolicyModule policyModule = new FilePolicyModule();
    policyModule.addPolicy("/path/to/policy.xml");

schema validation

should CurrentEnvModule

    CurrentEnvModule envModule = new CurrentEnvModule();

                             com.sun.xacml.finder.impl SelectorModule, and is provided for

    PolicyFinder policyFinder = new PolicyFinder();
    Set policyModules = new HashSet();
    policyModules.add(policyModule);
    policyFinder.setModules(policyModules);

    AttributeFinder attrFinder = new AttributeFinder();
    List attrModules = new ArrayList();
    attrModules.add(envModule);
    attrFinder.setModules(attrModules);

                                PDP PDPConfig
          ResourceFinder

    PDP pdp = new PDP(new PDPConfig(attrFinder, policyFinder, null));

                                                                        FilePolicyModule PDP will
                               RequstCtx EvaluationCtx. The latter

                                                                                     EvaluationCtx,
                                                SimplePDP

Building a Basic PEP contains a full example of how to use these APIs).

    RequestCtx request = new RequestCtx(subjects, resourceAttrs,
                                        actionAttrs, environmentAttrs);

                                                            RequestCtx PDP like the one

    ResponseCtx response = pdp.evaluate(request);

    OutputStream ouput; // output to whatever uses the Request
    request.encode(output);

                        evaluate ResponseCtx, which

   SampleRequestBuilder SimplePDP class

Creating and Encoding Policies

                                                              getInstance

SamplePolicyBuilder

                      encode

Responses, you can use the encode

PolicyTreeElement

Validating Policies and Requests

                                                             FilePolicyModule

                                                                       jaxax.xml.parsers

                         javax.xml.parsers.DocumentBuilderFactory

    javax.xml.parsers.DocumentBuilderFactory=org.apache.xerces.jaxp.DocumentBuilderFactoryImpl

com.sun.xacml.PolicySchema FilePolicyModule com.sun.xacml.ContextSchema

    java -Djavax.xml.parsers.DocumentBuilderFactory=org.apache.xerces.jaxp.DocumentBuilderFactoryImpl
         -Dcom.sun.xacml.PolicySchema=cs-xacml-schema-policy-01.xsd
         -Dcom.sun.xacml.ContextSchema=cs-xacml-schema-context-01.xsd
         ...

Supporting AttributeSelectors

                                                  SelectorModule

SelectorModule
                                                     org.apache.xpath.XPathAPI class. At present, there is

               SelectorModule

theAttributeDesignator

SelectorModule

Getting and Building the Implementation

nightly tarballs

Ant, a

build directory. There is also a doc jar

Testing the Implementation

Extending The XACML Implementation

Working With The Factories

                                       com.sun.xacml.attr.StandardAttributeFactory

    StandardAttributeFactory standardFactory =
        StandardAttributeFactory.getFactory();
    final BaseAttributeFactory newFactory =
        new BaseAttributeFactory(standardFactory.getStandardDatatypes());
    ...
    // modify the contents of the new factory
    ...
    AttributeFactory.setDefaultFactory(new AttributeFactoryProxy() {

            public AttributeFactory getFactory() {
                return newFactory;
            }
        });

    StandardCombiningAlgFactory standardFactory =
        StandardCombiningAlgFactory.getFactory();
    final BaseCombiningAlgFactory newFactory =
        new BaseCombiningAlgFactory(standardFactory.getStandardAlgorithms());
    ...
    // modify the contents of the new factory
    ...
    CombiningAlgFactory.setDefaultFactory(new CombiningAlgFactoryProxy() {
            public CombiningAlgFactory getFactory() {
                return newFactory;
            }
        });

    FunctionFactoryProxy proxy = StandardFunctionFactory.getNewFactoryProxy();
    ...
    // modify the contents of the new factory through the proxy
    ...
    FunctionFactory.setDefaultFactory(proxy);

FunctionBase

                  AttributeFactory, FunctionFactory CombiningAlgFactory

Adding New Attribute Types

                                          AttributeValue
            AttributeValue
    Object

    public class NewAttribute extends AttributeValue {

        public static final String TYPE = "newType";

        private String value;

        public NewAttribute(String value) throws URISyntaxException {
            super(new URI(TYPE));
            this.value = value;
        }

        public String encode() {
            return value;
        }

        public boolean equals(Object o) {
            return value.equals(o);
        }

        public int hashCode() {
            return value.hashCode();
        }

    }

                                                     AttributeFactory AttributeProxy. The proxy is

    AttributeFactory factory = AttributeFactory.getInstance();
    factory.addDatatype("newType", new AttributeProxy() {
        public AttributeValue getInstance(Node root) throws Exception {
                // this method is not implemented in the previous example,
                // but would simply pull the data out of the node, validate
                // the data, and then create a new NewAttribute
                return NewAttribute.getInstance(root);
            }
            public AttributeValue getInstance(String value) throws Exception {
                return new NewAttribute(value);
            }
        });

AttributeFactory

Adding New Functions

                   Function FunctionBase
                                                               Function

   FunctionBase
                                                                FunctionBase implements most of the required

                                                                                 FunctionBase helper

    public class BoolTextCompare extends FunctionBase {

        // the name of the function, which will be used publicly
        public static final String NAME = "bool-text-compare";

        // the parameter types, in order, and whether or not they’re bags
        private static final String params [] = { BooleanAttribute.identifier,
                                                  StringAttribute.identifier };
        private static final boolean bagParams [] = { false, false };

        public BoolTextCompare() {
            // use the constructor that handles mixed argument types
            super(NAME, 0, params, bagParams, BooleanAttribute.identifier,
                  false);
        }

        public EvaluationResult evaluate(List inputs, EvaluationCtx context) {
            // Evaluate the arguments using the helper method...this will
            // catch any errors, and return values that can be compared
            AttributeValue [] argValues = new AttributeValue[inputs.size()];
            EvaluationResult result = evalArgs(inputs, context, argValues);
            if (result != null)
                return result;

            // cast the resolved values into specific types
            BooleanAttribute bool = (BooleanAttribute)(argValues[0]);
            StringAttribute str = (StringAttribute)(argValues[1]);
            boolean evalResult;

            // now compare the values
            if (bool.getValue()) {
                // see if the string is "true"
                evalResult = str.getValue().equals("true");
            } else {
                // see if the string is "false"
                evalResult = str.getValue().equals("false");
            }

            // boolean returns are common, so there’s a getInstance() for that
            return EvaluationResult.getInstance(evalResult);
        }
    }

                                        FunctionFactory

    FunctionFactory factory = FunctionFactory.getTargetInstance();

    factory.addFunction(new BoolTextCompare());

    FunctionFactory factory = FunctionFactory.getTargetInstance();
    factory.addFunction(new EqualFunction("newAttribute-equal",
                                          NewAttribute.TYPE));

                                                    BagFunction SetFunction classes provide several

    FunctionFactory factory = FunctionFactory.getGeneralInstance();
    factory.addFunction(
        BagFunction.getOneAndOnlyInstance("newAttribute-one-and-only",
                                          NewAttribute.TYPE));

                                                                            FunctionBase may be useful

                 Function

                                      FunctionFactory

proxy’sgetInstance Function based

JavaDocs for FunctionFactory

Adding New Combining Algorithms

                                                            combine

                                           RuleCombiningAlgorithm combine

    public class PermitOrDenyRuleAlg extends RuleCombiningAlgorithm {

        public PermitOrDenyRuleAlg() throws URISyntaxException {
            super(new URI("rule-combining-alg:permit-or-deny"));
        }

        public Result combine(EvaluationCtx context, List rules) {
            Iterator it = rules.iterator();

            while (it.hasNext()) {
                // get the next Rule, and evaluate it
                Rule rule = (Rule)(it.next());
                Result result = rule.evaluate(context);

                // if it returns Permit, then the alg returns Permit
                if (result.getDecision() == Result.DECISION_PERMIT)
                    return result;
            }

            // if nothing returned Permit, then the alg returns Deny
            return new Result(Result.DECISION_DENY);
        }

    }

                                                                   PolicyCombiningAlgorithm

implement the single combine

    public class PermitOrDenyPolicyAlg extends PolicyCombiningAlgorithm {

        public PermitOrDenyPolicyAlg() throws URISyntaxException {
            super(new URI("policy-combining-alg:permit-or-deny"));
        }

        public Result combine(EvaluationCtx context, List policies) {
            Set denyObligations = new HashSet();
            Iterator it = policies.iterator();

            while (it.hasNext()) {
                // get the next AbstractPolicy, and match it
                AbstractPolicy policy = (AbstractPolicy)(it.next());
                MatchResult match = policy.match(context);

                // see if the AbstractPolicy policy applies...
                if (match.getResult() == MatchResult.MATCH) {
                    // ...and if it does, evaluate it
                    Result result = policy.evaluate(context);

                    // if it returns Permit, then the alg returns Permit
                    if (result.getDecision() == Result.DECISION_PERMIT)
                        return result;

                    // if it returns Deny, save the Obligations for later
                    if (result.getDecision() == Result.DECISION_DENY)
                        denyObligations.addAll(result.getObligations());
                }
            }

            // if nothing matched and returned Permit, then the alg
            // returns Deny, including all Deny Obligations
            return new Result(Result.DECISION_DENY, denyObligations);
        }

    }

            combine

                                   CombiningAlgFactory

    CombiningAlgFactory factory = CombiningAlgFactory.getInstance();
    factory.addAlgorithm(new PermitOrDenyRuleAlg());
    factory.addAlgorithm(new PermitOrDenyPolicyAlg());

Adding New Finder Modules

                                      AttributeFinder

ResourceFinder

                                                                ResourceFinder andEvaluationCtx). If
         ResourceFinderModule

                                       AttributeFinderModule

    public class LoadEnvModule extends AttributeFinderModule {

        // always return true, since this is a feature we always support
        public boolean isDesignatorSupported() {
            return true;
        }

        // return a single identifier that shows support for environment attrs
        public Set getSupportedDesignatorTypes() {
            Set set = new HashSet();
            set.add(new Integer(AttributeDesignator.ENVIRONMENT_TARGET));
            return set;
        }

        public EvaluationResult findAttribute(URI attributeType,
                                              URI attributeId,
                                              URI issuer, URI subjectCategory,
                                              EvaluationCtx context,
                                              int designatorType) {
            // make sure this is an Environment attribute
            if (designatorType != AttributeDesignator.ENVIRONMENT_TARGET)
                return new EvaluationResult(BagAttribute.
                                            createEmptyBag(attributeType));

            // make sure they’re asking for our identifier
            if (! attributeId.toString().equals("processor-load"))
                return new EvaluationResult(BagAttribute.
                                            createEmptyBag(attributeType));

            // make sure they’re asking for an integer return value
            if (! attributeType.toString().equals(IntegerAttribute.identifier))
                return new EvaluationResult(BagAttribute.
                                            createEmptyBag(attributeType));

            // now that everything checks out, get the load...
            long procLoad = someMethodToCalculateProcessorLoad();

            // ... and return that value
            Set set = new HashSet();
            set.add(new IntegerAttribute(procLoad));
            return new EvaluationResult(new BagAttribute(attributeType, set));
        }

    }

    <EnvironmentAttributeSelector DataType="http://www.w3.org/2001/XMLSchema#integer"
                                  AttributeId="processor-load"/>

seth proctor