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The preblem off Internet security and privacy.

Seculityandrprivacy. are ftndamental
feguirementsiior \Welbh Applicatiens

5% ofi the malicieus attacks on the Wel
eccUIf at the application’ level (Gartner
Group)

AS| more complex and auteomated\Welh
Applications arise: se; dees; the prehanility,
Ol creating| security leepneles.



The preblem off Internet security and privacy.

Securty and privacy: are usually: guaranteed by:

m SPECIfic secunity systems (Such as firewalls, or
Intrusion; Detectionl Systems) and seftware
(Suchras antivirus or encrypiien software)

= Organisatienal changes te USINESS ProCesses
finalised ter Improve: securiity

BUt develepersk do net pulld security Inte thelr
applications; hased upen the false assumptien that
anether area off security Will cover It



Cross Site Scripting (XSS)

Cross-Site: Scripting attack:

A client executes a page containing scrpt cede
ilat has Peen Injected: firem: other SouUlCes

IHeW: can' a malicious: USer: periorm: a
Cress Site: Scripting attack?



First scenario

Malicious user

Welh Applicatien Implementing .
a GUesteok

Malicious; User: Inserting a
MEssage, containing Schpt
C O d e =ign the Guestbookl
he script code Is stered 1nte
the database B GuestBook : Tabella

A VICtI m Open the Message i <gcript=document.write{document. cookie)</s E:r:;t?age
[PagE

SINCE! N0 CHECKS are perfermned, m"ﬂ: Victim
the script code Is sent to the -
PIFOWSEN as| a mMessage .

The browser executes the p——
malicious script code GHEPJOBAHCDDOOCFLOBDL

Input Page

<script*documentwrte(document. coakie) <fscript>

DB table DB Storage Page

Guestbook Page ;



Second scenario

A Simpler Searchr fierm nin

Fhe victim Uneoensciously.
execute a link containing
a malicious script code \ 4

'a http:/ /localhost,/wss/search.asp?¥Word=<script >document.write{docu

SI m p I e SearCh Se rve r J File  Modifica  “isualizea  Preferiti  Skrumenti  ?

Victim

p a g e Wr I t e an e r r O r i] @ http:f/localhost)xss/search, asprword= <script >document . writef{document., cooki
message... Word not fou eword, log=Admmstiator,
i 210 SHEPTOBRAHCD FLOBDLEFERI

... DUL this errer message
contains the sclipt code,
that IS executed By the
DrOWSEr



Key: facters, ofi XSS vulneranility:

the; exploits are Veny simple; to carry out, and nos particulan
application knewledge: or skill are: required;

the attacks, may: bypass permeter defences (e.g.
Elrewalls), cryptegraphy, digital signatures; and site
irUStinG;;

it may: be very dififictlt fer the Victim) te; Knew: WhRICh Welb
application allewed the XSS attack;

it may: be very: difficult for the developer to: knew: Which
element ofi the: welb applicatien allowead the XSS attacks;

evelutien off hypertextualilanguage characteristics and
Prowser capabilities may: make It possikle new: attack
strategies and make vulnerable a web application which
was considered invulnerable.



Possible solutions

1o disablerscripting language: iInterpretation in
BIGWSErS

e nstall eif a seftware prexy: Whichi Intercepts

malicious Strings N input and/er eutput (Scott and
Sharp, 2002)

[0 Introduce an Input validation fitnction
Immediately arter eveny input statement
containediin a el page

= o adopt this solution: detection of vulneranilities: in
soulce server script cede IS needed



Detection and assessment of XSS vulnerabilities

Static and dynamic analysis, ol Server pages ale combined to
detect and assess XSS, vulnerabilities:

Static analysisi detects vulnerable pagesrand potentially
VulnRerabler pages

Dynamic analysis consists Infthe execution of a Set of test
CASEsS repreducing XSS attacks



Potential vulnerability off a server page

A server page will lberpotentially: XSSivulnerable: it there
are a vamaple v-and twor lnput(Vv); and Output(V) nedes
that are cennected By a pathron the CEG.

< y
Input 1
gsSsage

Gy F

Meslsage 3

; 4

& Output 8
Message

’ )

10

11

nk

<%
“Read Message from input form
Message=request. form(""txtMessage'")
“Check for string “script” In Message
1T instr(l1,Message,“script')>0 then
response.write(“Forbidden’)
else
. open DB connection . . .
rs.open ''Guestbook',conn,1,2,2
“Store Message into the DB
rs.Addnew
rs(*'Message')=Message
rs.update
end if
%>
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Vulnerability of a server page

A server page will herviinerable I there ane a varnahle v,
and twe Inpuit(v)rand Output(Vv) nedes, such that all the
paths en the CEG leaving the Inpuit(\V) node reach the
Outpuit(\V) node, being def-clear with respect te) V.

nl <%
“Read Message from input form
input 0 1 Message=request. form(''txtMessage'")
Message . . . open DB connection . . .
l ) rs.open "Guestbook',conn,1,2,2
Message “Store Message into the DB
| i 6 rs.Addnew
\ 7 rs("'Message'")=Message
L Output 8 rs.update
essage n F %>

v

e ﬂ



Invulneranility: ofi a Server pages

ASERVer page Including amn nput data litem; that does; not
afifect any output wWill e certamly invulneranlie with
[ESpPECt to that Input.

|

3

Input
Message

nl

1

ol

0 N O

<%
“Read Message from input form
Message=request.form(""txtMessage'")

. open DB connection . . .
rs.open "Guestbook',conn,1,2,2
“Store a constant string into the DB
rs.Addnew
rs('"Message')="“One message received”
rs.update
0>



Vulnerability: conditions

Vulnerability preadicates:
A(V): There exists a pathi en the CEG between | and O nedes.
B(Vv): The O node postdominates | nede.
C(v): Each pathrbetween | nede and O node Is a def-clear-path
(ehviously, B(V)==A() and C(V)==A(\))

Vulnerability: conditions:

PV) Av: e P A(v) == P'Is potentially vulnerable with respect to v ==
RIS petentially: vulnerahle

V)i 2v: e Pz B(V)rANDIC(V) == P IS vulnerable with reSpect to V. ==
Prisivulnerable

NV) Sv e P: NOT(A(V)) == P'is net vulnerable with respect to v
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Examples (1)

<%
“Read Message from input form
Message=request. form(""txtMessage'")
“Check for string “script” In Message
1T 1nstr(1,Message,“script')>0 then
response.write(“Forbidden’)
else
. open DB connection .
rs.open "Guestbook',conn,l1,2,2
“Store Message into the DB

rs.Addnew

rs('"Message'")=NMessage

gs: ;J:pdate The server page is
;9” y potentially
%> ;

vulnerable with
Condition Input variable respect to the

y - 2y variable Message
F T F Message
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Input
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Predicate values

nl

Examples (2)

<V
“Read Message from input form

Message=request.form('"txtMessage')

. open DB connection .
rs.open "Guestbook',conn,1,2,2
“Store Message into the DB
rs.Addnew
rs('"Message')=Message
rs.update
%>

Condition Input variable

P NV

F Message

The server page is
vulnerable with
respect to the
variable Message
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Input
Message

l

Predicate values

nl

Examples (3)

<%
“Read Message from input form
Message=request. form(""txtMessage'")

. open DB connection .
rs.open '"Guestbook',conn,1,2,2
“Store a constant string into the DB

rs.Addnew
rs("'Message’)=“One message received”
rs.update
%>
Condition Input variable _
The server page is
Y b, S not vulnerable
F F 4 Message
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Statici analysis

Identify’ the Input and output nodes ofi the' CEG of the page P;
|dentify all-patis leavingl the input nedes onl the CEG;

Eor each path leaving an inpuit(Vv). nede and reaching an output(y)
node,, verify If the path 1s def-clear with respect torV;

Evaluates A, B, anadl € predicates’ values with respect to V;

Evaluate the vulnerability off page P, by the PV, NV, and V/
conditions.

With reference to the second step of this process, in order to cope with the complexity
of identifying all paths leaving the input nodes on the CFG, the analysis can be limited
to a set of linearly independent paths extracted from the CFG.
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Dynamic analysis

fihe presence ofi a vulReranle page doesn t imply that a
XSS attack canbe perfernmed. 1o assess I a \Web
Application s actually vulnerable ter XSS attacks,
dynamicranalysis may. e perfiermed:

A Vvulnerability should be conrected and eliminatedl iy
the developer. Tihe semantic off the source code of
pages containing poetential vulnerability: should e
analysed By the developer.

A testing strategy’ iInvelving the execution| of a Set of
attack test cases must e fellowed

18



esting strategy: (second scenario)

FOR EACH vulnerable or potentially vulnerable
page P of the Web Application

FOR EACH i1nput field 1 of page P causing
vulnerability

Define a set S of XSS attack strings
FOR EACH s € S

EXECUTE server page P with

input field I=s

Check for attack consequences
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Testing strategy: (first scenario)

FOR EACH vulnerable or potentially vulnerable page
P of the Web Application

FOR EACH 1nput field I of page P causing
vulnerability

Define a set S of XSS attack strings
FOR EACH s € S
EXECUTE server page P with input field I= s
FOR EACH test case T from the test suilte
EXECUTE test case T
Check for attack consequences
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Case study

Reallworld epen source Wehr Applications
ImplementeaintPHP aneal ASE has een: analysed

An example: Snitz Eerum,, version 3.4.03

( )
Vulnerability: situatiens has heen detected using
static analysis

A Vulnerability ter XSS attacks of the second! type
nas heen confirmed By dynamic analysis

21


http://forum.snitz.com/

An example

An example of vulnerability is contained in the following source code:

Response.Write “<input type=""'text''' name=""'Search""
size=""40"" value="""" & Request.QueryString(''Search™) &
"> <pr />" & vbNewLine

This line of search.asp page contains a vulnerability: the value of an
Input variable (Search) will be sent to the client browser with no
checks. The following test case perform a XSS attack redirecting Client
Cookie values to a page of attacker’s server :

“><script>location.URL=“http://www.attackersite.com/atta
cker.cgi?” + document.cookie) </script>
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An example

This vulnerability is also reported by Bugtraq web sites

( ,

) and it has been corrected in

the next version (3.4.04) of the forum

Response.Write "'<td bgColor=""""" &

& ""'><br />" & vbNewLine & _

strPopUpTableColor & " align=""left'""" valign=""
<input type=""text"'" name=""'Search''' size=""'40"""
& trim(ChkString(Request.QueryString(''Search™),"display'))

'middle""

value=
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http://www.securityfocus.com/
http://msgs.securepoint.com/bugtraq/

Conclusions

A WA should be intrinsically secure, by adopting secure
programming practices, in order to preserve its
Invulnerability as the execution environment changes.

This paper proposed an approach for assessing the XSS
vulnerability of an existing WA based on static and
dynamic analysis of source code: Static analysis criteria
have been defined to individuate vulnerable Web pages,
while dynamic analysis strategies have been proposed to
test the actual vulnerability of the Web Application
Including the vulnerable pages.
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Euture works

To support static analysis with automatic tools

To Integrate dynamic analysis with test case
execution tools

To assess the effectiveness of the approach with
a wider set of applications
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