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I° Quadrimestre

Argomenti

 Introduzione alla suite di servizi Amazon AWS

 Identity and Access Management (IAM)

 Il servizio Amazon Elastic Compute Cloud EC2

 Creazione ed accesso ad un’istanza EC2
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AWS: Identity and Access Management (IAM)

 Identity and Access Management is the security discipline that enables the right

individuals to access the right resources at the right times for the right reasons

 In cloud computing IAM is crucial to securely control access to cloud resources

 AWS Identity and Access Management (IAM) is a web service that enables Amazon

Web Services (AWS) customers to manage users and user permissions

 The service is targeted at organizations with multiple users or systems that use

AWS products such as Amazon EC2, Amazon SimpleDB, and the AWS

Management Console

 With IAM, you can centrally manage users, security credentials such as access

keys, and permissions that control which AWS resources users can access

 In AWS a single person (e.g. a programmer) or a single company (e.g. a software

house) can create several different IAM users in the system, with different

capabilities

 Each user is identified in AWS by (User Name, Access Key Id, Secret Access Key)

 An IAM user may login to the AWS console
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AWS console: IAM
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IAM user creation

 When a new IAM user is created, 

credentials are provided to let the 

user access AWS resources

 Access Key Id is public

 Secret Access Key is strictly private

 After a new user has been created, 

download the .csv key file, which 

contains:

User Name, Access Key ID, Secret Access Key

 Store this key file securely, because 

this is the last time you’ll be able to 

download the secret access key

 A user may also be identified by a 

password (for console login)

User Name,Access Key Id,Secret Access Key

"UtenteAT01",AKIAIBCQ42ACDC56RPBQ,......
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AM user: console login

 After you create IAM users and passwords for each, users can sign in to the AWS 

Management Console for your AWS account with a special URL

 By default, the sign-in URL for your account includes your account ID

 You can create a unique sign-in URL for your account so that the URL includes a 

name instead of an account ID

 The sign-in endpoint follows this pattern:

 You can find the global sign-in URL for an account on the IAM console dashboard

 IAM users in your account have access only to the AWS resources that you specify 

in the policy that is attached to the user or to an IAM group that the user belongs to

 To work in the console, users must have permissions to perform the actions that 

the console performs, such as listing and creating AWS resources

https://AWS-account-ID-or-alias.signin.aws.amazon.com/console
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IAM user: Access Key ID

Access Key ID and Secret Access Key are needed to access AWS resources within a program
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AWS console: EC2
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Amazon Elastic Compute Cloud (Amazon EC2) 

 Amazon Elastic Compute Cloud (Amazon EC2) è un servizio web che fornisce

capacità computazionale nel cloud

 E’ sostanzialmente un servizio di tipo IaaS

 Progettato per rendere più semplice agli sviluppatori l’accesso e l’utilizzo di

risorse computazionali controllabili attraverso una semplice interfaccia web

 Permette di allocare macchine virtuali nei datacenter di Amazon

 Non comprende servizi di storage

 Amazon offre una serie di altri servizi che possono essere abbinati ad EC2:

 S3 - servizio di storage

 Elastic IP – servizio che assegna uno o più indirizzi IP pubblici che possono

essere associati, in maniera statica o dinamica, alle istanze EC2

 CloudWatch – servizio per il monitoraggio delle risorse Cloud

 Elastic Beanstalk – un servizio di tipo PaaS per costruire applicazioni scalabili

 …
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Amazon EC2: vantaggi 

 Riduce il tempo richiesto per ottenere ed avviare una nuova istanza server

 Possibilità di scalare velocemente la quantità di risorse impiegate (a crescere

o a diminuire) al variare delle esigenze computazionali

 Possibilità di ottenere nuove istanze di server in pochi minuti

 Si pagano solo le risorse utilizzate

 Non ci sono costi di start-up

 Non ci sono costi fissi

 Non ci sono utilizzi minimi mensili richiesti

 Si paga solo la CPU ad ore ed il trasferimento di dati sulla rete

1
0
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Amazon EC2 SLA

 Estratto da: http://aws.amazon.com/ec2-sla/

 Service Commitment

 AWS will use commercially reasonable efforts to make Amazon EC2 and 

Amazon EBS each available with a Monthly Uptime Percentage of at least 

99.95%, in each case during any monthly billing cycle. 

 In the event Amazon EC2 or Amazon EBS does not meet the Service 

Commitment, you will be eligible to receive a Service Credit.

 Service Credits

 Service Credits are calculated as a percentage of the total charges paid by 

you … for either Amazon EC2 or Amazon EBS in the Region affected for the 

monthly billing cycle in which the Region Unavailability occurred in accordance 

with the schedule below

Monthly Uptime Percentage Service Credit Percentage

Less than 99.95% 

but equal to or greater than 99.0% 10%

Less than 99.0% 30%
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Amazon EC2: tipica sequenza operativa

 Selezione di un’immagine pre-configurata da far girare immediatamente

oppure la creazione di una Amazon Machine Image (AMI) contenente le

applicazioni, librerie, dati e configurazione dell’utente.

 Attivazione dell’istanza

 Configurazione delle policy di sicurezza e di accesso alla rete (firewalling)

 Eventuale associazione ad un blocco di storage fisso per le istanze (Elastic

Block Store EBS) che persiste indipendentemente dalla vita delle istanze

 Monitoraggio dell’istanza attraverso le API ed i tool di gestione forniti
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Amazon AWS: console
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Amazon AWS: Financial statement
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Amazon EC2: instance creation (1)
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Amazon EC2: instance creation (2)
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Amazon EC2: instance creation (3)
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Amazon EC2: instance creation (4)
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Amazon EC2: instance creation (5)
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Amazon EC2: instance creation (6)
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Amazon EC2: instance creation (7)
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Amazon EC2: instance creation (8)
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Amazon EC2: instance creation (9)
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Amazon EC2: instance creation (10)
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Puttygen to transform .pem private key in .ppk format
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Configure PuTTY for automatic login with private key

Lo username dipende dall’immagine attivata

Per Ubuntu Linux  è ubuntu
Selezionare il file .ppk prodotto precedentemente
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SSH session created with PuTTY
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Amazon EC2: instance termination (1)
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Amazon EC2: terminazione dell’istanza (2)
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AWS console: S3

3
0
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S3: buckets, folders and objects

1. Creation of a bucket in Amazon’s AWS console

2. Creation of a folder in a bucket

3. Upload of a file in a folder

4. Retrieve file through URL → Access denied !

2

3

1

31Corso di Cloud e Datacenter Networking – Prof. Roberto Canonico



S3: object permissions

 To make an object publicly accessible

 grant permission to Open/Download to Everyone

 Permissions can be set 

for the whole bucket as well
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S3 tools: S3 browser

 S3 Browser allows to navigate

and operate on S3 objects and

folders as in a File Explorer

 The tool requires the credentials 

of an user with proper 

permissions to operate on the

S3 bucket

 Also supports upload/download 

operations
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Amazon S3: RESTful API

 The S3 service exposes a RESTful API 

 Different URLs are used for 3 types of resources:

 The list of your buckets (https://s3.amazonaws.com/)

There’s only one resource of this type

 A particular bucket (https://s3.amazonaws.com/{name-of-bucket}/)

There can be up to 100 resources of this type

 A particular S3 object inside a bucket 

(https://s3.amazonaws.com/{name-of-bucket}/{name-of-object})

There can be infinitely many resources of this type.

 Fundamental operations on buckets corresponding to HTTP actions:

 GET an existing object from a bucket

 PUT a new object or update an existing object

 DELETE an object from the bucket

 HEAD to retrieve an object’s metadata

 See Chapter 3 in http://www.crummy.com/writing/RESTful-Web-Services/RESTful_Web_Services.pdf

34Corso di Cloud e Datacenter Networking – Prof. Roberto Canonico

http://www.crummy.com/writing/RESTful-Web-Services/RESTful_Web_Services.pdf

