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Network Virtualization using encapsulation

» VXLAN and NVGRE are two different network virtualization methods that use
encapsulation and tunneling to create large numbers of virtual LANs for
subnets that can extend across layer 2 and 3

Encapsulation/decapsulation is performed by entities that could reside either in
End Devices or in TOR edge switches (or in both)

VXLAN is supported by Cisco and Vmware
NVGRE was proposed by Microsoft, Intel, HP and Dell
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Encapsulation Tunnel Decapsulation
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VXLAN (RFC 7348)

» Virtual eXtensible LAN (VXLAN) was originally proposed by Cisco and VMware to
tunnel virtual layer 2 networks on a substrate layer 3 physical network

_— —

Outer hner N
DMAC, Outer DMAC, Inner Inner
Data

SMAC, IP SMAC, IP TCP/UDP
VLAN AN P

W

Flags | Reserved | VXLAN ID | Reserved
(0x08) 24 bits 24 bits 8 bits

VXLAN encapsulate packets in UDP tunnels with destination port number 4789

In the shared L3 infrastructure, packets are identified by outer MAC addresses
imposed by the infrastructure provider

Tenants free to choose their own MAC addresses and VLAN IDs with no conflicts

To avoid packet fragmentation in the shared infrastructure, it must support
larger MTU values

Encapsulation/decapsulation is performed at VXLAN Tunnel End Points (VTEPS)
VXLAN ID allows to identify up to 224 distinct virtual networks
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VXLAN: VTEP encapsulation & decapsulation

» A VTEP has two logical interfaces: an uplink and a downlink

VTEP Capable L2 Switch

» Uplink to encapsulate
» Downlink to decapsulate

The VTEP can be located either
oh a physical switch (e.g. a ToR) or
within the hypervisor’s virtual switch VIER P

VXLAN

Uplink (VXLAN Encapsulated)

The outer IP destination address is ™

VTEP L2 Table

that assigned to the destination VTEP _-

The outer IP source address is 1M:11:11:11:11:11 1001 10.1.1.1
that assigned to the VTEP sending the frame .

33:33:33:33:33:33 1003 1051 1.3
Packets received from a tenant’s VM VLAN to VXLAN ID Map
on the downlink are mapped to a VXLAN ID

» A lookup is then performed in the VTEP Layer 2 table
using the VXLAN ID and destination MAC address; ,
this lookup provides the IP address of the Qi Dokl i)
destination VTEP

Packets received from a VTEP on the uplink are mapped from the VXLAN ID to an
IEEE 802.1Q VLAN ID and sent as Ethernet frames on the downlink to the VM
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Demo: logical setup

SERVER 1 SERVER 2
192.168.1.10 192.168.2.20

Underlay Network

RED1 192.168.1.0/24 @ 192.168.2.0/24 RED2
Open vSwitch T = = Open vSwitch

s1 U )

A similar demo based on mininet is presented here:

https://www.youtube.com/watch?v=QUmRUSqaAzc
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https://www.youtube.com/watch?v=QUmRUSqaAzc

Demo setup in GNS3 (1)

® wdan-G

File Edit View Control Node Annotate Tools Help

— mm- ., V2
~ > ARl . i
ay 'y - immd Vo=’
1S Topology Summary E
Node Console
» & BLUE-1 telnet 192.168.56....
» @ BLUE-2 telnet 192.168.56. ..
» © RED-1 telnet 192.168.56....
‘ » € RED-2 telnet 192.168.56....
« — » O Router-1 telnet 192.168.56....
enan b O VIEP-1 telnet 192.168.56....
VLAN1O
————— » O VTEP-2 telnet 192.168.56. ..
; etho etho
192.168.1.0/24 192.168.2.0/24 eth2 Servers Summary E X
VLAN20 b €3 GNS3 VM (GNS3 VM) CPU 0.0%, RA...
L & & & N __§ __§B __§N N |
BLUE tenant €3 XPS-RC CPU 3.8%, RAM 71.1%
mp
D&
.v
4] »
Console E E3
Use Help -> GNS3 Doctor to detect common issues. =
=> The NPF or NPCAP service is not installed, please install Winpcap or Npcap and reboot.
Changing the number of adapters while links are connected isn't supported yet! Please delete all the links first. |
A d

/\ 1 error 1 warning
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Demo setup in GNS3 (2)

RED tenant
VLAN1O
S . .

Router-1

etho etho ethl etho
192.168.1.0/24 192.168.2.0/24 eth2

VLAN20
N S —

BLUE tenant
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Components of the demo setup in GNS3

» 4 end-systems implemented as Docker containers from the:
gns3/ubuntu:xenial Docker image

» 1 Linux-based IP router implemented as a Docker container with an image
derived from the: kathara/base:debian10 Docker image

» 2 Open-vSwitch based VTEPs implemented as Docker containers from the:
gns3/openvswitch:latest Docker image
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Configuration of VTEPsS

» Scripts to be executed to activate the two VTEPs

VTEP-1: ovsi1.sh

#!/bin/sh
for br in
ovs-vsctl
ovs-vsctl
ovs-vsctl

ovs-vsctl
ovs-vsctl

‘ovs-vsctl list-br ; do ovs-vsctl del-br ${br}; done

add-br ovsO

add-port ovs0 ethl tag=10

add-port ovs0 vxlanl tag=10 -- set interface vxlanl type=vxlan
options:key=10 options:remote ip=192.168.2.2

add-port ovs0 eth2 tag=20

add-port ovs0 vxlan2 tag=20 -- set interface vxlan2 type=vxlan
options:key=20 options:remote ip=192.168.2.2

VTEP-2: ovs2.sh

#'/bin/sh
for br in
ovs-vsctl
ovs-vsctl
ovs-vsctl

ovs-vsctl
ovs-vsctl

‘ovs-vsctl list-br ; do ovs-vsctl del-br ${br}; done

add-br ovsO

add-port ovs0 ethl tag=10

add-port ovs0 vxlanl tag=10 -- set interface wvxlanl type=vxlan
options:key=10 options:remote ip=192.168.1.2

add-port ovs0 eth2 tag=20

add-port ovs0 vxlan2 tag=20 -- set interface wvxlan2 type=vxlan
options:key=20 options:remote ip=192.168.1.2
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Demo: MAC and IP addresses in the GNS3 demo setup

SERVER 1

192.168.1.10

10.0.0.1
02:2b:16:d5:1f:86

RED1

10.0.0.1
a6:18:al:de:b2:1f

Open vSwitch
S1

Underlay Network

192.168.1.0/24

@ 192.168.2.0/24

SERVER 2
192.168.2.20

10.0.0.2

Open vSwitch

192.168.1.2
1a:a6:ca:45:7e:0d

192.168.1.1
92:4b:3f:8f:ee:16

N

S2

da:dd:4c:36:a2:14

~ RED2

10002

10.0.0.1
86:40:c4:el:e9:5f

Q
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Demo: analysis of packets with Wireshark

_vxlan-gns3.pcapng

File  Modifica  Visualizza  Vai  Cattura  Analizza  Statistiche  Telefonia ~ Wireless  Strumenti  Aiuto

Am 10 1  TRBIQAes=EFeEEaaqFE
[_. |AppHca un filtro di visualizzazione ... <Ctrl-/> m v | 4
No. Time Source Destination Protocol Length Info ~
1 ©.0600000 la:ab:ca:45:7e:6d 92:4b:3f:8f:ee:16 ARP 42 Who has 192.168.1.17 Tell 192.168.1.2
2 ©.000080 92:4b:3f:8f:ee:16 la:a6:ca:45:7e:0@d ARP 42 192.168.1.1 is at 92:4b:3f:8f:ee:16
3 7.304699 ©2:2b:16:d5:1f: 86 1L O AU B LI AL N TR L AL ARP 92 Who has 10.0.9.27 Tell 10.0.0.1
4 7.305018 da:dd:4c:36:a82:14 92:2b:16:d5:1f:86 ARP 92 10.0.9.2 is at da:dd:4c:36:a2:14
5 7.385156 10.9.0.1 10.0.0.2 ICMP 148 Echo (ping) request 1id=exee44, seq=1/256, ttl=64 (reply in 6) —
6 7.3085332 10.8.9.2 10.8.0.1 ICMP 148 Echo (ping) reply id=exee44, seq=1/256, ttl=64 (request in 5)
7 8.305165 10.8.9.1 10.8.8.2 ICMP 148 Echo (ping) request id=exee44, seq=2/512, ttl=64 (reply in 8) o
> Frame 23: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface -, id @ P
v Ethernet II, Src: la:ab:ca:45:7e:0d, Dst: 92:4b:3f:8f:ee:l6
» Destination: 92:4b:3f:8f:ee:16
> Source: la:a6:ca:45:7e:6d
Type: IPv4 (©x6800)
> Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.2.2
> User Datagram Protocol, Src Port: 51220, Dst Port: 4789
» Virtual eXtensible Local Area Network
v Ethernet II, Src: a6:18:al:de:b2:1f, Dst: 86:40:c4:el:e9:5f
» Destination: 86:4@8:c4:el:e9:5f
> Source: a6:18:al:de:b2:1f
Type: IPv4 (0x0800)
> Internet Protocol Version 4, Src: 10.0.8.1, Dst: 10.0.9.2 W
0008 92 4b 3f 8Ff ee 16 la a6 ca 45 7e ©d 08 @@ 45 8@  K?---- - “E~e o -E- ~
6612 @0 86 b4 37 4000 42 11 €1 db c@ a8 01 82 c@ a8 ---7@@ -
0026 8202 c8 14 12b506 72 GO OO OB OO DG GG GB GO - [ S
0636 14 60 86 40 c4 el e9 5f a6 18 al de b2 1f @8 @O ---@ --_ --------
0640 45060060 54 7b 4b 40 00 400l abShea @@ @@ 81 E--T{Ko- @ -[----
0050 P2 60 6@ 02 08 0@ 92 1b @0 42 0@ 0L 9fF 39 a6 6@ - - B---9-"
BO60 00 90 00 00 47 34 0e P8 0O 00 00 ©0 10 11 12 13  ----G4-- -
0078 14 1516 17 1819 1la lb 1c 1d 1le 1f 28 21 22 23 -------v - 1" o
O e vxlan-gns3.pcapng || Pacchetti: 34 - visualizzati: 34 (100.0%) || Prafilo: Default
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Some useful references

» Containers in GNS3 series: Advanced OpenVswitch switching
https://gns3.com/community/blog/containers-in-gns3-series-advanc

» Connecting VMs Using Tunnels (Userspace)
https://docs.openvswitch.org/en/latest/howto/userspace-tunneling/
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