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Traceroute is used to trace back along a path to a target in order to learn the
routers that lie between the originator and target. Traceroute is often used to
identify a sluggish link when troubleshooting a slow communication.

When most people run the traceroute utility from the command prompt
(tracert), they expect their system to send a series of Internet Control
Message Protocol (ICMP) packets crossing the wire — the ICMP Echo Request,
ICMP Time Exceeded and ICMP Echo Reply packets). This is the default
functionality of traceroute.

Figure 1 shows a portion of an ICMP based Traceroute operation performed
using the MS Windows traceroute utility.

1 licmp-traceroute_scrubbed.cap: Decode, 1/688 Ethernet Frames ;|g|5|
No. |5t Source Address Dest Address Summary |
[]1 [M|[[10.234.15.139]|[10.58.73.170] |ICMP: Echo g
L |2 [10.150.160.1] |([l0.234.15.139] [ICMP: Time exceeded [Time to live ex
L |3 [10.234.15.139] |[10.568.73.170] |ICMP: Echo
| |4 [10.150.160.1] |[10.234.15.139] [ICMP: Time exzxceeded (Time to live ex
L 15 [10.234.15.13%9] |[10.568.73.170] |ICMP: Echo
L |6 [10.150.160.1] |[10.234.15.139] [ICMP: Time exzxceeded (Time to live ex
L |7 [10.234.15.139] |[10.568.73.170] |ICMP: Echo
| |8 [10.244.98.193] |[10.234.15.139] [ICMP: Time ezceedsd (Time to live exls
T | i
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-3 IP: Flags = 0%
.13 IP: O ooo. = may fragment
g TP .00 .00 = last fragment J
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Figure 1: The standard traceroute utility generates numerous ICMP Echo Request and ICMP
Time Exceeded messages.



Following an ICMP Traceroute Communication

Figure 1 shows a client (10.234.15.139) sending a standard ICMP Echo Request
packet across the wire with an IP Time to Live (TTL) field value of 1 (second/hop)
to the target (10.58.73.170). When this packet is received by the first router
along the path it must be dropped because it has no remaining lifetime — the
receiving router (10.150.160.1) cannot decrement the TTL field to zero and
forward it on.

The router 10.150.160.1 sends an ICMP Time Exceeded/Time to Live Expired in
Transit packet back to the client at 10.234.15.139. When the client receives this
Time Exceeded/Time to Live Expired packet, the client examines the source IP
address in the to note the first router along the path.

When you examine the trace file ICMP-traceroute available online at
www.packet-level.com > Library > Traces (available in .cap/.dmp/.pkt formats),
you’ll notice that the traceroute utility used in the development of this article
sends each TTL set three times out to the wire. This is common practice.

Once the first router has been discovered, it's time to learn the next router along
the path. The client increments the TTL value and sends another set of ICMP
Echo Request packets with a TTL of two (seconds/hops). These packets can be
forwarded by the first router along the path (which decrements the TTL value to
one) to the next router along the path.

The second router along the path receives the ICMP packets which now have a
TTL of one. That router (10.244.98.193) respond with an ICMP Time
Exceeded/Time to Live Expired in Transit message back to the source. The
Client learns the second router along the path.

Standard traceroute utilities continue to increment the TTL field until they receive
an ICMP Echo reply from the target. In Figure 2 we can see the completion of a
traceroute operation using ICMP. In Packet 79 we see a response directly from
our desired target, 10.58.73.170. Using ICMP’s echo request process we have
identified routers along a path and we have determined there is an active system
at the target IP address.
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WNo. |5t Source Address Dest Address Summary x|
; 75 [10.239.255.32] |[10.234.15.139] [ICMP: Time exzxceeded (Time to live ex
| |76 [10.234.15.139] |[10.568.73.170] |ICMP: Echo
L |77 [10.239.255.32] ([10.234.15.139] [ICMP: Time ezceeded (Time to live ex
| |78 [10.234.15.139] |[10.58.73.170] |ICMP: Echo
B e [10.58.73.170] |[10.234.15.139]|ICMP: Echa reply
L |80 [10.234.15.13%9] |[10.58.73.170] |ICMP: Echao
; g1 [10.58.73.170] |[10.234.15.139]|ICMP: Echa reply —l
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Figure 2: The client sends an ICMP Echo Request with a TTL of 14 — this one will make it to the
target and trigger an ICMP Echo Reply packet.

This form of traceroute may work most of the time, but what if a network
administrator has turned off the ICMP Echo Reply function on the target device
or they filter out all incoming ICMP Echo Requests? In that case, they’ll need to
find an alternate way to discover the path. This is where UDP traceroute comes
in.

Following a UDP Traceroute Communication

UDP traceroute is similar to ICMP traceroute in the fact that it plays with the TTL
field in the IP header. In a UDP traceroute, the client transmits a simple UDP
packet to an invalid destination port value.

Figure 4 shows a partial decode of this UDP packet. In the first packet, the client
(10.234.15.139) sets the TTL field to one (second/hop) and the UDP destination
port number is 32767 (D=32767 in the upper window). This is an unregistered
UDP port number; we don’t actually expect the destination to accept
communications on that port number. In fact, we hope the destination will not
accept this communication and send back an ICMP Destination
Unreachable/Port Unreachable packet.
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1 [M{[10.234.15.139] |[10.58.73.170] |UDE: D=32767 2=2254 LEN=40
2 [10.150.160.1] |([10.234.15.139] [ICMP: Time excesded [Time to live ex
3 [10.234.15.139] |[10.58.73.170] [UDP: D=3Z767 3=2256 LEN=40
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[10.244.72.206] |[10.234.15.139] [ICMP: Time exzxceeded (Time to live ex
9 [10.234.15.139] |[10.58.73.170] |UDP: D=32767 S=2262 LEN=40

10 [10.123.13.58] 10.234.15.139] | ICMF: Tinme exceeded [Time to live ex
11 [10.234.15.139] |[10.58.73.170] |UDP: D=32767 S=2264 LEN=40
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Figure 3: The UDP packet contains a TTL of 1 and an unregistered destination port number in
hopes of triggering an ICMP Destination Unreachable/Port Unreachable packet from the target.

The first router along the path (10.150.160.1) responds with an ICMP Time
Exceeded/Time to Live Expiring in Transit packet.

Next, 10.234.15.139 sends another UDP packet to the same invalid port number

(packet 3). This time the second router along the path (10.244.98.193) responds
with an ICMP Time Exceeded/Time to Live Exceeded in Transit message (packet
4).

Note: Unlike the ICMP traceroute utility which sent sets of three TTL packets in a set, the UDP
traceroute utility shown in Figure 3 and 4 only sends one TTL set before incrementing to the next
value.

This process continues until the TTL value is high enough to reach the target. At
that point the target responds with an ICMP Destination Unreachable/Port
Unreachable message. This is the target's way of indicating that it does not
support any service at port number 32767.

In Figure 4 the target has finally been reached. This UDP traceroute utility
repeats the final UDP traceroute query multiple times to the target.



E udp-traceroute_scrubbed.cap: Decode, 28/40 Ethernet Frames ;|g|5|
Mo, |5t Source Address Dest Address Summary |
EL]iEs [10.234.15.139] |[10.58.73.170] |UDP: D=3Z767 5=2273 LEN=40
[ 1126 [10.239.255.32] |[10.234.15.139] [ICMP: Time excesded [Time to live ex
] 10.254.15.13%9 10.58.73.170] [UDFP: D=32767 3=2280 LEMN=40
: i ICMP: Destination unreachable (Port
[ ]z9 [10.234.15.139] |[10.568.73.170] |UDP: D=32767 $S=2282 LEN=40
[ 1130 [10.58.73.170] |[10.234.15.139](ICMP: Destination unreachable [FPort
[]31 [10.234.15.139] |[10.58.73.170] |UDP: D=32767 $=2284 LEN=40
el [10.58.73.170] |[10.234.15.139](ICMP: Destination unreachable [FPort
ke [10.234.15.139] |[10.58.73.170] |UDP: D=32767 S=2286 LEN=40
[ 1134 [10.58.73.170] |[10.234.15.139][ICMP: Destination unreachable [FPort
s [10.234.15.139] |[10.58.73.170] |UDP: D=32767 S=2288 LEN=40
T 36 r10.58.73.1701 FlEI.234.|15.1391 ICMP: Destination unreachable I’Pr::rt’ =
@ IP: Time to liwve = 242 seconds-hops =]
-3 IP: Protocol = 1 (ICMP)
Q IP: Header checksum = 83F5 (correct) ey
Q IP: Source address = [10.58.73.170]
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Figure 4: The target responds with an ICMP Destination Unreachable/Port Unreachable.

An unusually high number of ICMP packets on your network should alert you to
something unusual happening on the wire.

The UDP traceroute utility used in the creation of this article is part of
NetScanTools Pro (an excellent product available online at

www.netscantools.com) . Figure 5 displays the setup screen for the traceroute

utility in NetScanTools Pro. As you can see, the base UDP port number was
defined as 32767 and there are three options for performing traceroute:

F  Send ICMP trace packet (ICMP traceroute only)
' Send UDP trace on ICMP trace fail (ICMP, then UDP

traceroute)

E Do UDP fixed port trace (UDP traceroute only)
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Figure 5: NetScanTools Pro includes a traceroute utility that can perform ICMP traceroutes or
UDP traceroutes.

Keep in mind that if the target blocks outbound ICMP Destination Unreachable
packets, then even UDP traceroute won't work.

Although ICMP traceroute is the ‘king’ of traceroute functions, UDP traceroute
offers a simple alternate method to discover the path to a target.

Trace files at www.packet-level.com > Library > Trace Files:
o0 ICMP-traceroute (.cap/.dmp/.pkt)
o UDP-traceroute (.cap/.dmp/.pkt)
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