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NAT: Network Address TranslationNAT: Network Address Translation

• Network Address Translation (RFC 1631) è una tecnica che 

consente ad un dispositivo (router) di agire come intermediario 

tra Internet (rete pubblica) e una rete privata

• In questo modo, un unico indirizzo IP può rappresentare un 

intero gruppo di computer di una rete privata
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NATNAT

• L’uso più comune del NAT è quello di mappare un insieme di 

indirizzi privati su di un unico indirizzo pubblico, utilizzando 

differenti porti (di livello trasporto) per mantenere traccia 

dell’indirizzo privato di provenienza
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NATNAT

• Quando il router riceve un pacchetto inviato da un 
computer della rete privata ad un computer esterno, 
salva in una tabella l’indirizzo e il porto del mittente, 
oltre ai nuovi valori che esso assegna

• Tale tabella viene consultata anche quando il router 
riceve un pacchetto in entrata susseguente ad un 
pacchetto n uscita

Tabella 
NAT per 
TCP

NAT: Network Address TranslationNAT: Network Address Translation

Implementation: NAT router must:

• outgoing datagrams: replace (source IP 
address, port #) of every outgoing datagram to 
(NAT IP address, new port #)

. . . remote clients/servers will respond using (NAT IP 
address, new port #) as destination addr.

• remember (in NAT translation table) every 
(source IP address, port #)  to (NAT IP address, 
new port #) translation pair

• incoming datagrams: replace (NAT IP address, 
new port #) in dest fields of every incoming 
datagram with corresponding (source IP 
address, port #) stored in NAT table
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NAT: NAT: un un esempioesempio

10.0.0.1

10.0.0.2

10.0.0.3

S: 10.0.0.1, 3345
D: 128.119.40.186, 80

1
10.0.0.4

138.76.29.7

1: host 10.0.0.1 
sends datagram to 
128.119.40.186, 80

NAT translation table
WAN side addr        LAN side addr

138.76.29.7, 5001   10.0.0.1, 3345
……                                         ……

S: 128.119.40.186, 80 
D: 10.0.0.1, 3345 4

S: 138.76.29.7, 5001
D: 128.119.40.186, 802

2: NAT router
changes datagram
source addr from
10.0.0.1, 3345 to
138.76.29.7, 5001,
updates table

S: 128.119.40.186, 80 
D: 138.76.29.7, 5001 3

3: Reply arrives
dest. address:

138.76.29.7, 5001

4: NAT router
changes datagram
dest addr from

138.76.29.7, 5001 to 10.0.0.1, 3345
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NAT: Network Address TranslationNAT: Network Address Translation

• 16-bit port-number field: 

• 60,000 simultaneous connections with a single 
LAN-side address!

• NAT is controversial:

• routers should only process up to layer 3

• violates end-to-end argument

• NAT possibility must be taken into account by app 

designers, eg, P2P applications

• address shortage should instead be solved by IPv6
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NAT traversal problemNAT traversal problem

• client wants to connect to 
server with address 10.0.0.1
• server address 10.0.0.1 local to 

LAN (client can’t use it as 
destination addr)

• only one externally visible 
NATted address: 138.76.29.7

• solution 1: statically configure 
NAT to forward incoming 
connection requests at given 
port to server
• e.g., (123.76.29.7, port 2500) 

always forwarded to 10.0.0.1 
port 25000

10.0.0.1

10.0.0.4

NAT 
router

138.76.29.7

Client?

NAT traversal problemNAT traversal problem

• solution 2: Universal Plug and 

Play (UPnP) Internet Gateway 

Device (IGD) Protocol.  Allows 

NATted host to:

�learn public IP address 
(138.76.29.7)

�add/remove port 
mappings (with lease 
times)

i.e., automate static NAT 
port map configuration

10.0.0.1

10.0.0.4

NAT 
router

138.76.29.7

IGD
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NAT traversal problemNAT traversal problem

• solution 3: relaying (used in Skype)

• NATed client establishes connection to relay

• External client connects to relay

• relay bridges packets between to connections

138.76.29.7

Client

10.0.0.1

NAT 
router

1. connection 
to

relay initiated
by NATted host

2. connection 
to

relay initiated
by client 3. relaying 

established


