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ICMP: ping e traceroute

| lucidi presentati al corso sono uno strumento didattico
che NON sostituisce i testi indicati nel programma del corso
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Nota di Copyright

Questo insieme di trasparenze € stato ideato e realizzato dai
ricercatori del Gruppo di Ricerca COMICS del Dipartimento di
Informatica e Sistemistica dell’'Universita di Napoli Federico II.

Esse possono essere impiegate liberamente per fini didattici
esclusivamente senza fini di lucro, a meno di un esplicito consenso
scritto degli Autori. Nell'uso dovranno essere esplicitamente riportati
la fonte e gli Autori. Gli Autori non sono responsabili per eventuali
imprecisioni contenute in tali trasparenze né per eventuali problemi,
danni o malfunzionamenti derivanti dal loro uso o applicazione.

Autori:
Simon Pietro Romano, Antonio Pescape, Stefano Avallone,
Marcello Esposito, Roberto Canonico, Giorgio Ventre
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ICMP (Internet Control Message Protocol) &/
I

e Funzionalita:

 Verificare lo stato della rete
» echo request, echo reply

* Riportare anomalie
« destination unreachable
» time exceeded
e parameter problem

o Scoprire la netmask
* mask request
» address mask reply
e Migliorare il routing

* Redirect
« Messaggi ICMP trasportati in datagrammi IP con Protocol Type = 0x01




ICMP

e | messaggi sono
iIndividuati da un
tipo e da un
codice

Type Code description

A WwWwwwwwo

10
11
12

0

ONO WwWwNPEF O

OO OoO0OOo

echo reply (ping)
dest. network unreachable

dest host unreachable
dest protocol unreachable
dest port unreachable
dest network unknown
dest host unknown
source guench (congestion
control - not used)

echo request (ping)

route advertisement
router discovery

TTL expired

bad IP header




ICMP

* Applicazioni:

* Ping
» Utilizzato per verificare la connettivita a livello rete tra due host, Ae B
— I'host A invia un pacchetto “echo request”
— alla ricezione di tale messaggio, I'nost B risponde con un pacchetto
“echo reply”

* Traceroute
» Utilizzato per scoprire il percorso seguito per raggiungere una certa

destinazione
* Viene inviata una serie di pacchetti con TTL via via crescente, a

partire da 1:
— il router che, decrementando il TTL, lo azzera inviera indietro un

messaggio “time exceeded”
» in questo modo si riesce a determinare il percorso fino alla destinazione




Esempio di traceroute (1/9)

C:\Documents and Settings\spromano>tracert 143.225.229.3

Rilevazione instradamento verse grid.grid.unina.it [143.225.229.3]
su un massimo di 30 punti di passaggio:

2 ms ms
4 ms ms
11 ms ms
3 ms ms

Rilevazione completata.

ms
ms
ms
ms

192.168.2.1

217.9.64.193

192.55.101.129

grid.grid.unina.it [143.225.229.3]




Esempio di traceroute (2/9)
B

@ <capture: - Ethereal (=] §3!
File Edit Capture Display Tools Help |
Mo, . | Time Source Destination Protocol |[Info 4
00 jawva.comics.unina.it agrid.grid.unina.it ICMF Echo (ping) reguest /

&

HFrame 1 (106 on wire, 106 captured)
BEthernet II
Dezstination: 00:30:bd:96:28:fa (BELKINM_96:28:Tal
Source: 00:02:2d:09:17:be (Java.comics.unina.it)
Type: IP (0x0B00)
HInternet Protocol, Src Addr: java.comics.unina.it (192.168.2.6), Dst Addr: grid.grid.unina.it (143.225.229.3)
version: 4
Header length: 20 bytes
BDifferentiated Services Field: 0x00 (DsCP Ox00: Default; ECHN: 0x00)
Total Length: 92
Identification: 0x2042
BFlags: 0x00
Fragment offset: O
Time to liwe: 1
Protocol: ICMP (0x01)
Header checksum: Oxblcc (correct)
Source: Jjava.comics.unina.it (192.168.2.6)
Destination: grid.grid.unina.it (143.225.229.3)
HInternet Control Message Frotocol
Type: &8 (Echo (ping) reguest)
Code: 0O
Checksum: Owxaeff (correct)
Identifier: 0x0300
Sequence number: 46:00
Data (64 bytes)




Esempio di traceroute (3/9)

@ <capture> - Ethereal

File Edit Capture Display Tools Help|
Mo, . |Time sSource Destination Protocol |Info =

10.000000 java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) request
2 0.002111 192.168.2. java.comics.unina.it ICMP Time-to-live ex:

HFrame 2 (134 on wire, 134 captured)
HEthernet II
HInternet Protocol, Src Adde: 192.168.2.1 (192.168.2.13, Dst Addr: java.comics.unina.it (192.168.2.63
HInternet Control Message Protocol
ype: 11 (Time-to-live exceeded)
Code: 0 (TTL equals O during transit)
Checksum: OxF4FF (correct)
BInternet Protocol, Src Addr: java.comics.unina.it (192.168.2.6), Dst Addr: grid.grid.unina.it (143.225.229.3)
version: 4
Header Tength: 20 bwtes
BDifferentiated Services Field: Ox00 (DSCP Ox00: Default; ECM: Ox00D)
Total Length: 92
Identification: 0OxZ2042
BEFlags: 0Ox00
Fragment offset: O
Time to Tiwe: 1
Frotocol: ICMP (0Ox01)
Header checksum: 0xblcc (correct)
Source: java.comics.unina.it (192.168.2.6)
Destination: grid.grid.unina.it (143.225.229.3)
BInternet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxaeff (correct)
Identifier: 0x0300
Sequence number: 46:00
Data (64 byvtes)




Esempio di traceroute (4/9)

@ <capture: - Ethereal

File Edit Capture Display Tools

Mo, . |Time

Source Destination Frotocal |Info

5 0.004468 java.comicz.unina.it arid.grid.unina.it
6 0.006490 192.168.2.1
7 1.006318

ICMF Echo (ping) regquest
java.comics.unina.it ICMP Time-to-live exceeded

java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) reguest

Version:

Protocal:

Code: O
Checksum:

4

BFrame 7 (106 on wire, 106 captured)
HEthernet II

EInternet Frotocol, Src Addr: java.comics.unina.it (192.168.2.6), Dst Addr: grid.grid.unina.it (143.225.229.3)

Header length: 20 bytes
EDifferentiated Services Field: Ox00 (DSCP Ox00: Default;
Total Length: 92
Identification: 0x2045
EFlags: 0Ox00
Fragment offset: 0
Time to liwve: 2

ICMP (001D

Header checksum: 0x60c9 {correct)

Source: java.comics.unina.it (192.168.2.63

Destination: grid.grid.unina.it (143.225.229.3)
BInternet Control Message Protocol

Type: 8 (Echo (ping) request)

Oxabff (correct)

Identifier:
Sequence number: 49:00
Data (64 bytes)

0=0300

ECH: Ox00)




Esempio di traceroute (5/9)

@ <capturez - Ethereal

File Edit Capture Display Tools He|p|

o, |Time Source Destination |Protoco| ||r'|fo | =
5 0.004468 java.comics.unina.it érid.grid.unina.it TCMP Echo (pingl) reguest J
6 0.006490 192.168.2.1 java.comics.unina.it ICMF Time-to-live exceeded

S 1.006318 java.comics.unina.it grid.grid.unina.it TCMP Echo (p1ng) request
g 1.011137 217.9.64.1493 java.comics.unina.it ICMP Time-to-11wv

BFrame 8 (YO on wire, 70 captured)
HEthernet IT

®Internet Frotocol, Src addr: 217.9.64.193 (217.9.64.193), Dst Addr: java.comics.unina.it (192.168.2.6)
EInternet Control Message PPotocoT

'y 11 (Time-to-1iwv
Code 0 (TTL e=quals O dur1ng transit)
Checksum: Oxf4ff (correct)

BInternet Protocol, Src Addr: java.comics.unina.it (192.168.2.6), Dst Addr:

version: 4
Header length: 20 bytes

BDifferentiated Services Field: O0x00 (DsSCP 0x00: Default; ECN: 0x00)

Total Length: 92
Identification: OxZ2045
BFlags: 0x00

Fragment offset: 0

Time to Tiwve: 1

Protocol: ICMP (0Ox01)

Header checksum: 0x61cY9 (correct)

Source: java.comics.unina.it (192.168.2.6)

Destination: grid.grid.unina.it (143.225.229.3)
BInternet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: O

Checksum: Oxabff (correct)

Identifier: 0x0300

Sequence number: 49:00

grid.grid.unina. it (143.225.229.3)

(55 e
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Esempio di traceroute (6/9)

@ <capture: - Ethereal

File Edit Capture Display Tools Help|
Mo, . |Time Source Destination Protocol |Info j
java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) reguest /

K

BFrame 13 (106 on wire, 106 captured)
BEthernet II
BInternet Protocol, Src Addr: java.comics.unina.it (192.168.2.6), Dst Addr: grid.grid.unina.it (143.225.229.3)

version: 4

Header length: 20 bytes

BDifferentiated Services Field: Ox00 (DsSCP 0x00: Default; ECNM: Ox00)
Total Length: 92
Identification: 0x2049
BFlags: Qx00

Fragment offset: 0
Time to liwve: 3
Protocol: ICMP (Dx01)
Header checksum: 0x5fch (correct)
Source: java.comics.unina.it (192.168.2.6)
Destination: grid.grid.unina.it (143.225.229.3)
BInternet Control Message Protocol

Type: & (Echo (ping) request)

Code: 0

Checksum: Oxasff (correct)

Identifier: 0x0300

sequence number: 4c:00

Data (64 bytes)
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Esempio di traceroute (7/9)

@ <capturez - Ethereal

File Edit Capture Display Tools Help
Mo, . ‘Time |Souroe Destination ‘Protoool ‘Info |‘\‘
131 2.023551 java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) request =
14 2.034492 192.55.101.129 java.comics.unina.it ICMP Time-to-live exceeded /
BFrame 14 (70 on wire, 70 captured) 5

BEthernet II
BInternet Protocol, Src Addr: 192.55.101.129 (192.55.101.129), Dst Addr: java.comics.unina.it (192.168.72.6)
BInternet Control Message Protocol

Type: 11 (Time-to-live exceeded)

Code: O (TTL equals 0 during transit)

Checksum: Oxf4ff (correct)

BInternet Protocol, Src Addr: java.comics.unina.it (192.168.2.8), Dst Addr: grid.grid.unina.it (143.225.2268.1)

Version: 4
Header Tength: 20 bytes

BDifferentiated Services Field: Ox00 (DsCP Ox00: Default; ECN: 0Ox00)
Total Length: 92
Identification: 0x2049

BFlags: Ox00
Fragment offset: 0
Time to liwve: 1
Protocaol: ICMP (0x01)
Header checksum: Ox61lch (correct)
Source: java.comics.umnina.it (192.168.2.6)
Destination: grid.grid.unina.it (143.225.229.3)

BInternet Control Message Protocol

Type: 8 (Echo (ping) request]
Code: 0
Checksum: 0Oxa&ff (correct)
Identifier: 0x0300
Sequence number: 4c:00
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Esempio di traceroute (8/9)

@ <capturez - Ethereal

File Edit Capture Display Tools Help
Mo . |Time Source Cestination ‘Protocol |Inf0 ‘I
15 2.034848 java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) request
16 2.054220 162.55.101.129 java.comics.unina.it ICMP Time-to-live exceeded
17 2.054538 Java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) request J
18 2.074440 162.55.101.129 java.comics.unina.it ICMP Time-to-live exceeded

19 16,070350 java.comics.unina.it grid.grid.unina.it Echo (ping) reguest

[ e

BFrame 19 (106 on wire, 106 captured]
HEthernet II
BInternet Protocol, Src Addr: java.comics.unina.it (192.168.2.6), Dst Addr: grid.grid.unina.it (143.225.229.3)
version: 4
Header Tength: 20 bytes
BDifferentiated Services Field: 0xd0 (DsSCP Ox00: Default; ECH: Ox00)
Total Length: 92
Identification: (OxZ2053
BFlags: 0x00
Fragment offset: 0
Time to liwve: 4
Protocol: ICMP (0x01)
Header checksum: OxSebb (correct)
Source: java.comics.unina.it (192.168.2.6)
Destination: grid.grid.unina.it (143.225.229.3)
BInternet Contral Message Protocol
Type: B (Echo (ping) request)
Code: 0
Checksum: OxaSff (correct)
Identifier: Ox0300
Sequence number: 4f:00
Data (B4 bytes)
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Esempio di traceroute (9/9)

@ <capture: - Ethereal

File Edit Capture Display Tools Help
Mo . ‘Time |Source Destination ‘Protoool |Info | -
16 2.054220 192.55.101.129 java.comics.unina.it ICMP Time-to-Tive exceeded
17 2.05%4538 java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) request
18 2.074440 192.55.101.129 java.comics.unina.it ICMP Time-to-Tive excesded
19 16.070350 java.comics.unina.it grid.grid.unina.it ICMP Echo (ping) request

20 16.074284 grid.grid.unina.it

java.comics.unina. it Echo (ping) reply

BFrame 20 (106 on wire, 106 captured]
EEthernet II
BInternet Protocol, src addr: grid.grid.unina.it (143.225.229.3), D=t Addr: java.comics.unina.it (192.168.2.6)
Version: 4
Header length: 20 bytes
B0ifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: (Ox00)
Total Length: 92
Identification: Oxalbd
BFlags: 0x00
Fragment offset: 0
Time to liwe: 257
Protocol: ICMP (0x01)
Header checksum: (Qxe658 (correct)
Source: grid.grid.unina.it (143.225.229.3)
Destination: java.comics.umina.it (192.168.2.6)
BInternet Control Meszage Protocol
0 (Echo (pingd reply)

Code: 0

Checksum: Oxadff (correct)
Identifier: 0x0300
Sequence number: 4f:00
Data (64 bytes)

[P S
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