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Abstract—To tackle an inherent security weakness of wireless through a corrupted node. The other nodes get confused by
environments, we propose the implementation of a reputatio the replayed packets.
procedure onto the routing protocol Ad-hoc On Demand Vector Among the potential solutions to these routing attacks re-

routing (AODV). This procedure relies on the overal coopergion . . .
of noc?e(s takin)g part t% the Wireless Mesh Network. Eelloch node viewed in [2] a few of them are based on cooperation between

associates a reputation value to its neighbours, which reftts the the nodes of the WMN. Nodes collaborate by exchanging
trust it puts in them. Based on that reputation value, the hop messages in an uninterrupted way and they simultaneously

gputnt is ijncteatS»Edtoa decrea:sglgﬁldepenging WhEtheéltheti"fBe.-E focus on the detection of suspicious behavior and actions to
late noce Is trusted or not. This mechanism enables 10 SEeC je tgken to reduce the malicious activities. This papergomss
the most trustworthy paths in the mesh. We present preliminay . . . Lo
experimental results obtained with our implementation. the des_lgn, |mpler‘r_'|entat|on and prellmlnary test resulta O.f
reputation mechanism to be added to a routing protocolduite
[. INTRODUCTION for WMN. , o ) )
_ ) After a brief review of routing in WMNs in Section II,
Wireless networks must deal with several types of attadection Il will detail AODV-REX, a reputation mechanism
different from the ones in wired environments. Due to thsroposed in [3] as an extension of tAel-hoc On Demand
over-the-air propagation of packets, the traffic is not onlector (AODV) routing protocol. Section IV will present
received by the destination, but also by the other wirelegge implementation of the mechanism as an extension to
devices within the transmission range. A malicious use WInODV-UU [4]. Preliminary test results will be presented in
can get an access quite easily to this infrastructure, has adection V and discussed in Section VI. Finally, conclusions

of opportunities to compromise it. and perspectives will be presented.
In a wireless network, with the current existing security

mechanisms, it is possible to protect data and systems from " .ROUT'NG IN W'RELE§SMESHNETWORKS
unauthorized access, use, disclosure, disruption, matidfic A. Reactive vs. proactive routing

or destruction. HoweverDenial of Service(DoS) attacks  Mobile routing protocols are generally divided into two
aimed at compromising the network infrastructure by prévertjasses according to their procedures for network disgover
ing it from functioning properly still threaten the availby of  and routing computation: proactive and reactive.
services. An attacker who wants to break down or to correptit A proactive routing protocol permanently maintains an
target will focus on important assets of the wireless nekworoyerview of the WMN topology, i.e., which node is present
Black hole and grey hole attacks [1] as well as gratuitoygpd how to reach it. This protocol creates and maintains
detours and wormhole attacks are examples of typical rgutia path to every single node. This enables sending traffic
attacks or\Wireless Mesh NetworkK$VMN). without significant latency, at the cost of the signallinaffic
A black hole named after the deep space phenomenagequested to keep the routing table up-to-date, consiglerin
absorbs traffic coming in its vicinity. A routing black hol@ o the typical node churn of WMNs. The proactive routing
a malicious node attracts traffic, by distributing forgedtmog protocols includeOptimised Link State Routing®LSR) and
information, with the intention of dropping all the data kats. Destination-Sequenced Distance-Vector RoutiB§DV).
Since a lot of routing protocols base their metrics on a sfmpl On the other hand, a reactive protocol does not know the
hop count to reach the destination, this attack can be pe€idr network topology, i.e., it must decide how to reach a distant
by broadcasting very short distance routes to the othersiod@de before sending traffic to it. Its routing table hardstdi
of the network. all the nodes of the WMNs, but the ones it has been in contact
Grey holesare a smarter variant of this attack, where onlywith at some point, until the validity of that information
specific packets are dropped. For instance, only routinggiac expires. Proactive routing avoids wasting bandwidth since
would be forwarded and data packets would be discarded.signalling traffic is reduced to the minimal exchanges #ric
A devious node can also broadcast forged metrics indicatingcessary to reach a node. Unfortunately, it results in a
a greater number of hops to a given node in order to prevesignificant latency at connection set-up (up to severalrsgs)g
the traffic to pass through it. This is tlygatuitous detour while the route is computed. AODV anBynamic Source
Finally, thewormhole attackcan cause serious damage byRouting(DSR) are examples of reactive routing protocols. This
recording traffic for a while, and reinjecting it in the WMNpaper focuses on AODV.



B. AODV sit on the same radio channel. It checks whether its neighbou

AODV is a reactive routing protocol for mobile ad-hodas cor.rectly forvyardeq the da_ta pgckets or not. It alsoct_tete
networking. Although initially designed for ad-hoc netksy the selfish behaviour without significant overhead. Howgter
it has been used in WMNs. AODV enables wireless devic&gduires a high storage, and itself needs to be securedsagain
to exchange data by transmitting their packets througtr théP0ofing attacks which may fool the reputation system rglyin
neighbours if they cannot directly communicate with th&n It , o _ _
destination (relaying). Traffic is routed to the destinatioith ~Pathrater is a module combining the Watchdog information
the help of intermediate devices that support the rest of théth the link reliability information. Nodes are accessibl
routing process. according to the metrics computed from Watchdog data. & thu

1) Control messagesto operate, AODV defines four typesréfuses forwarding through nodes with misbehaviour record
of UDP control messages, each containing routing inforomati_ Th0se two modules have been also integrated in AODV-
for a specific role: RREQ - RREP - RERR - RRERK. REX [3], a secure routing protocol that considers nodes-repu

. Route RequeSRREQ): request broadcastec_i for diSCOvt_ation as a metric for path selection. In AODV-REX local and

: L : lobal reputations are computed according to a multi-legler
ering a path to a destination when no route is know odel called RElationship-FAmiliarity-Confidence-INteGrity

It contains information about the source, the destmauoi%EFAClNG) [6]. This scheme lengthens the hop-count-based

the IP packet lifetime and a unique identifier associat . . .
with the address of the sender to detect and avoid IOOF!;getrlc of the path, according to the trust into the nodes the

and to differentiate RREQ copies flooding the WMN. ggigilg?jeii ttureo;jgnho.v\zze ch(r:r:i;())tritatmn and use of reputation is
o Route Respong®RREP): reply generated by the destina- 9 '
tion or any intermediate node with a route up-to-date t@|l. REPUTATION EXTENSION FORAODV (AODV-REX)

th:e desélnatloFr;EalsRap answer to a RREQ (rjnessage. . In this part, we will consider the reputation mechanism
« Route Error ( ): error message broadcasted 10 inyincinles, its propagation setting and how to calculate th

form that a destination is or has become unreachablg, tation values. This is mainly a reformulation of aniabt
When a node receives such an error message, it remoﬁé%elopments from [3]

all the routes that mention this node from its own routing 1o goal of the repﬁtation mechanism is to detect black
table. It then propagates this message upwards, t0 Ii$4 grey holes that do not correctly forward the traffic going
predecessor(s). A predecessor is a neighbouring node

ugh them and to prevent future data from following this
forwarded RREQ messages to the given node. g P ¢

; , path. The reputation, which is expressed by a floating-point
« Route Reply Acknowledgme(RREP_AC_:K), optional 1 mper between 0 and 1, indicates how much a node can
message, generated only if an explicit request for

K lod has b de in th 2 trusted by others through a history of its behaviour when
acknowledgement has been made in the RREP messagg, arding data packets. The reputation mechanism is based
2) Sequence numbersAODV messages embed sequencgn three reputation values: the local reputation, the dloba

numbers. These numbers are used by a given node to asgggtation and the current reputation broadcasted in RREQs
the freshness of locally maintained information about its

neighbours. At each transmission of a control message Af Local and global reputation

any type, the node will increment a local sequence numberEach node stores locally two reputation values about its

Each node records the sequence number of the nodes wiglighbours, the local and global reputations.

which it is communicating. The higher the number, the freshe The local reputation reflects the reliability with which a

the information associated to it. Upon reception of a cdntrgiven node successfully forwarded packets sent to it in the

message, the sequence number encapsulated in the packpass. The Watchdog module is in charge of updating this

compared with the last sequence number the receiving nadeutation value. Whenever a neighbour duly forwards a

has stored about the transmitting node and update occurd if packet untouched, its local reputation is increased. @iiser

only if the received number is higher than the stored ones Thi is decreased. In the following4[B](i) will stand for the

avoids taking into account obsolete messages finally regchlocal reputation of nodé3 at nodeA at thei*" iteration.

a node after a series of hops. The global reputation reflects the reliability other nodés o

. the WMN put in a given node. This global value (superscript

C. Secure Routing for WMNs G) has beelzon derive%l from reputation%/alues distrilguelzl tHnou%
Vanilla routing protocols for Wireless Mesh Networks havenodified AODV messages and stored locally.

no security feature. The security concerns hence lead to thesor both local and global reputation values, a history of

design of new trust-based mechanisms to be integratedxnto ghe last N reputations computed (local) or received (global)

isting routing protocols, where the observation of neighsd about a given node is saved. It helps to identify sporadic
behaviour contributes to assess the trust a node can pw& inniisconducts.

fellow WMN nodes. Two of those mechanisms &katchdog )
and Pathrater, originally proposed for the DSR protocol [5]. B- Current reputation

Watchdog is the module taking care of checking the suc-Propagated through the network, the current reputation
cessful packet forwarding from a node to another one. Than(ssiperscript’') is a merge of both local and global reputations
to the over-the-air propagation of the data, this mechamssmthat can be exploited to determine the real behaviour of &nod
capable to detect malicious behaviour by listening on tieesa In other words, it represents how much a node is trusted by the
channel as its neighbours, assuming that all nodes of the WNole network plus how much each node trusts that given node



(only when that node is a neighbour). By merging the local Local and global reputations are smoothed along time
and global reputations, this mechanism prevents a ma$iciahanks to theNeighted Moving Averagev(,.) of (4).

node from precisely identifying which of its neighbours has N—1
begun to whistle blow about its deviant behaviour. RL[B] = wiy Z (1= w) 'R [B()
i=1
C. AODV-REX at work + (1 —wi)V "« RE[B](N) (4)

Before sending a RREQ message, the reputation processerex € {G, L}. The average reputation of no@eat node
takes place: by the combination of thé local and global A takes into account its behaviour record.
reputation values, a value representing the current répata This averaging step also helps to face the typical churn
of a node is computed and inserted in the RREQ messagieWMNs. When a wireless device has moved away from
asReput ati on Opti on. This message hence contains ththe topology, it can be reintegrated with a more favourable
reputation information which will be broadcasted and mixegkputation provided at it has proven to behave fairly in the
up with the local and global reputation every node storgmst.
about every other node. The current reputation is trartslate When a RREQ message is received or a Watchdog timer
into a number which is added to the normal hop count, widxpires because the neighbour has not forwarded the packet
the ultimate goal of increasing the cost of paths traversingthin the given timeout, the reputation of that neighbaair i
malicious nodes. Suspicion of misconduct results in a higipdated. The reputation is calculated with (4) and the tiaria
number, while unmodified forwarding tends to 0. A directrom the last reputation value with (2). The update formsla i
consequence is the lengthening of the paths going through thus
reliable nodes. This enables avoiding going through naligi RS[B](i) = R$[B](i — 1) + Ap, (i — 1) (5)
nodes despitShortest Path Firs{SPF) routing is still apphed._TO evaluate thed ;, (i) value, the distance between the local

Hence, SPF (the source wants to reach the destination insa ; e ; . :
minimum number of hops) becomes the selection of the mc?%{“[B](l) and the globalfi’; [B](i) reputations is computed

trustworthy path (the source wants its packet to be handledCheCk whether both values assent to each other with
by reliable nodes only). The underlying idea is to keep every LG/~ | BL e .
node in the graph and not remove them from the moment they Ap, (D) = |RA[B] (i) — R [B](m ()
act deviously, especially if one of them is the single pomt tThe diﬁerenceAgf(z‘) is checked against a given threshold,
access the rest of the network. 0.5 in the current case. W% (i) is lower than the threshold,
local and global reputations agree. If it is not, they disagr
D. Reputation update ConsequentlyA g, (i) is derived as follows:
. )

The dissemination of reputation is done through the AODV- Ipy = (1 ;L}EA_[B] (2)) if agreement
REX process and is therefore based on its routing messages, (i) = *(1’2#“)) '
to propagate the reputation data. The following formulas ar = N AEGG
variations of the development from [2], [3]. Ly RE[B](0) » —5— if dlsagreeme(%.

Let us define a scenario to illustrate the reputation calc
lation. NodeC requests a route and therefore sends a RR
message. Nod8 receives that packet and because it cannot I'p, =axRS[B](G)+ 8*ID+wxV[B](i) (8)
reply to the request, insert8[C](i), the reputation data it with
stores about nod€, in the RREQ it forwards. When nodé _ S _
receives the packet from no@e nodeA checks the packet for ° gnzfi?f{ 1. We have been using = 0.6, 5 = 0.2

reputation data and.weight it Wit_Rg[B](i_l)’ the re_putatior_\ o ID is the Interaction Degree between two nodes, defined
of B Iocz;ll)k/) stﬁreq II?AE accord:_ng to (1)5' Theldwelghtln_g IS as the ratio of the total number of packets fowarded by
motivated by the risk that a malicous nodeould transmit a all neighbours vs. the total number of packets forwarded
forged reputation about node Finally, nodeA compares in by the given neighbour

(2) the weighted outcome against the last global reputation « VC[B](i) is the variance of reputation of noat node
A

erel'p, is computed according to:

received about nod€.

w . ) ) Ap, (1) is negative in case of disagreement to reduce the
RE[CI(0) = RE[BI(i 1)« R5[C]() (1) regat(;?[ion valge as nodg misbehaveg.
Ac,, = |RF[CI(i—1) - RE[C](0)] (2)  Once the new reputation valugS[B](i) is derived, its
o ) average and variance are updated as follows:
After the check of validity, the global reputation of no@e

can be updated with RG[B)(i) = RS[BI(i—1) )
+R§[B](i) — R4[B](i —1) )
1 N+1
RG[C)(5) = 5(1+ACAB)*R§[C](Z'—1) N« VE[B](i — 1) )
C i) — pC i —
Sacacmon @ 0 visn = PO ZRKIBEZD)] g,



The computation of the reputation values is graphicalkgleases of the implementation, and thus contains some C++

streamlined in Fig. 1. code. We used version 0.9.6, released end of May 2010 on [8].

Starting from the AODV-UU version, we implemented the

Watchdog AODV-REX reputation protocol as described in the reputation process

@ Node A RREQ message . . .
B. Design issue: path selection
¢ ¢ While implementing the reputation extensions in AODV-
R (i) RE[C](3) UU, we faced a design issue with respect to the route sefectio
¢ @) process according to the reputation values.

Re[C1() As explained in Section II, the creation of a new route is

initiated by the sending of a RREQ and by the reception a
RREP message. If several routes exist towards the destinati

@) the destination can receive several RREQs. In basic AODV,

it accepts only the first RREQ message, while other replies

Acys coming in later are simply dropped. The underlying assump-

¢ (©) tion is that it ensures the selection of the fastest path ¢o th
RS[B)(i) destination.

The challenge with the reputation mechanism is to select
the shortest reliable route, which is not necessarily tstef.
Consequently, the destination can no longer ignore the RREQ

¢ @) ¢ (4) messages that have been routed by different paths towards it
RL (i) RS(0) _ Two_options can be considered: either the choice of th_e pgth

6 is decided by the source of the RREQ, and the destination
©) will be notified (source-oriented) or, conversely, the ohest

Y
‘ Weighted Moving Averagew,) ‘

AEL() tion makes the decision and notifies the source (destination
¢ ) oriented). Both approaches has pros and cons.
Ap, (i) Th.e source-oriented approach, partly based on [2], [3],
¢ ®) requires a three-way procedure:
PR 1) The source sends a RREQ by broadcast,
RAIBIG) 2) The destination receives several RREQs and replies to
each of them by a RREP which crawls back along the
¢ © Wlo) path it took on the way forward,
RS[B](7) V{[B](i) 3) The source receives several RREPs to which it adds
v the reputation information it stores. It finally chooses
AODV-REX the most trustworthy route and informs the destination,
RREQ message which will therefore expect to receive data from the
source along that single route.
Fig. 1. Derivation of the reputation values in the Pathratedule This procedure is illustrated in Fig_ 2.
Eventually, the hop count of route from nodeto nodeB __ RREP_REP_ACK
is increased with its reputation metric, computed as fadlow g %
y o Wi
RM 3, = [ (1 — R4[B](i)) * ND| (11) o E \’f‘%@é
RREQIDS

where ND is the maximum network diameter defined by
AODV.

RREP 2 is
~7 selected
>

(@

1
o

RREP
RREP crealed

IV. IMPLEMENTATION
A. Basis: AODV-UU

' 7 107
In order to proof the concept of reputation extensions to ‘ by
AODV?, we modified AODV-UU [4]. It is an implementation h
of the AODV routing protocol which is compliant with IETF @
RFC 3561 [7]. It was originally released by the Uppsala o
University in Sweden, hence the UU-suffix. E’gtg'REPiOC“ée decision in 3 phases: (1) RREQ - (2) RREP - (3)
Initially coded in C to be run under Linux, AODV-UU is -7

implemented as a user-space daemon with kernel component§ne ajternate, destination-oriented, solution, wouldcped
A port to the simulator ns-2 has been accomplished in recepy fo(iows:

~08™

1To the best of the authors’ knowledge, AODV-REX has nevernbee 1) Thef source $ends a RREQ by broadcast. When re?-(_:hing
implemented, but only validated through ns-2 simulatigiease refer to [3]. an intermediate node, this RREQ is directly modified



with a new value of hop count according to the reputdines indicate the insertion of a new entry in the routingeab
tion the relay node has calculated about the neighbaierreach node 108. The cross on these lines denotes whether
that forwarded the RREQ. Then the node forwards tODV-FUUREX operating at node 105 has decided to route
modified packet. through node 104 or node 107 to reach node 108. The removal
2) The destination receives several RREQs to which it addEroutes is not shown on this diagram to preserve readgbilit
the reputation information at its disposal. It chooses the A first set of data packets has been sent from node 105
best route and only sends a single RREP to announeenode 108. This set went through node 107. Indeed, at the
the route it selected. beginning, both reputations of nodes 104 and 107 are equal to
Comparing the two solutions, the reputation update of the ha. Therefore, the selected path is the shortest route. Haywev
count occurs during the RREP feed-back in the source-atdensome of these packets got lost. As a result, the reputation of
approach, whereas it is already part of the RREQ broadcasnhipde 107 decreased. Consequently, the next set of datatpacke
the latter. The destination-oriented approach henceesemw travelled from node 105 to node 108 through node 104. We
routes quicker, but assumes that the destination is truttwo observed then that, when replying to node 105, node 108 still
We prefered to use the source-oriented approach, inlirguted through node 107, despite its low reputation at node
with [2], [3]. 105. This routing makes sense in view of the discussion of
Our implementation, called AODV-FUUREX, Section IV-B, since this is the source, here node 108, that
is available on the version control systenselects the route. At node 108, the reputation of node 107 did
http://git.infonet.fundp. ac. be. not justify to avoid it.

V. EXPERIMENT

The 5-node WMN topology shown in Figure 2 has been . ‘ ‘
deployed on thewireLEss Experimenta{WILE-E) testbed i e \ _
(Fig. 3) at the University Federico Il of Napoli, Italy. It
is composed of seven wireless nodes, IEEE 802-11la and
11g compliant, managed by an OMF testbed controller. The
internet access is provided to the nodes through a gateway.
PlanetLab developers can also connect to the testbed nranage
to perform experiments.

0 L I I I I I I
03:36:00 03:36:30 03:37:00 03:37:30 03:38:00 03:38:30 03:39:00
Time (H:M:S)
Internet
Reputation of node 104 ——
Reputation of node 107 ——
Creation of a new entry in the routing table —x—

Reputation of nodes 104 & 107 seen by node 105 - FUUREX implementation

f nodes at node 105

Reputation of nodes at node

& (j)) PlanstLab node Sitewny E] Fig. 4. Reputations of nodes 104 and 107 seen by node 105
OMF tested controller s
3 &
‘5 5 JS ‘S The evolution of the number of hops in the kernel routing
Netgear table of node 105 during this experiment is shown in Figure 5.
G Sl ‘ ‘ ‘ ‘ Once can notice the penalty added to the hop count at the end
L ¢ — | of the experiment. By then, both nodes 104 and 107 exhibit
a reputation lower than 1. The path from node 105 to node
i ‘ ‘ ‘ 108 through node 107 reach&s-5 = 8 hops, where is the
LE26ME HAM) é}, 5 ‘s physical number of hops aridlthe reputation penalty.
Fig. 3. WIreLEss Experimental (WILE-E) testbed deployethat University Hop count to node 108 i the routing table of node 105

10

Federico Il of Napoli, Italy

AODV-FUUREX was deployed on five nodes. Since all
the nodes operate on the same radio channel, IP traffic was
firewalled withiptablesto allow only the pictured connections.

Several bursts of data packets were sent from node 105 to
node 108, with a pause of a few seconds between each burst in
order to initiate a new RREQ/RREP/RREREP _ACK (where
RREP REP_ACK, standing for RREPREPutationACK, is
specific to FUUREX) process to refresh the current reputatio
of the neighbours. TR O e TR

Fig. 4 shows the evolution of the reputation of nodes 104
and 107 at node 105, over time. It is set to 1 for a node if it
properly forwards data packets passing through it. Othserwi
it will be smaller, depending on the loss rate. The vertical

Number of hops

°

Fig. 5. Hops count to node 108 from node 105



V1. SHORTCOMINGS E. Data forgery

From the analysis of the reputation model and the operation! N€ information stored in the table of acknowledged packets
of AODV-FUUREX, we have identified several shortcoming§rom or for Watchdog) includes only a few header fields of

that should be adressed. the IP packets. For performance reasons, storing all the dat
of a packet is not feasible.
A. Wireless channel If an attacker alters the content of the data in the packets

] ] o while the traffic is still correctly forwarding the packetsthe

We first discovered a limit in the way nodes are suppose@stination, the security mechanism in place will not detec
to interact. In order to allow the Watchdog module to captutg malicious activity.
packets, the nodes (the current node, its neighbours angne sojution we would suggest is the calculation and the
beyond) need to use the same wireless band, and even the sagl@ge of a checksum computed from the data fields of such
radio channel. So, Watchdog can check whether the neighbggtkets. However it remains to determine whether such a
performs its job correctly. However, it is sometimes neeted ¢gculation would not adversely affect the overall perfaroe
assign dedicated channels between subsets of nodes. Thysy e device.
node could operate on several channels while communicatingone should notice that, in the case of TTL forgery, there is
with its neighbors, and its Watchdog could get only a partigly posibility to prevent the damages that could cause in the

view of the exchanges. current implementation. So, the AODV message or the data
packet would be simple dropped, causing a bad reputation to
B. Border Router the node dropping it.

In the case of a border router, who sits at the border of

the network, it is highly likely that it will use two network .
interfaces, a wired and a wireless one. From the Watchdo%Th's paper has presented a proof-of-concept of more robust

point of view, this node will be very suspicious, as everfODV routingin WMNs, where AODV is extended to support
packet it receives wirelessly looks like being dropped, iehe feputation. The reputation of the nodes a route goes through

VII. CONCLUSION

it has actually been forwarded on wire. modifies the hop-count of that route, such that SPF actually
selects the most reliable shortest path. This reputatibarse
C. Route updated with RREP has been implemented as AODV-FUUREX. It has been partly

validated and shortcomings to be addressed have been-identi
According to the reputation principles, the metric in th@eq.
routing table has to be updated once a RREP message is
received. As long as such a message is not generated, a REFERENCES
malicious node can block/interrupt all the traffic passing] y.-C. Hu and A. Perrig, “A survey of secure wireless ad hoating,”
through it, including those RREPs, without being worried EEE Security and Privacydune 2004.

: : : : : F. Oliviero, “On the Effective Exploitation of Distriied Information
about its reputation becoming bad. Indeed, until there is '[% for Cooperative Network Security and Routing OptimizafioRh.D.

RREP message, the routes of other nodes do not change! dissertation, Universita degli Studi di Napoli Federico-IFacolta di
A mechanism forcing an update of this route (e.g., after[% ::nggﬁ\r/}g:f,a%%og P. Romano, “A Reputation-Based Meftc Secure
loss ofn packets) should be set up to fix this weakness. R'outing in Wirele'ss' Mesh Nétworks," iProceedings of IEEE 2008

Global Telecommunications Conference (GLOBECOM 2088y. 2008,

D. Reverse route does not take the reputation into accounh] Ep- 1-5. Nordstrom AODVUU homepage.

Let us consider a simple scenario where node 10.0.0.104 hg%icme-it-UU-Se/Core/indeX-php/AODV-UU/, Last dage: [22 Apr.

2
sends data to node 10.0.0.106 through node 10.0.0.1059(dcat5] S. Marti, T. J. Giuli, K. Lai, and M. Baker, “Mitigating nating misbehav-

next hop”). Its hop count is 17. ior in mobile ad hoc networks,” ilviobiCom ’00: Proceedings of the 6th
Kernel 1P routing table (Seen by A = 10.0.0. 104) annual international conference on Mobile computing andwoeking
Destination Gateway Gennmask Flags Metric New _Y_ork, NY, USA: ACM, 2000, pp. 255_%65' . -
10.0.0.106 10.0.0.105 255.255. 2550 U 17 [6] F. Oliviero, L. Peluso, and S. P. Romano, “REFACING: Antanomic
10.0.0.105 0.0.0.0 255 255 255 0 U 1 approach to network security based on multidimensionahworthiness,”
0.0.0.0 192.168.1.1 0.0.0.0 uG 0 Computer Networksvol. 52, no. 14, pp. 2745-2763, 2008.

[7] C. Perkins, E. Belding-Royer, and S. Das, “Ad hoc On-DathBistance
In the meantime, node 106 decides to send data to node Vector (AODV) Routing,” IETF RFC 3561, Tech. Rep., July 2003
_104' B_ecause of the prior existence of the route to 104 h&p://soﬁ?ég?c:[é)gHeUprojSez?:?sr/CaeoFd?/rSS/, Lasfer%\&%%pr. 251{)(\)/\]/'nload,
its routing table, no route request process occurs. Node 106
will see node 104 with a metric of 2, independently of the
reputation of node 105 seen by node 106.

Kernel 1P routing table (Seen by C = 10.0. 0. 106)

Destination Gateway Genmask Flags Metric
10.0.0.104 10.0.0.105 255.255.255.0 U

10.0.0.105 0.0.0.0 255.255.255.0 U 1
0.0.0.0 192.168.1.1 0.0.0.0 UG 0

This is made possible by the fact that the hop count in the
routing table is updated regarding the reputation valug onl
upon reception of a RREP.



