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Abstract—This work presents the architecture and implementation of a dedicated hardware accelerator for cryptographic
purposes. In particular, the paper describes a highly customized
FPGA design targeting the most time consuming operation used
by the encryption primitives, long-integer multiplication, based on
an efficient implementation of the Schönhage-Strassen algorithm
(SSA) exploiting the properties of the Discrete Fourier Transform
over finite fields. The paper presents the architecture of the
accelerator, the details of its implementation, as well as the main
performance results.

I.

I NTRODUCTION

Cryptographic processing has become increasingly important in current applications, demanding more and more
efficient hardware-based support [1]. Reconfigurable hardware,
particularly FPGAs, have proved to be an effective platform for
cryptographic processing. In fact, FPGAs provide to general
applications a number of benefits compared to both programmable systems and traditional ASICs, ranging from highlevel design and software-like programming [2], [3], [4], [5]
to application-specific testing [8], but they are particularly
suitable for cryptographic algorithms because these have peculiar characteristics (e.g. integer computation, often bit-level
manipulation, etc.) that make standard platforms like CPUs
and GPUs less competitives, while hardware reconfigurability
allows the designer to customize the system possibly based on
specific parameters, e.g. a cryptographic key. Consequently,
the use of FPGAs has been demonstrated in a range of
cryptographic applications for processing acceleration [6], [7],
[10] as well as for cryptanalytic purposes [11], [12], [13], [14].
This work in particular focused on the FPGA implementation of a dedicated hardware accelerator supporting a very
demanding operation, i.e. long-integer multiplication, based
on an efficient implementation of the Schönhage-Strassen
algorithm (SSA) which exploits the properties of the Discrete
Fourier Transform over integers. The accelerator is specifically
conceived for use in the context of Homomorphic Encryption [15], a relatively new –and extremely compute-intensive–
cryptographic technique allowing computation to take place on
encrypted data. The implementation is based on an advanced
FPGA platform, i.e. an Altera’s Stratix V, a high-end platform
that can be reasonably assumed to be available on the server
side in cloud settings, where computing on encrypted data
might be a highly desirable feature in the future.
The paper is organized as follows. Section II presents the
background of this work. Section III describes the implemented
algorithm. Section IV provides a few details on the implementation and results. Section V concludes the paper with some
final comments.

II.

BACKGROUND

During the last years cloud computing has emerged as an
important paradigm shift for a large class of applications [16],
[17], [18]. Security is a major concern in current cloud
settings, as user data is moved to an external server and
processed at a remote site. Homomorphic encryption (HE)
is a cryptographic technique which potentially addresses this
concern as it allows computation to take place on encrypted
data. While the HE concept is known since the early stages
of modern cryptography, only in 2009 a seminal work by
Gentry [15] showed a practical incarnation of a fully homomorphic encryption scheme. A first implementation of a variant of
Gentry’s scheme was proposed by Gentry and Halevi [19],
while more recent software implementations include [20]
and [23]. Available open-source libraries include hcrypt [24]
and HElib [25], reaching a speed-up of 12X over the previous
solutions. Concerning the computing platforms, [26] presented
an efficient GPU implementation based on NVIDIA GTX
690. [27] compared a solution based on FPGAs vs. GPUs
(Altera Stratix V vs. NVIDIA Tesla C2050), with the FPGA
version reaching a 2X performance compared to the GPU,
with lower power comsumption. [28] proposed a full custom
(ASIC) implementation of large operand multiplication. Their
design is based on fast multiplication and also includes a 768
Kbit cache to minimize I/O transactions. The same authors
also built the first custom hardware implementation [29] of the
cryptographic primitives of Gentry-Halevi FHE scheme. The
design includes optimizations previously introduced in [26] to
reduce the number of FFT computations.
As mentioned above, most existing implementations focus
on optimizing the most time consuming operation used by
the various encryption schemes, long-operand multiplication.
This operation is performed on operands of millions of bits
and can benefit from better asymptotic algorithms. The work
in [30] proposed an FFT-based large integer multiplier, along
with a Barrett reduction module. Their design was based on
the FHE scheme presented in [31], [33] and was implemented
on a Xilinx Virtex-7 FPGA, resulting in a significant speedup
compared to existing software implementations.
III.

A LGORITHM

We aim to exploit the potential of a highly-customized
FPGA design for accelerating integer multiplication. Since
this operation is performed on ultra-large operands, in the
order of millions of bits, we relied on asymptotically faster
(but inherently more complex) algorithms, particularly the
Schönhage-Strassen algorithm (SSA), exploiting the properties
of the Discrete Fourier Transform, which turn out to be

advantageous for operands of at least 100, 000 bits. In essence,
the algorithm computes c = a·b by regarding operands a and b
as polynomials and decomposing them into groups of m bits;
performing the integer FFT of a and b, hence getting A and
B; then computing C = A · B component-wise; deriving the
Inverse FFT of C (call it c′ ); and last, computing the final
result c as the collection of the components of c′ .
The computational complexity of SSA is O(n · log n ·
log log n). The most time consuming operation in the SSA
is the computation of the FFT (and IFFT). By using the divide
et conquer approach of the Cooley-Tukey scheme, it can be
executed in an O(N · log N ) time, where N is the number
of points on which the transform is computed. Instead of a
classic binary recursive splitting approach relying on a radix-2
transform, we used higher order transforms as the basic block
for FFT. This comes from the general FFT splitting approach:
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Therefore, the DFT can be written as:
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We chose to perform the computation in the finite field
Z/pZ, with prime p. The computation of a finite-field FFT requires three operations: modulo addition, modulo subtraction,
and multiplication. By selecting a proper prime p, the modular
multiplication in the finite field can be computed rapidly. In
this paper, we chose the prime p = 264 −232 +1 from a special
family of prime numbers, called Solinas primes. This choice
enables us to perform most multiplications as simple shifts.
In this finite field, FFT can be represents as:
F [k] =
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In our implementation we set the base b to 24. Therefore, every sample is 24-bit wide and we have a total of
32K samples. We need to apply 64K-point FFT, in order to
accommodate the result of a multiplication. By applying the
general FFT splitting approach on the 64k-point FFT we have:

4095
∑

n1 ·k1
n2 ·k1
) (mod p)
f [n] · ω4096
) · ω64K

n2 =0

The formula can be recursively applied to the inner 4096point FFT, decomposing it as 64 FFTs, each on 64 points. Each
FFT based multiplier will contain one Radix-64 FFT unit and
one Radix-16 FFT unit. A 64K-point FFT will be computed in
three subsequent stages; the first two requiring 1024 Radix-64
FFTs each, the last using 4096 Radix-16 FFTs. Each stage can
be efficiently parallelized, according to the available computing
resources.
IV.

I MPLEMENTATION AND RESULTS

For the implementation of a 64K points FFT accelerator,
we chose an on-chip distributed approach, based on the use
of several processing elements connected in some topology.
Specifically we chose a hypercube as in Figure 1.
The distributed approach is more suited for FFT computing, with respect to other approaches, such as shared
memory/shared bus, given the peculiar data exchange pattern.
The number of communication stages is d, the hypercube
dimension; in each stage, each node communicates only with
one of its neighbors. The overall communication pattern allows
each node to eventually own data which comes from any other
node. The architecture of the processing element (or node) is
shown in Figure 2.
Our approach is inspired by the work of Huang and
Wang [27], where they use a shared memory approach, with
local buffers; instead, we adopted a complete distributed approach and introduced our own optimizations. The core computing element is the Radix-64/16 FFT unit, which computes
the basic FFT blocks; since in our distributed scheme we need
both to compute and communicate at the same time, double
buffering is used: a buffer containing current input values is
used to feed the FFT unit while the other is written with
new values computed by the same node and coming from
one of its neighbors. At the end of a computation stage,
the roles of the buffers are swapped. Buffers are based on
a bank architecture which uses the SRAM primitive blocks
of the underlying FPGA architecture. Our memory allows 8
read/write operations in parallel with different access patterns
for read and write in order to support the FFT butterfly
access pattern. Additionally, we also need a bank of modular
multipliers, for twiddle factor multiplications, needed between
two consecutive FFT computation stages.

TABLE I.

Fig. 2.

Architecture of a 64K FFT processing element.

The device could accomodate four processing elements
to be implemented on a Stratix V, reaching an operating
frequency of 180 MHz. We present below a performance
estimation, first with respect to the FFT multiplication and then
to cryptographic primitives. The Radix-64 unit is able to output
an FFT every 8 clock cycles, while a radix-16 will take only 2
clock cycles; each unit is fully pipelined. A single 64K points
FFT will take TF F T = (TC ·8·1024)·2/P +(TC ·2)·4096/P ,
where TC is the clock period, around 5.6 ns (frequency: 180
MHz), while P is the number of Processing Elements, here
4. The first term refers to the first two stages, with 1024
FFTs on 64 points. The second term refers to the last stage
where 4096 FFTs on 16 points are computed. By substituting
the clock period and using four Processing Elements, we get
TF F T = 22938ns + 11469ns ≈ 34.4µs.
A full SSA multiplication requires three FFTs (two direct
FFTs for the inputs and one inverse FFT for the output).
Besides, we must perform a component-wise multiplication on
two vectors of 64K components and the final carry recovery
addition on the inverse FFT components. Our processing
element is already able to perform 8 multiplications at a
time (with the twiddle factors) and can be refitted to perform
the component-wise multiplications, that will take TM U L =
TC · 65536/(8 · P ) ≈ 11.5µs
The final carry recovery can be efficiently computed with
an ad hoc adder tree structure, using carry saving and subsequent accumulation. The resulting time for a complete SSA
multiplication is around 150µs.
With respect to a complete cryptographic primitive, e.g.

Barrett Modular Reduction

207 µs

Encryption

350 µs

Decryption

310 µs

encryption, we must consider that our FPGA accelerator is
not intended for a specific scheme, but may support any
algorithm which requires operations on very large operands.
As an example, we will refer to the scheme presented in [35].
We will suppose to adopt a high level architectural approach
similar to that presented in [29], which implemented an
ASIC accelerator for such scheme, namely, the cryptographic
primitives Encrypt, Decrypt, and Recrypt. The authors adopted
various optimizations, such as precomputing and working in
the Fourier domain as much as possible. Considering their
timing performance for FFT and multiplication, we can infer
an estimate for our architecture performance, as described in
Table I.

A. Implementation and performance
We aim to implement our hardware accelerator for supersized integer operations on a high-end FPGA platforms, such
as Altera’s Stratix V. We set the 5SGSMD8N3F45I4 device for
simulation and synthesis. Currently most components of the
above processing element have been implemented, namely the
Radix-64 unit, banked memory, and modular multiplicators.
For the efficient implementation of the accelerator, a number of
very low-level techniques were evaluated for fast FPGA-based
operations, e.g. previous results on efficient arithmetic [22],
[34] that might be particularly advantageous for long operands.

P ERFORMANCE EXTIMATION

V.

C ONCLUSION

This work presented an FPGA implementation of a dedicated hardware accelerator for long-operand multiplication as
a basic building block of a homomorphic encryption processor.
The paper described the high-level architectural concept and
implementation as well as the experimental results collected
from hardware synthesis.
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