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Abstract—Nowadays, more and more the industry and market
depend on cloud-based infrastructures for delivering IT services.
To this aim cloud-based infrastructures are changing continuously, increasing their complexity especially for the management
of cloud resources. Control and management of resources (e.g.,
virtual machines, VMs) are of paramount importance to adjust
resources automatically allocated to an application and for
delivering quality-assured services to final users. In this paper, we
propose a feedback-based control approach for the management
of VMs in the AWS EC2 public cloud. First, we evaluate the
proposed Gain Scheduling policy against different workloads.
Second, we provide results on the robustness of the proposed Gain
Scheduling policy in presence of failures. Finally, we compare
our approach to state-of-the-art control approaches for cloud
resources. Our results indicate that the proposed control strategy
guarantees, without the need of a priori information on system
dynamics or complex estimations of the operating conditions,
high performance with respect to both constant and time-varying
workloads as well as in spite of sudden VM failures.

I.

I NTRODUCTION

Nowadays, cloud computing (hereinafter, cloud) is a standard de facto in the IT world for providing services to final
users [9]. An increasing number of Internet services as well
as private IT infrastructures have now been moved to the
cloud, mainly due to several economical and technical benefits,
e.g. services on-demand, reduced costs, optimized hardware
and software resources utilization, and performance flexibility.
Therefore, companies use clouds for different purposes, such
as running batch jobs, hosting web applications, or for backup
and storage. The pay-as-you-go pricing model is the characteristic that more directly captures the appealing economic
benefit to the customer [16]. Indeed, the absence of up-front
capital expense allows capital to be redirected to core business
investment. Resource elasticity – i.e., the ability to add or
remove resources at a fine grain and with a lead time of
minutes rather than weeks – is a key characteristic of cloud
systems and allows matching resources to workload much
more closely. For instance a cloud customer can decide to start
on-demand new application servers or allocate more storage
capacity to them just when needed, and without any up-front
provisioning. In this way, it is possible to dramatically raise
the server utilization level that would be without cloud-based
approaches extremely low (from 5% to 20% [35], [38]), due
to typical overprovisioning needed to properly manage peak
workload that can exceed the average by factors of 2 to 10 [16].
However, deciding the right amount of resources is not
an easy task. Indeed, appropriately dimensioning resources to
applications is a crucial issue in cloud computing, although

elasticity allows cloud customers to acquire and release resources dynamically according to changing demands. Since
applications may face large fluctuating loads [29], it would
be desirable in presence of unplanned spike loads to free the
cloud customers from the burden of deciding the resource
allocation. In other words, it would be desirable to have
an automatic control for adjusting resources allocated to an
application automatically and based on its needs at any given
time. This need is witnessed also by the recent scientific
literature on control and management of cloud resources (and
especially of virtual machines, VMs) that have to deliver
quality-assured services to final users. Auto-scaling approaches
(like threshold-based rules or policies) are very popular among
cloud providers such as Amazon EC2 [2], or third-party tools
like RightScale [4]: due to their simplicity, these policies are
very appealing to cloud customers. However, setting thresholds
is a per-application task, and requires a deep understanding
of workload trends. Therefore, the management of cloud
resources is a key challenge and a hot research topic [15],
[26], [21], [41], [32], [6].
In this paper, we propose a feedback-based control strategy using a Gain Scheduling policy to dynamically allocate
cloud resources (i.e., VMs) to users of public clouds so to
guarantee a pre-specified Service Level Objective despite the
presence of large fluctuating loads and VM failures, without
the need of previsional models of the system behavior [11].
While in literature approaches for analyzing cloud resource
management are based on simulation [12] or implemented in
private clouds [27], [28], [30], [8], [7], [33], [17], in this work
we implemented and tested the proposed control strategies
on a real public cloud environment, the AWS EC2 public
cloud [2]. For the sake of comparison and repeatability and
to foster further research in this field, we publicly release to
the community the code we have implemented1 .
To the best of our knowledge, the main advantages of the
proposed approach with respect to the state of the art can be
summarized as: (i) the proposed solution (Gain Scheduling)
has been implemented and then extensively experimentally
validated in the public cloud environment AWS EC2; (ii) the
Gain Scheduling approach guarantees robustness with respect
to synthetic and real-trace workloads characterized by a high
rate of variability without requiring any a priori knowledge
or information on the current workload or its on-line measurement/estimation; (iii) adaptive control gains have been
optimized with an automatic optimal tuning procedure with
respect to the integral squared error (ISE); (iv) the control
1 http://www.comics.traffic.unina.it/cloud

signal is actuated through a nonlinear approach based on
control aggressiveness, where the rate at which the controller
allocate resources can be also opportunely chosen by the user;
(v) we evaluated the performance of the proposed control
approach against VMs failures.
The effectiveness of the approach has been also shown by
an experimental comparison with fixed-gains controllers which
have been proposed in the recent literature in the public Cloud
environment [18].
The paper is organized as follows. Sec. II provides an
overall picture of the related literature and positions the paper
accordingly. Sec. III describes the problem statement, while
Sec. IV presents the proposed control strategy. Sec. V shows
the obtained results, first describing the experimental testbed
(Sec. V-A) then presenting the experimental results (Sec. V-B).
Finally, Sec. VI ends the paper with conclusion remarks.
II.

R ELATED W ORK

Control approaches for automatically scaling resources that
leverage cloud elasticity have recently attracted the interest
of the scientific community. Due to system complexity some
of the works do not address the problem in the real system,
but propose the extensive use of cloud simulators to mimic
the dynamic response of the cloud system under the proposed
control action (e.g. [8], [7]). One of the main drawbacks of
those approaches is that they rely on performance models
instead of reality, hence results strongly depend on the reliability of the simulations. The experimental validation of
cloud control strategies in a real environment has been often
addressed by designing custom in-house testbeds such as
server cluster or private cloud deployments [27], [28], [34],
[30], [33], [17], [23]. In all these works different control
approaches, such as, for example, Proportional-Integral (PI),
adaptive deadbeat, adaptive threshold mechanism, feedback
plus feed-forward, have been analyzed to investigate the ability
of the proposed strategies to regulate the average response time
of the web application latency or the average CPU load. For
all the proposed approaches the control effectiveness has been
only tested in the private experimental set-up and the control
design is often based on the precise knowledge of the plant
and on-line measurements of all the variable of interest. This
information is exploited to derive mathematical models of the
system performance and/or for the prediction of the incoming
variable loads acting on the private cloud. For example, Padala
et al. [33] propose a MIMO adaptive controller that uses
a second-order ARMA to model the non-linear and timevarying relationship between the resource allocation and its
normalized performance, Gambi and Toffetti [17] exploited a
Kriging model to predict job completion time as function of
the number of VMs, the number of incoming requests, and the
jobs enqueued at the master node and Kalyvianaki et al. [23]
designed different SISO and MIMO controllers to determine
the CPU allocation of VMs, relying on the prediction coming
from on-line Kalman filters. A different attempt to cope with
workload variability has been instead proposed in [11]. Here a
very complex strategy combines an integral control action with
a performance models (to predict workloads) and a statistical
machine learning techniques to control internet data-centers.
Obviously, the practical use of these approach is strongly limited from the correct on-line use of these estimation techniques.
Indeed, in predictive (or proactive) approaches the prediction

accuracy highly depends on the history window size, (i.e. the
number of observations), and the adaptation window (i.e.
the observation interval) [22]. Moreover, they require stable
workloads to apply long learning [37].
In this paper, we aim to investigate the feasibility and
effectiveness of a Gain Scheduling strategy for automatically
scaling cloud resources in a real production environment. Note
that only few attempts have made in the very recent literature to
solve the problem of cloud resources control in public cloud for
practical-use scenarios. For example Gergin et al. [18] propose
a decentralized architecture for multi-tier application based
on multiple fixed-gains Proportional-Integral-Derivative (PID)
controllers and they test the strategy on Amazon EC2 cloud.
Differently from our approach, the control strategy suffers
from a lack of flexibility, since it relies on fixed parameters,
tuned with a heuristic method, and the control action is able
to allocate/deallocate just one VM at each time instant. This
choice can be ineffective when the control has to counteract
the unpredictable effects of high variable workloads and timevarying operating conditions.
III.

P ROBLEM S TATEMENT

We aim at solving the following problem: properly dimensioning the set of resources allocated to an application, in order
to achieve/guarantee the desired performance level i.e. a prespecified Service Level Objective (SLO). By leveraging cloud
elasticity, the cloud customer is able to decide at runtime the
dimension of the resource set adopted and – consequently –
the quantity of resources she pays for. In more details, we aim
at designing a feedback-based control strategy to dynamically
allocate cloud resources to users on the basis of the actual
system workload and according to the SLO.

Fig. 1: Reference system architecture.
The cloud service model we refer to is the Infrastructure as
a Service (IaaS) model, therefore the resource considered are
VMs, that can be activated or terminated on customer’s request.

TABLE I: Actors and terms.
Resources

Virtual Machine cluster
hosting multiple servers (IaaS model)

Workload

Arithmetic task execution
started by web requests generated by the final users

SL
Objective

Average CPU load of the VM cluster
impacting tasks completion time and latency
Keeping the VM-set average CPU load close to the SLO
to obtain expected performance and avoid revenue loss

yd

ek

uk

GAIN
SCHEDULER

VM

VIRTUAL MACHINE
MONITOR

drive the actual error ek = (yd − yk ) to zero and to counteract
workload variations. To actuate the control signal a scaling
algorithm is designed to provide or terminate a different
number of VMs according to the control aggressiveness.
yk

.

Fig. 2: The closed loop system.

The system utilization is measured by observing the CPU load
of the active VMs. Without compromising generality, the SLO
also is defined on the CPU load that is a valuable metric for
our problem, as being representative of the QoS guaranteed
by the system [18], [42]. Indeed, it is representative of the
state of the VM and of the hosted application, by impacting
on the performance perceived by the user, such as requestresponse latency or task completion-time. The final objective
of the proposed control strategy is to keep the Service Level
(SL) – defined as the average CPU load of the VM-set –
close to the SLO. In fact, activating a number of VMs larger
than the one strictly needed causes revenue loss to the cloud
customer. Otherwise, if the set of VMs does not properly
grow together with the workload, the performance perceived
by the final user could dramatically fall down. In Tab. I the key
points of the problem are summarized. As an instance of the
described problem, we designed the architecture described in
the following (see Fig. 1). We considered an application, whose
interface exposes a set of heavy computation functionalities.
The application back-end consists of a VM cluster. The cluster
is composed of a set of VMs, connected to a load-balancer
instructed to equally distribute the incoming requests across
them. On each VM of the cluster, a server has been properly
configured, in order to serve the requests generated by the
final-users and forwarded by the load-balancer.
IV.

C ONTROL AND S YSTEM D ESIGN

As anticipated in the previous sections, the control aim is
to regulate the application’s Service Level (SL) at a predefined
level (SLO) as specified in the Service Level Agreement
(SLA).
The control strategy is implemented according to the scheme
represented in Fig. 2, where a Gain Scheduling PID (Proportional Integral Derivative) - block C in the figure - dynamically
adjusts at each time interval k the actual number of the VMs
running on a cloud data-center in order to meet applicationlevel QoS goals while achieving the best performances with
respect to variable workloads. Note that from the control perspective workloads can be seen as unknown and unmodelled
exogenous disturbance and the control solutions should react
to it.
To this aim the actual SL of the cloud application at time
interval k, say yk = y(tk ), is evaluated on the base of the
average CPU utilization and, hence, compared to the target
yd . The algorithm automatically adapts its control gains to

A. Control Strategy
The proposed control strategy is based on a variable
gains PID discrete-time controller that can be mathematically
formalized as:
uk =

uk−1 +
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being uk the control action at time interval k; ek = yd − yk
the closed-loop error (i.e. the difference of the desired output
yd and the measured output yk ); Δek = ek − ek−1 and
Δt the sampling time. Moreover kp (ek , Δek ), ki (ek , Δek ),
and kd (ek , Δek ) are control parameters selected such that the
integral quadratic error (ISE) of the closed loop is a minimum.
The gain scheduling algorithm adjust on-line and in real time
the gains values according to the actual closed-loop error
dynamics (ek , Δek ).
Note that automatic and well assessed methods for the tuning
of PI/PID control parameters are today available in order
to reduce the time required by the tuning phase [10]. As
usual, closed-loop dynamics strongly depend on the specific
choice of the control gains. Indeed a wrong selection of these
parameters may jeopardize the system performance, leading to
instability in some critical cases. The tuning procedures, based
on heuristic methods, may result to be time-consuming or not
effective. Furthermore, often these methods do not provide any
optimality of the solution, which is essential in the context of
resource allocation. To overcome this limit here we exploit use
an automatic optimal tuning procedure for control gains. The
approach is based on a cost function to be minimized so to
optimize the control gains over a finite control horizon during
step responses of the systems in different operating conditions
(30 in total). Since optimal gains tuned for one operating
condition may not work well when the system is operated in
another condition, the range of cloud operations has been dived
into several different zones according to different workloads
and time slots. The optimality criteria considered in the cloud
control system design is with respect to the quality of the
transient response, induced for example by sudden changing in
the workload, such as percentage overshoot, rise time, settling
time, etc. Such optimalities are achieved by choosing kp , ki
and kd to minimize the integral squared error (ISE) and the
optimal values are hence determined using sequential quadratic

min
kp
= 90
kimin = 0.001
min
kd
= 0.001
#V Mmax

max
kp
= 120
kimax = 0.05
max
kd
= 0.002
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programming to minimize the cost function J(kp , ki , kd ) defined as follows:
 ∞
∞

2
2
J(kp , ki , kd ) = min
[e(t)] dt 
[ek ] . (3)
kp ,ki ,kd

0

0

The positive function J(kp , ki , kd ) in (3) is so that it assumes
finite values for stable solutions of the cloud system under the
control action (1) and smaller values of J(kp , ki , kd ) corresponds somehow to a better tracking of the reference trajectory.
The optimization procedure is initialized by selecting the gains
with the classical closed-loop Ziegler and Nichols method [43].
Notice that the optimization problem discussed here is different
from the one usually considered in optimal control theory
where the controller structure is not a priori fixed. Here instead
the structure of the controller is fixed to the PID structure and
the aim is the parameters optimization.
Experimental observations disclose the large variability of
public cloud dynamics under various operating conditions,
time slots and workload variations that can not be predicted
for public clouds in practical-use scenarios and that depend
on the actual condition of the system. Hence, to achieve further robustness and effective disturbance rejection, the actual
values of the control gains are on-line selected, among the
ones estimated during the optimal tuning phase, through a
Gain Scheduler that changes the controller parameters according to the actual error ek and its rate Δek , i.e kp =
kp (ek , Δek ) ∈ [kpmin , kpmax ]; ki = ki (ek , Δek ) ∈ [kimin , kimax ];
kd = kd (ek , Δek ) ∈ [kdmin , kdmax ] (see Tab. II for the parameter
values). We remark that in order to not introduce large disturbances during on-line control adjustments linear interpolations
are used to obtain smooth controller gain transition surfaces.
B. Actuation Policy
The correct implementation of the controller uk in (1)
requires the design of scaling algorithm to actuate the proportional, integral and derivative actions (see the actuation
block A in Fig. 2). In our approach the number of VMs to be
provisioned or terminated at a time interval k, say V Mk , is set
according to the aggressiveness of the control signal. Note that
the classical strategy of provisioning or terminating ±1 VM
at time (as done in [18]) can be ineffective in real scenarios,
since it may be too slow in scaling up in the case of sudden
peak loads or it may result in unwanted longer provisioning
periods during scaling down. In our approach, the number of
VMs to be provided or terminated at time interval k, say V Mk ,
depends on the actual value of the control signal uk according
to the following dead-zone with saturation:
⎧
#V Mmax if
ū ≤ uk
⎪
⎪
⎪
⎨ αuk − β
if
 ≤ uk < ū
0
if − < uk < 
V Mk =
(4)
⎪
⎪
αu
+
β
if
−u
<
u
≤
−
k
k
⎪
⎩
−#V Mmax if
uk ≤ −u

where α and β determine how fast the controller adds and
removes VMs and, as usual when dealing with nonlinear
actuators, the amplitude of the dead-zone  has been set so to
prevent oscillations in the actuation signals [24]. Note that the
actuation characteristic has been discretized with the classical
sample-and-hold method.
C. System Monitoring
The feedback control-loop in Fig. 2 requires a sensor (S) to
measure the value of the output variables. Here a monitoring
subsystem, e.g Amazon’s Cloudwatch service, provides information on how many VMs are currently running and their
CPU utilization, say CP UV Mj (k) (note that the monitoring
interval is set as 3 minutes). From these data the actual SL at
time interval k is evaluated as:
CP UV M 1 (k) + . . . + CP UV M M (k)
yk = SLk =
(5)
#V M (k)
where #V M (k) is the maximum number of VMs that are
effectively running at time interval k and CP UV Mj (k) is the
CPU utilization of the j-th VM running at time interval k (i.e.
V Mj (k) with j = 1, . . . , M being M ≤ #V Mmax ).
V.

E VALUATION

In this section, we first describe the experimental testbed
(Sec. V-A), and then show the results of our experimental
campaigns (Sec. V-B).
A. Experimental Testbed
We set up a cloud application according to the problem
statement described in Sec. III. The testbed is composed of two
main blocks: (i) a dynamically resizable cloud resource cluster,
made up of AWS EC2 VMs and instructed to run previously
configured CPU-intensive tasks on user’s request; (ii) a request
generation block that implements user’s request.
Cloud application deployment. The cluster is composed
of a set of same-type VMs, connected to a load-balancer
instructed to equally distribute the incoming requests across
them. On each VM, a web server has been configured, in
1000
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Fig. 3: Workload evolution over time: (i) constant workload,
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line). The y-axis reports the cumulative number of requests
for each time interval.
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Fig. 4: Gain scheduling policy in the presence of different workloads. (a): yk in (5), Service Level at the time interval k; (b):
ek = (yd − yk ), error of the actual Service Level at the time interval k w.r.t. the Service Level Objective; (c): #V M (k), number
of VMs that are effectively running at time interval k.

order to serve the HTTP requests forwarded by the loadbalancer. For each incoming request, the web-server has been
instructed to perform a varying number of CPU-intensive tasks.
For all our experimentations, we adopted general purpose
micro instances, representing a feasible choice for our long
experimental sessions thanks to their limited cost [2]. The
choice of this particular kind of instances does not represent a
limitation however, since the proposed control approach does
not depend on the type of the VMs employed. In order to
distribute the incoming HTTP requests to the VMs of the
cluster in a balanced fashion, we properly configured the AWS
Elastic Load Balancing service that is made available by the
provider itself. In order to monitor the CPU load of each of
the VMs within the cluster, we took advantage of Cloudwatch
that is the monitoring service provided by Amazon [1].
Final-user emulation. For our experimentations, a geographically separated node was configured to produce web requests and to impose a workload on the system. The realistic
workload has been generated by exploiting Httpmon [3] [25].
Httpmon is a HTTP request generator purposely designed for
executing experiments related to computing capacity shortage
avoidance in cloud computing. The tool allows to emulate web
users by generating request patterns in which the time between
two consecutive requests is exponentially distributed. We instructed Httpmon to use the open model, i.e. to issue requests
without depending on the system’s response. To evaluate our
approach, we consider the three different workloads depicted in
Fig. 3. : (i) constant workload (CONST); (ii) WorldCup98 web
server workload (WorldCup98) [5] (note that WorldCup98 is a
meaningful benchmark extensively used in the cloud scientific
literature[19], [39], [40], [20], [36], [31], [13]); (iii) highly
variable synthetic workload (HIVAR) obtained by amplifying
all the values and the frequencies of WorldCup98 workload as
suggested in [18]. For each experiment, each workload request
has a duration of 90 minutes (i.e., 30 × 3-minute cycles).
The overall experimental activity (control tuning and extensive
validation) amounted to 200 hours.
B. Experimental results
The effectiveness of the proposed Gain Scheduling algorithm is shown in this section through representative experimental examples. In more details: (i) we evaluate the
proposed Gain Scheduling policy against different workloads;
(ii) we provide results on the robustness of the proposed Gain

Scheduling policy in presence of failures; (iii) we compare our
approach to state-of-the-art solutions (see Sec. II). We remark
that robustness to disturbances and unmodeled dynamics is a
fundamental issue in cloud management, since for the case of
public cloud in practical-use scenario, the dynamical response
of the system as well as the sudden workloads variations
result to be unknown and unpredictable. Hence, one of key
features of a control strategy to be experimentally evaluated is
its ability to automatically compensate the undesired effects
of loads variability on the system without the need of a
priori information on system dynamics or complex measurements/estimations of the operating conditions.
Gain Scheduling performance in the presence of different
workloads. We analyze the ability of the Gain Scheduling
algorithm to regulate the SL at a predefined reference value
yd = SLO = 30 in the presence of the three different
variable workloads described in Sec. V-A. Results in Fig. 4
confirm that in the cases where operating conditions are highly
varying, the required control objectives are always achieved
with short-term performance degradations and avoiding instabilities. Specifically, for all the different workloads, the system,
starting with 1 allocated VM, is able to reach the desired
target in about 10 time intervals (interval duration is 3 minutes)
deciding the amount of VMs to allocate without the need of
a prediction of the incoming load and of the service times
(see Fig. 4a). Note that once the desired target is reached,
the control algorithm guarantees good performance and the
residual tracking error due to sudden variations in the operating
conditions is negligible and never exceeds 10% as shown
in Fig. 4b. The number of VMs to be provided during the
experiments is depicted in Fig. 4c. As expected, according to
the actuation policy described Sec. IV, the VM scaling-up rate
depends on control aggressiveness. Furthermore, the maximum
number of virtual machines to be allocated at the equilibrium
point (i.e. when yk ≈ yd ) depends on the average values of
the different workloads. To better analyze the effectiveness
of the control strategy, the time history of the response time
is reported in Fig. 5. Latency can be a key issue for some
cloud applications that should act in real-time. In those cases
users require low variability of the response time, whose
average value depends on the specific application. Results in
Fig. 5 confirm the control effectiveness and disclose the low
variability in the response time despite the high variability of
the operating conditions.
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Gain Scheduling robustness in the presence of VM failures.
We consider the closed-loop system under the action of the
CONST workload (see Fig. 6), being again the constant
reference signal set as yd = 30. The system is at the
equilibrium point yk = yd when we cause a hard failure to
happen. 1/3 of VMs that are running crash at time interval
k = 4 (6 among the 18 that are working) as being suddenly
terminated (see Fig. 6a). Due to this critical event, the tracking
error increases (it reaches a percentage error of more than 10%)
and, accordingly, the control action varies, on-line adapts its
gains, and counteracts the effect of the failures. The tracking
error is then again within ±10% bound at time interval k = 9.
Note that during the entire failure/recovery period the tracking
error is always less than ±20%.
Comparison against fixed gain controllers. We compare
the Gain Scheduling (GS) strategy with respect to fixed gain
controllers Proportional (P), Proportional-Integral (PI), and
Proportional-Integral-Derivative (PID). Since the fixed gain
performance strongly depends on the choice of the control
gains values, to perform a fair comparison among the different
strategies, gains have been all tuned with the optimal procedure
described in Sec. IV. To compare the behavior of the different
controllers different metrics can be used. The best controller
keeps low error-based metrics. In order to better evaluate
how the control meets strict SLOs (the requirement is the

constant value yd = 30) during transients induced by workload
variations (WorldCup98 and HIVAR), here we exploit the
Integral of Squared Errors (ISE) [24]. Results in Fig. 7 and
Fig. 8 confirm the ability of Gain Scheduling in guaranteeing
the required objective while reacting in conditions of crowding
and loads variability due to its ability in adapting at runtime
to different conditions.
VI.

C ONCLUSION

We have proposed a feedback-based control approach
(leveraging Gain Scheduling policy) for the management of
VMs in the AWS EC2 public cloud. We have evaluated
the proposed policy against different workloads and we have
shown its robustness in presence of VM failures. Also, we have
compared our policy to state-of-the-art control approaches for
cloud resources. Our results indicate that our proposal guarantees high performance, without the need of a priori information
on system dynamics or complex measurements/estimations
of the operating conditions. In our ongoing work we are
implementing other sophisticated control polices (e.g., model
based ones) and we are testing application-based allocation
policies driven by traffic identification [14].
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