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Introduction and Motivations Experimental Analysis: a Proof of Concept

The Internet is evolving from the Network-Centric view to the User- To validate our methodology we applied it to Skype ..,
Centric view. The user increasingly takes an active role in the network, ® multi-channel application S
promoting peer-to-peer (P2P) and many-to-many interactions, sharing @ widespread " ¢ +
his wide-band connection and providing both contents and network @ hybrid super-peer based P2P architecture supemodes fogin
functionalities. @ intensive use of encryption (AES + RSA) P v

proprietary protocols and algorithms
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We used TIE [2] to gain knowledge of the traffic associated to each
Skype communication channel (see Tab. 1), and we discovered several
patterns at different layers

Table 1: Skype traffic at biflow layer.
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The transition to the User-Centric Internet (UCI) is fostering the Super-peer | _udp (33837 | 26187 2 [ 2 [ 71 20 |
development of multi-channel applications. Such applications T ' li’l —
provide a single interface to perform heterogeneous p2p udp @3837 1798 R L
activities exploiting many communication channels. —— -
transfer ‘ udp ‘ 13524 33837 ‘ 123 k
Characterizing multi-channel applications has implications in many Call | udp | 33837 | 13524 | Sk ] 4k ] 493k ] 484k |
networking fields: - Host |
@ Capacity planning and provisionin oSt layer
e Tr;fictgn%ineerigg P ° @ port numbers are used more than once on a short period
@ Fault diagnosis | — listening services (i.e. port 33837)
@ Policy enforcement -
@ Intrusion and anomaly detection - Service layer h
@ Billing @ same TCP and UDP listening port number
® Network neutrality 7 detectalso TCP communications -
Traditional network traffic analysis methodologies are less and less Biflow layer
effective [1] . ) .
@ ignore relations among nodes and among communication ’ gliﬁgcxlsngevz zﬁzz ;S fg\jvoilti:c}lerce?wTEgiteeclnlsjy many short UDP
channels ) .
@ cannot usually deal with of obfuscation, encapsulation and ’ g{)ihtrc:lgiifglc:iirc;sngrel:)suetnﬁw?)lsTobiltteT?alslag;Ieyri];mc:geero?ihpea;kets n
encryption . ' . .
Therefore, it is necessary to find new techniques and analysis ® voice calls reveal a symmetric pattern in transterred data
methodologies purposely designed for the properties of emerging — patterns peculiar to activities
applications.
//backetlayer \\\
The Pro posed Methodology @ activities reveal peculiar payload-sizes distribution patterns
— more patterns peculiar to activities
We propose the definition of a novel methodology for the 1 ~ Payload Size Distribution
characterization of multi-channel applications based on a multi-layer o
traffic inspection and a decomposition approach, as depicted in figure, _ B o2l downsiroa
counting four layers: — il
@ Host - aggregates the whole traffic pertaining to a single host
@ Service - groups together packets having the same transport \ 0 100 Zaopay._oad";ﬁ;z"e oo™ 500 600 J
protocol and IP address-port pair.
@ Biflow - aggregates packets having the same 5-tuple, where Combining the previous observations allows to identify Skype and its
source and destination can be swapped activities. For instance, once inferred Skype random port humber, we
@ Packet - looks at the properties of each packet (e.g. size, inter- were abl_e _to detect different communication channels involved in the
packet time, payload, ...) same activity.
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Combining information collected at these layers can reveal useful AEE R
patterns otherwise not visible. For instance:

@ by looking at many biflows belonging to the same application it [1]dV¥H Lit’ M. Canlini, (':IA\- W;c_'\’:oir%_lét“d fR- |BO"$-' EIficienthapplicaEtlion _idegtificatiton
iS pOSSibIe to detect the application |t5e|f an € teémporal and spdatial StabllIty OT ClasSITiCation sCnema. cisevier computer

. e | | Networks., 53(6):790-809, 20009.

@ being aware of an _appllcatlop running on a _pal‘tICU|a|‘ [2] A. Dainotti, W. de Donato, and A. Pescape. TIE: A Community-Oriented
host/service can help in associating a new flow to it, and to Traffic Classification Platform. In Proceedings of the First International Workshop
identify the related activity on Traffic Monitoring and Analysis, Berlin, Heidelberg, 2009.



